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Abstract

> Data and voice run in separate VLANSs.

> To use Voice VLAN, we need to create a regular VLAN first, and
assign it as the Voice VLAN.

> A user can choose either CLI or WebUI to make configurations
and achieve the same goal on DES-3528 (sw1l) and DGS-3100
(sw2).

> A user can only use WebUI to make configurations on DGS-
1210 (sw3).

? In this guide, the VLAN for data is named Data and with tag 10;
the VLAN for voice is named Voice and with tag 20.

> Phonel has to be configured without VLAN tag, whereas Phone2
and Phone3 have to be configured with VLAN tag 20.

> In the example topology, STP has to be enabled to prevent loop.

D-Link

Building Networks for People



Topology
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Configuration using CLI
1. SW1 DES-3528

# VLAN

config vlan default delete 1

create vlan Data tag 10

create vlan Voice tag 20

config vlan Data add tagged 24

config vlan Data add untagged 1

config vlan Voice add tagged 24

# STP
enable stp

# VOICEVLAN

enable voice_vlan Voice

config voice_vlan ports 1 state enable

config voice_vlan oui add 00-24-01-00-00-00 FF-FF-FF-00-00-00 description
D-Link

config voice_vlan priority 6
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Configuration using CLI
2. SW2 DGS-3100

# VLAN

config vlan default delete 1

create vlan Data tag 10

create vlan Voice tag 20

config vlan Data add tagged 24

config vlan Data add untagged 1

config vlan Voice add tagged 24

# STP
enable stp

# VOICEVLAN

enable voice_vlan Voice

config voice_vlan ports 1 state enable

config voice_vlan oui add 00-24-01-00-00-00 FF-FF-FF-00-00-00 description
D-Link

config voice_vlan priority 6
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Configuration using WebUI

1. SwWi1

1) Use a PC that is NOT plugged in port 1 to browse http://10.90.90.90/.

2) From the left panel, click “L2 Features -> Spanning Tree -> STP Bridge
Global Settings”. Check “Enabled” and click “Apply”.

* DES-23528P &
3

[)-[ System Configuration
(- [ Management
E)-fi# L2 Features
@[ VLAN
- QinQ
- Layer 2 Protocol Tunneling Seti
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-5 STPInstance Settings
. .3 MSTP Port information
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Configuration using WebUI

3) From the left panel, click “L2 Features -> VLAN -> 802.1Q VLAN Settings”,
then click “"Edit” in the main panel.

80 O VLAN 5

* DES-3528P
3} 5 System Configuration
IManagement 5 .
EE-§8 Manag VLAN List | AJd/Edit VLAN | Find VLAN | VLAN Batch Settings | Total Entries: 1
E-§# L2 Features
B VLAN —
i 2 _ VLAN Name  Advertisement Tagged Ports Untagged Ports Forbidden Ports
| TV Profoco 1 default Enabled 1-28 { l'_ elets
= Asymmetric VLAN Settings
[+ GVRP 111 ‘-@
=) MAC-based VLAN Settings - n-

4) Check “Not Member” on port 1 and click “Apply”.

802.10 VLAN Set
VLAN List |AddeditVLAN IFindVLAN | VAN Batch Settings | Total Entries: 1
A
VID VLAN Name (Max: 32 characters)
Advertisement | Enabled \_f:

Tageed a1 JOOOOOOOO0O00O00000000000000000
I ELECL N T e XoNoXoXoXoRooNoRoXoXoRoRoXoXoXoXoNoXoRoXoXoNoRoXoNOXO!
Forbidden a4l PBOOOCOCOOO00000CO000000000000C00C
NotMember( a1 (/@ PO OO OOO00CO0CO00000000000000C0
Tagged Ports

Untagged Ports 2-28
Forbidden Ports
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Configuration using WebUI

5) Click tab “Add/Edit VLAN”, configure as below, and click “Apply”.

VLAN List q-AdwEditvLAN") lFindVLAN lVLANBatch Settings | Total Entries: 1
— : — - ———————_ . — —
VID VLAN Name <|Data ax: 32 characters)Q Apply D
Advertisement Disabled v
Port SelectAll 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28
Tagged S0 00 0O {0}
Untagged

Tagged Ports 23-24
Untagged Ports 1
Forbidden Ports
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Configuration using WebUI

6) Repeat 4), but with the following configuration. Note this VLAN, named
“Voice”, will be assigned as the voice VLAN in the next step.

VLAN List Add/Edit VLAN | Find vLAN | VLAN Batch Settings | Total Entries: :
VID &20 VLAN Name( iVoice PMax: 32 characters) ( Apply |
Advertisement Disabled v

SelectAll 01 7 e

Tagged O00O00O0O00O0O0O0O0O0OOOOOOOOL CEAO
Untagged OO0OO0O0O0O0O0O0O0O0OO0O0O0OOO0O0O0O OO O
Forbidden ® 9 9000 0090000 P PSSO OSEOSOSNOINOSEOINOIDS
L\ UED U I RO NONONORORONONORONONONONORONORONONORORONONONONONONO!
Tagged Ports 23-24

Untagged Ports

Forbidden Ports
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Configuration using WebUI

7) From Left Panel, go to “L2 Features -> VLAN -> Voice VLAN -> Voice VLAN
Global Settings”. In the main panel, configure as below and press “Apply”

respectively.
* DES-3528P alll V/oice VLAN Global Settings
[ system Configuration
[# Management Voice VLAN State (@ Enabled O Disabled )
E-fi# L2 Features ) :
B VLAN Voice VLAN Name ® |voice |
- & 802.10 VLAN Settings Voice VID (1-4094) O |
i 802.1v Protocol VLAN
= Asymmetric VLAN Settings ——
@ ovrp Priority is____Kd
& MAC-based VLAN Settings Aging Time (1-65535) 720 | min

=3 PVID Auto Assign Settings

[ Subnet VLAN Log State Enabled

=] VLAN Counter Settings
& Voice ’ Apply
- Voicg MLAN
£<[Voice VLAN Global Settings)
IR A TT—— T T T T T '
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Configuration using WebUI

8) Go to “Voice VLAN Port Settings” and configure as below. Click “Apply”.

* DES-3528P il VVoice VLCAN Port Settings .
[ System Configuration
[ Management rom Port To Port State Mode
e awy O v|[01  v|[Enaved v][ate ] (soply ]
B VLAN
.. 802.1Q VLAN Settings
(+]-[i#8 802.1v Protocol VLAN
5 Asymmetric VLAN Settings i Port State Mode &
- GVRP _ 1 Disabled Auto
& PVID Auto Assign Settings 3 Disabled Auto
sl I 4 Disabled Auto
- = VLAN Counter Settings = Disabled Auto
()-f Voice VLAN ;
_ il 6 Disabled Auto
7 Disabled Auto
! Q Nirahlad Arrka
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Configuration using WebUI

28P

em Configuration

agement OUIl Address Mask Description

Hbt. 002401000000 | 000000 |[D-Ling |
/LAN ‘

= 802.1Q VLAN Settings

Delete All

[ cvre
=) MAC-based
= PVID Auto As?

FFFFFF000000

Description

i Subnet VLAN Siemens _Edit ] Delete
2 VLAN Counter Settings U0-00-0C Cisco
& Voice VLAN 00-09-6E-00-00-00 FF-FF-FF-00-00-00 Avaya |
- B Voice VLAN Global Settings 00-0F-E2-00-00-00 FF-FF-FF-00-00-00 Huawei&3COM
i | 00089000000 FEFRFF000000 NEC&Philps
QNN icAIANOE Seliings AN-NN-1E_AN.NN_AN FF_FE_FE_AN_AN_AN Pinntal
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Configuration using WebUI

2. SW2 DGS-3100
1) Use a PC that is NOT plugged in port 1 to browse http://10.90.90.91/.

2) From the left panel, click “L2 Features -> Spanning Tree -> STP Bridge
Global Settings”. Check “Enabled” and “"RSTP”. Click “"Apply” respectively.

~

* DGS-3100-24P P Bridge Global Settings

i Configuration STP Global Setting

[ L2 Features )
2 Jumbo Frame STP Status ® Enabled ) O Disabled C2eoly )

= 802.1Q VLAN

2 Asymmetric VLAN STP Version C RSTP v
B‘ i =

j— SR Setitie Forwarding BPDU Disabled w

2 Trunking

2 VLAN Trunking Loopback Detection Enabled v}

= Traffic Segmentation ; o
2] LACP Port Settings Bridge Priority (0 - 61440) 32768
= IGMP Snooping Bridge Max Age (6 - 40) sec
2 MLD Snooping ) )
-2 Port Mirrering Bridge Hello Time (1-10) sec
o8 n"iﬂ Tree S Bridge Forward Delay (4 - 30) sec
L 65] STP Bridge Global Settings|
= STP Port Seftings Max Hops (1-20) 0 Jtimes
=) MST Configuration identifice LBDR "
ecovery Time (30 - 86400 sec
5 MSTP Port Information A ¢ ) “
@ Forwarding & Filtering
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Configuration using WebUI

3) From the left panel, click “L2 Features -> 802.1Q VLAN Settings”, then
click “Edit” in the main panel.

* DGS-3100-24P 50 Q VLCAN
ji# Configuration
(- L2 Features

&=1502.1Q VLAN

VLAN List | Add/Edit VLAN

VID VLANName  Untag VLAN Ports Tag VLAN Ports Forbidden VLAN Ports

‘2 GVRP Settings 1 default 11-1:24 Q[ Edit Doeiet

S i

4) Check “Not Member” on port 1 and click “Apply”.

VLAN List AJ/Edit VLAN |
[ —
VID VLAN Namel, fault |(Nameshouldbe less than 32 characters) {[___Apply |
Unit [ 01 v

Port SelectAll 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Untag IR [ NONONONONONONONONONONONONONONONONONONONONONONO]

Tag Al JOOOOOO0OOO0OO0O0O0O0O0O00000000O0O0O0

Forbidden —

Not Member AlJO P OO0 0000000000000 000000O0
Untag Port |1:2-1:24 |
Tag Port | |
Forbidden Port | |
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Configuration using WebUI

5) Click tab “Add/Edit VLAN”, configure as below, and click “Apply”.

waii e Y

e

VID 610 JvianName(@ata ) | (Name should be less than 32 characters) [___Apply |
2 3 4 5 6 7 8 9
Untag OOOOOOOOOOOOOOOOOOO
Tag LAl JOOO O OO O0OO0OO0OO0OO0O0OO0O0OO00O0O0O0O0O0O0
Fotidden (Al JOO OO O O0OO0OO0OO0O0O0O0OO0O0O0O0O0O00O0O0
\CUELLE S BT [e RORONONONONONONONONONONONRONONONONONONONO!
UntagPort  [1:1 |
Tag Port [1:23,1:24 |
Forbidden Port | |
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Configuration using WebUI

6) Repeat 4), but with the following configuration. Note this VLAN, named
“Voice”, will be assigned as the voice VLAN in the next step.

VLAN List AJ/Edit VLAN |

vID CZO §| VLAN Name@/—;ice ‘) I(Name should be less than 32 characters) [ Apply |
Untag A JOOOOOOOO0O0OO0OO0OOO0OO0O0O0OO0O0O0O0O0
Tag At JOOOOOOOO0OO0OO0OO0O0O0O0O0O0O000O0O0
Forbidden A JOOOOOOOOO0OO0OO0OOO0OO0O0O0OO0O0O0O0O0

Not Member LTI LONONONONONONONONONONONONMONONONONONONONONO)

Untag Port | l
Tag Port 11:23, 1:24 l
Forbidden Port | ]
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Configuration using WebUI

7) From Left Panel, go to “L2 Features -> Voice VLAN -> Global Settings”. In
the main panel, configure as below and press “Apply” respectively.

* DGS-3100-24P s

obal Set Ing ¢
[ Configuration

B-§ L2 Features Voice VLAN Setting O Delete
-2 Jumbo Frame vip {20 v VLAN Name Voice .

e

= 802.1Q VLAN

2 Asymmetric VLAN
) GVRP Settings 802.1p Priority ‘.

2 I”f:::"T‘Jmkmg Remark 802.1p Priority
- ;:’];] Eéf;cpsigge;tation Voice VLAN Aging Time I'l ]Day {0 ]Hour ‘0 ]Miﬂ (1 Min - 30 Days) '
2 ort Settings

23 IGMP Snooping
2 MLD Snooping
i =) Port Mirrering
: [ Spanning Tree
| {i# Forwarding & Fittering
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Configuration using WebUI

8) Go to “Port Setting” and configure as below. Click “Apply”

el g4 Portseting ‘|

(- i@ Configuration ) )
B WLz . l‘Jﬂt From Port To Port Mode Security
-~ Jumbo Frame (X vl 01 v | 01 v| Auto v/ Disabled v
-5 802.1Q VLAN -
-5 Asymmetric VLAN
-3 GVRP Settings
i =3 Trunking . -
.2 VLAN Trunking Port Mode Security Membership A
.3 Traffic Segmentation = g P Disabled Disabled *
-5 LACP Port Settings 12 Disabled Disabled *
-3 IGMP Snooping 1:3 Disabled Disabled o
--% MLD Snooping 14 Disabled Disabled *
=) Port Mirroring 15 Disabled Disabled .
. ‘ spa""mg Tree‘__ ) 1.6 Disabled Disabled »
= 2 e R 17 Disabled Disabled .
B @ Voice VLAN — 1.8 Disabled Disabled " L3
_ sttic 1:9 Disabled Disabled *
2 1:10 Disabled Disabled "
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Configuration using WebUI

9) Go to “0OUI"” and configure as below. Click “Apply”.

* DGS-3100-24P ol OUl Set
[@ Configuration

(- §i#F L2 Features Add OUI Entry

Wi oul 002401 | (3 highest Octets) Description |D-Link | (_Aeply ]
2 802.1Q VLAN
) Asymmetric VLAN
= GVRP Settings OUI List

2 Trunking

23 VLAN Trunking
-2 Traffic Segmentation
-4 LACP Port Settings
-2 IGMP Snooping
=3 MLD Snooping

Description

= Port Mirroring Huawei-3COM_phone
gs;aanning Tree 00:60:b9 nec-philips_phone
Forwarding & Filtering ——" .
@ LLoP _00.d0.1e plftgtel_phove Delete J
= §ii# Voice VLAN . 00:e0:75 veritel_phone_________
] Global Setting 00:e0:bb 3Com_phone
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Configuration using WebUI

3. SW3 DGS-1210
1) Use a PC that is NOT plugged in port 1 to browse http://10.90.90.92/.

2) From the left panel, click “Configuration -> Spanning Tree -> STP Global
Settings”. Check “"Enabled” and “"RSTP”. Click “Apply” respectively.

® DGS-1210-24
@ systen | STPGlobalSettings .0
El-§i Configuration

B Jumbo Frame RSTP Status ®Enabled ) O Disabled

£ 802.1Q VLAN

) 802.1Q Management VLAN

i & Auto Surveillance VLAN STP Version ( RSTP \j) Root Bridge

8 voice vLAN

(- [ Link Aggregation Bridge Priority 32768 v Root Cost I J
&) IGHP Snooping Tx Hold Count (1-10) [ 8| Root Maximum Age | |
i Multicast Fitering Mode
-~ Port Mirroring Maximum Age (6-40 secs) [ 20| Root Forward Delay | |
= :
&1 Power Saving .
2 Loopback Detection T2 Al R I 2 Root Port | |
G- SNTP Settings Forward Delay (4-30 secs) [ 15
- Spanning Tree

[&]STP Giobal Semngs
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Configuration using WebUI

3) From the left panel, click “Configuration -> 802.1Q VLAN”, then click “1”
under VID in the main panel.

" DGS-1210-2¢
-
i system

B Configuration

| ojusboEcae Asymmetric VLAN [example]  (OEnabled ® Disabled [ ~pply
59 vz rerttamagement VLAN
% Auto Surveilance VLAN ( Maximum Entries : 256 )

i [@-fi Voice VLAN

| @ Link Aggregation Untagged VLAN Ports Tagged VLAN Ports VLAN Rename Delete VID
= IGMP Sncoping 01,02 05,06,07.08, : :

i & Mutticast Fitering Mode 109,10 3 4,15.‘i3. Im

| B Port Mirroring 17.18.19.20.21,2223 24

4) Check “Not Member” on port 1 and click “Apply”.

VID 1
VLAN Name
Port

Untag
Tag
Not Member
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Configuration using WebUI

6) Configure as below and click “Apply”.

Asymmetric VLAN [Example]  (OEnabled (@ Disabled
( Maximum Entries : 256 )
VID  VLAN Name Untagged VLAN Ports Tagged VLAN Ports VLAN Rename Delete VID
02,03,04,05,06,07,08,09,
1 10,11,12.13,14,15,16,17, [ Rename J
18,19,20,21,22.23,24

[ PvID settings qr AddVID )

—

VvID 110 \ |

VLAN Name Data (Name should be less than 20 characters)

Port Select All 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Untagged Lar] ® O OO OO OO0OO0OO0O0OO0OO0O0CO0 OO0 0O O 0 O

Tagged WTI o) o) 6 o) 6 o o o oo ol ool ool e el o oo o e 010

Not Member Lar] O @ ® O OO0 @ U0
[ cancel || Apply
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Configuration using WebUI

7) Repeat 4) and 5), but with the following configuration. Note this VLAN,
named “Voice”, will be assigned as the voice VLAN in the next step.

| (Name should be less than 20 characters)
04 05 06 07 08 09 10 11 12 13

Untagged
T 2
Not Member
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Configuration using WebUI

8) From Left Panel, go to “Configuration -> Voice VLAN -> Voice VLAN
Settings”. In the main panel, configure as below and press “Apply”
respectively. Note that Priority set to “Highest” will configure CoS to “6".

.: DGS-1210-24
[ system
Bl Configuration
= Jumbe Frame
B 8021 VLAN
& 802.1Q Management VLAN
i 8 Auto Surveillance VLAN
| B Voice VLAN
|
5 VOrE v OUTSetings
; [ Link Aggregation
B IGMP Snooping
2 Multicast Fitering Mode
-8 Port Mirroring
) Power Saving
& Loopback Detection
i [ SNTP Settings
i [ Spanning Tree

)48 QoS

[ Securtty . saa reee
559 WontoTiG.: sers
o ey

Voice VLAN ®Enabled O Disabled

Voice VLAN Global Settings

Vlan ID 20 ~ Aging Time E (1~120 hours)
prorty v
Voice Vlan Port Settings
From Port To Port Auto Detection
' sable [ 2pply [ Refresh |
Port Auto Detection Status v
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Configuration using WebUI

Voice VLAN ®Enabled O Disabled

Voice VLAN Global Settings
Vian ID 20

v Aging Time (1~120 hours)

oice Vlan Port Settings
From Port To Port Auto Detection

1@ l

Apply |} Rrefresh |

Port Auto Detection Status o
L Disabled None
2 Disabled None
3 Nisahled Nang
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Configuration using WebUI

10) Go to “Voice VLAN OUI Settings” and configure as below. Click “Add”.

* DGS-1210-2¢
- System
E-§i@ Configuration
i3 Jumbo Frame
-5 802.1Q VLAN
i 24 802.1Q Management VLAN

Description Telephony QUI \

00-24-01-00-00-00] Jr%

O Default oUI
i3 Auto Surveilance VLAN ® User defined OUI

E-fi Voice VLAN

( Maximum user defined OUL.3#

0 Al Sefting

|

@ Link =ggregation

2 IGMP Snooping
B3 Mutticast Fittering Mode

B Port Mirrering

B Power Saving

00-24-01-00-00-00

iption I Telephony O [ Delete |
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Result

> From Phonel, a user can make a phone call by dialling
Phone2’s or Phone3’s IPs, and vice versa.

> Meanwhile, PC1, PC2 and PC3 can ping each other.

> In the captured packets, we can see the packets have 802.1q
tags and CoS as expected.

D 192.168.2.1 SIP/SDP Reguest: INVITE si1p:192.168.2.1,
oAk 192.168.2.2 SIP status: 100 Trying

el 192.168.2.2 SIP status: 180 Ringing

B2 192.168.2.1 SIP Request PRACK sip:1003@192.168.
RED=:E P, STP 00 OK

Pt by D I ICMF e :

sl salol ICMP (ping) rep1y

RIS Salep ICMP (ping) request

2 o b Echo (ping) rep1y

Frame 7 (962 bytes on wire, 962 bytes captured)
Ethernet II, sSrc: D-Link d7:c7:93 (00:24:01:d7:c7:93), Dst: D-Link_d7:c6:f7 (00:24:01:d7:c6:

&

802.1q virtual Lan,(PRI: 6, CFI: 0, ID: 20
Internet Protocol, Src: 192.168.2.2 (192.71%3 802.1Q }92.168.2.1 (192.168.2.1)
User Datagram Protocol, Src Port: sip (5060), e Tag sip (5060)

session Initiation Protocol

#

B ®

[+
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Result

> Although we only added port 24 as a tagged member into VLAN
Voice, the switch will automatically add port 1 as an untagged
member because it is where the phone is connected.

DES-3528P:admin#show vlan voice
Command: show vlan voice

VID s 20 VLAN Name 1 voice
VLAN Type : ice VLAN Advertisement : Disabled
Member Ports (:::b3-24

Static Ports - -24

current Tagged Ports -24
current Untagged Ports@
Static Tagged Ports -24
Static untagged Ports :
Forbidden Ports -

Total Entries: 1

) ®
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Result

> The two PCs fall in VLAN Data, and the two phones fall in VLAN
Voice.

DES-3528P:admin#show fdb
Command: show fdh

unicast MAC Address aging Time = 300

VID VLAN Name MAC Address PoOrt Type status
1 default 00-11-22-33-44-6C 23 Dynamic Forward
ult 00=-80-CB=-AF=12-80_CPLI Salf
00-11-95-C5-DS-E8 1 Dynamic Forwar
00-16-36-2D-D1-7F 23 Dynamic Forward
00-18-F3-91-F5-ED 23 Dynamic Forward
voice 00-24-01-D7-C6-F7 1 Dynamic Forward
voice 00-24-01-D7-C7-93 23 Dynamic Forward
voice 00-24-01-EF-C6-F6 23 Dynamic Forwar

Total Entries: 8
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