How to use SNMP to remove the ACL profile/rule on DGS-3600

1) Ethernet:
1.1) For Delete Ethernet Profile:
:: command:

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.1.1.8.1 i

Delete_etherProfile.zi

p
.. description:
=5 MIB Tree | |object name sy ACLEthernetRowStatus
= :3 .|§0 Ohject ID 1.3614.1.171.129.21.1.8
=3l fi“’“;'vhlgcnl’ém'a Module AELMGMT-MIE
—
& swCpulnterfacefiterState
& swACLT otall)sedRuleE nbies Base syntax Integer
& swACLT atall nuzedRuleE ntries Compased syntasx RoweStatus
=43 swhcMaskMant Access Read-Create
= swACLE thernet T able Status Current
=& swALLEthemetE ntry Wale list 1: active(1)
4 swACLEthemetProfilel D 2 1 notinService(2)
4 swACLEthemetUzevlan ,
& seACLEthemetMachddMaskState i j ngtzld:d(él o
& swACLEthemetSicM achddid agk ’ '
& swACLEthemetDsiMachddask 51 createsndWat(S)
& swhCLEthemetlseB021p & ¢ destroy(s]
E) etType
: Parent node sw ACLEthermetEntry
& First childl Mone
& swACLEthemetUnusedRuleE niries Description This ohiect indicates the status of this entry,
= smACLIpT able

1.2) For Delete Ethernet Rule:
:: command:

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.1.1.16.1.1 i

1=Rule ID.
.. packet:

Delete_etherRule.zip

.. description:

- ;3 swdclFuletart
- swACLEtherRuleT able
-I-¢gF swhACLE therRuleEntry
& swACLE therRuleProfilelD
& swACLEtherRuledcoes:D
& swACLEtherRuleWlan
& swACLEtherRuleSichactddiess
& swACLEtherRuleD st aciddress
o awACLEtherRuleB021P
& swACLEtherRuleEtherType
& swACLEtherRuleE nablePricrity
& swACLEtherRulePriority
& swACLEtherRuleR eplacePriority
& swACLE therRulePermit
& swACLE therRulePort
& swACLEtherRuleR xR ate
& awSCLE therRuleRowStatus
& swACLEtherRuleTimeR angeMame
& swACLE therRule0wner
= swaCLIpRuleT able

Ohject name
Chject ID
Mocdule

Blaze syntax
Composed syntax
ACCess

Status

nalue list

Parent node
First child
Description

swACLEtherRuleRowStatus
13614.1.171.129.3.1.1.16
ACLMGMT-MIE

Integer

FowStatus
Read-Create

Current

vactivel(l)

s niotInService(2)

s niotReady(3)

| createtndGold)

' createtndVWait ()
s destroy(B)

[ [ -y T O

sy ACLEtherRuleEntry
MNone
This ohject indicates the status of this entry,




2) IP:
2.1) For Delete IP Profile:
:: command:
snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.2.1.19.1i 6
[1= profile ID. 6=destroy]
.. packet:

Delete_IP_Profile.zip

.. description:

=-EF swACLIET able

21 swhCLIpEntry

----- 4 =wACLIpProfilel D

..... A awiACLipUsevian

----- A awACLIplpdddid askState

----- A awACLIpSrclpdddridask

----- A awaACLIpD st paddit ask

..... & swalllpUssDSCP

----- 4 =wACLIpUzeProtoType

----- A awACLIplempOption

..... A =wACLIplgmpOption

----- W awaCLpT cplption

----- 4 swACLIpUdpOption

----- 4 2wt CLIpTCPorlDPSicPorth azk
----- 4 2wt CLIpTCRorDPD stPorth agk
----- 4 =wACLIpTCPFlagBit

----- 4 swbCLIpTCPFlagBitt azk

----- 4 awACLIpProtalDOption

----- 4 =waCLIpProtolD

----- 4 =wACLIpProtol Dk ask

2.2) For Delete IP Rule:
:: command:
snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.2.1.23.1.1i 6
[1= profile ID. 1=Rule ID. 6=destroy]
.. packet:

Delete_IP_Rule.zip

.. description:

[=1-EF swaCLIpRuleTable

Eﬁ s CLIpRUlEE ntry

----- o swaCLIpRulePofilel D

----- o swalllpRulebccessiD

----- 4 awACLIpRuleylan

----- W swACLIpRuleSclpaddress
----- W 2wACLIpRuleD stipaddress
----- 4 awACLIpRuleD scp

----- o swACLIpRuleProtocol

..... & swaACLIpRulelcmp

----- o swACLIpRulelgmp

----- o swaACLIpRuleScPort

----- o swACLIpRuleD =tPort

----- o swACLIpRuleFlagBits

----- o swACLIpRuleProtolD

----- o swACLIpRulel zerbdazk
----- o swACLIpRuleE nablePriority
----- o swaACLIpRulePrionty

----- o swaCLlIpRuleR eplacePriority
----- o swaCLlpRuleE nableR eplacel scp
----- o swalllpRuleRepDscp

----- 4 awACLIpRulePermit

----- 4 swalLlpRulePaort

----- 4 awACLIpRuleR =R ate




3) IPv6
3.1) For Delete IPv6 Profile:
. command:

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.4.1.7.1 i

.. packet:

o

i
Delete_IPv6_Profile.z
1p

.. description:

- :3 swdicliM askiMgmt
+ swACLE thernetT able
+ swdCLIpT able
- swdCLIpvEh ask T able
-1 &P swiCLIpvEM askEnty
& awACLIpwEM azkProfilelD
& swACLIpvEMazkClass
& awACLIpvEk askFlowlabel
& swACL pvElpaddiMazkState
& swACLpvEMaskSiclpvBb ask
& swdClLIpvEMaskDstlpvBb ask
& awbCL pvEM ask R owStatus!
& swbhCLIpwEM azkOwner
& awbdCLIpvEM agknusedRuleE ntries
@& =wACLMazkDeldllState
= swlBPACLE themetT able
-1 &P swIBPACLE thernetE ntry
& swlBPACLE thermetPrafilel D
4 swlBPACLEthernetlseEthernet Type
- swlBPACLIPT able

50 IDDAC] et

Chiject narme
Chiject ID
rodule

Base syntax
Cormposed syntax
ACCess

Status

value list

Parent nods
First child
Description

swyACLIpvaMaskRowStatus
1.3.6.1.4.1171.129.2.4.1.7
ACLMGMT-MIE

Integer

RowStatus
Read-Create

Current

v activel1)

' niotInService(2)

' notReady(3)

s createsndiGod)

: createsndvait(5)
s destrovia)

[ - TS LN

sy ACLIpvAMAaskEntry
Mo
Thiz object indicates the status of this entry,

3.2) For Delete IPv6 Rule:
> command:

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.4.1.13.1.1 i

1=Rule ID.

.. packet:

i
Delete_IPv6_Rule.zip

.. description:

- st CLIpvERuleT able
- &P swbCLIpvERUlEEnty

4 swACL pwERuleE nablePriarity
4 swACLIpwER ulePricrity
4 swACLIpwERuleR eplacePriarity
4 awACL pwERulePermit
4 swACLIpwERulePort
4 swACLIpvERuleRxR ate
a8 swaACLIpvERuleR owStatus
4 swACLIpvERuleTimeR angeMame
4 swACLIpwERuleOwner
4 swACLIpwERuleProfilelD
& swACLIpvERuletccess|D
4 swACLIpvERulelClass
4 swACLIpwERuleFlowlabel
4 swACLIpwERuleSrclpyBdddr
4 swACLIpwERuleD stlpwBhddr

- sl BEPACLIpRuleT able

=& swlIBPACLIpRulsEntry

4 swlBPACLIpRuleSrcMactddress
M = BPAC] InB eSS rrlnaddre

Ohiject narne
Ohiect ID
Module

Ease syntax
Composed syntax
ACCess

Status

ale list

Parent node
First child
Description

sw ACLIpwERLIERowStatus
1.36141.171.129.3.4.1.13
ACLMGMT-MIB

Integer

FowStatus
Read-Create

CLrrent

v active(l)

s niotinService(2)

s notReady (3]

: createsndGolg )

» createsndwait(S)
s destrovis)

L (O iy I N T O I

s ACLIpwER LIEENTTY
Mare
This obiect indicates the status of this entry,




4) Packet Content Filter:

4.1) For Delete Packet Content Filter Profile:

> command:

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.8.1.14.1 i

.. packet:

i
Delete_PCF_Profile.z
1p

.. description:

= sWACLPEIContM askOptionT able
=& swACLPRIContd askOptionE ntry
i awACLPkICont azk O ptionProfilel D
@ swACLPEIContt agkOffzetChunk] State
@ swACLPkIConthd azk OffzetChunk 1 0ffsetvalue
& 2wACLPRIConth azk OffzetChunk1Mazk,
B awACLPkIContM azk OffzetChunk 25tate
@ swACLPkiConth ask OffsetChunk 20fsetalue
@ swACLPRIConthd azk OffsetChunk i azk,
@ swaACLPkIContt agk OffzetChunk 35tate
i awACLPkICont azk OffzetChunk 30fzet alue
@ swACLPkConthd azk OffzetChunk 3 azk,
B swACLPkConthd azk OffzetChunk45tate
i awACLPkICont azk OffzetChunk 40ffzet alue
i awACLPkICont azk OffzetChunk4hd azk,
& 2wACLPRIContM askDptionP owStatus
B swACLPkConthd azk OptionOwner
W awACLPkIContt azk O ptionJnuzedRuleE ntries
1.3 swaclFulehd gmt

+ swACLEtherRuleT able
L = ==

PR T T S N |

~ lI0bject narne

Ohiject 1D
Module

Baze syntax

ACCess
Status
alle list

Parent node
First child
Ciescription

Composed syrntax

swACLPktContMaskOptionRowStatus
1.3.6.14.1.171.129.2.8.1.14
ACLMGMT-MIE

Integer

FoweStatis
Read-Create

Current

s activel1)

: notInService(2)

» notReady(3)

| createsndGoig)

: createsndwait(S)
s destroy(G)

LT3 Y N T U

swACLPktContMaskOptionEntry
fJorne
This object indicates the status of this entry,

4.2) For Delete Packet Content Filter Rule:

> command:

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.7.1.18.1.1 i

1=Rule ID.
.. packet:

[
Delete_PCF_Rule.zip

.. description:

=& swACLPkIContR ule0 ptiarE niry

s CLPkHContRule0 ptionPrafilel D
swiCLPEIContRuleD pliondcoess| D

st CLPKIContR ule0 ffratChunk] Off sty slue
s CLPEIContR uleO ptionR eplacePriority
awACLPkHContR ule0 ptionPermit
swACLPEIContRule0ptionPort
iswACLPRIContR uleD phionB owStatus!
swACLPkHContR ule0 ptionid wrner
swACLPkIContRule0ptionR «F ate

g CLPEIContR ule0 ptionT imeR angeMame
avat CLPkIContR ule0 ffzetChunk] Content

2 CLPKIContR ule0 ffretChunk 20 ety slue
s CLPkContR ule0 ffsetChunk 2Content
avat CLPkIContR uleD ffzatChunk 30 zety slue
2w CLPEIContR ule0 ffretChunk3Cantent

s CLPEIContR ule0 fsetChunk 40 et alue
st CLPkIContR ule0 ffzetChunkAContant

s CLPKIContR uleO ptionE nablePricrity

s CLPkHContB uleD ptionPricrity

fadaaaaaadaaaaaaaaa

= swACLPkIContR ule0 ptionT able A

Chiject name
Ohject ID
Module

Base syntax
Cormposed syntax
ACCEss

Statuz

Walue list

Farent node
First child
Description

sy &CLPktContRuleOptionRowStatus
1.36.14.1.171.129.3.7.1.18
ACLMGMT-MIE

Integer

RowStatus
Read-Create

Current

s activell1)
 niotInService(2)

' notReady (2)

: createsndGold)

: createsndyait(5)
: destroy(B)

L T oy B -y Y o

sy ACLPEEContRuleOptionEntry
Mare
This chject indicates the status of this entry,




