How to read ACL on DGS-3100 via SNMP?

Example:

[1. For IP-TCP]

## CLI command: ##

(dst_ip (255.255.255.255) + dst_port: permit all tcp, source ip=any, destination ip=172.16.30.1, destination port =42)

create access_profile profile_id 1 ip tcp destination_ip_mask 255.255.255.255 dst_port_mask ffff
i config access_profile profile_id 1 add access_id 1 ip tcp destination_ip 172.16.30.1 dst_port 42 port all permit



## SNMP Check:

.

........................

##

...........................................

Step 1-3, check the MIB “ qosclimib.mib”
Step 4, check the MIB “ rlActionAcl.mib”

........................

...........................................

Stepl) check “rlQosAclTable: 1.3.6.1.4.1.171.10.94. 89.89.88.7"

Csampwalk oe e private 10909090 | 36 1.4 1 171 11194 89 80 88 ¢
SNMByV2-SNIL
SNMBPv2s
SNMEVZ 5M|
SNMPyv. SV

SANMPVI SMI
BNMPve SN
SNMByZ SV
SN S|
SANMPV2 SMI

1.1)

enterprises 1/1 109489808687 10 = SIRING

enterorises 171 1094898988 71 2 ha - BIRING 'ACL O
opternneec 101 1004 B0 8098 71 F L E L o S lRING
enferpiises 171 10048089887 13 = INTEGER

enterprises 1/ 1094 BUBY B8 71 5. = INTEGER |

Lenterprises 171 1094 898988 711 30000 = INTEGER: |

enteronses 171 1004808088 /1 4 = NIEGER

cepterprses 1711094898083 1140 - INTEGER |

enterprises 1/1 1094 B9 B0 88 7 1.4 . | = INTEGER:

index id of access_id, which you create under profile id 1.

default index id. The value 256 is given by system, no need to check.

index id represent of access profile id 1, which you created before.

1.2)

rlQosAcIName = access id 1 ;

rlQosAclIType = ip(2) ;

rlQosAcIName = profile id 1

rlQosAclStatus = active(1)

+ QosbceT able | lobject name
- gﬂﬁgcgﬁ'&? Object ID
- M osbclEntry
Module
10 osiclindex
& 10ossciMName
& (QosbelType Baze syntax
& (0oshclStatus Access
+ loshcltoeRefTable Status
+ 3 osClassMapT able SequUENCE
+ Il ozPolicerT able
+ 3 osPolicyM apT able
+ il osPalicyClazsFefT able
+-FF 0 oslPolicuT able
rlQosAclType: &

Ohject name
Ohject 10
Module

Base syntax
Composed syntax
ACCess

Status

alle list

Parent node
First child
Description

Hosac Type
1.3.6.1.4.1.171.10.94,89.89.88.7. 1.3
RADLAM-QOS-CLI-MIB

Integer
AclDhjectType
Read-Create
Current
1:macil)

2 ipl2)

3 ipwa(3)

HosaclEntry
Mone
ACL Type,

HQosaclTable
1.3.6.1.4.1.171.10,94,89,89,88.7
FADLAMN-OOS-CLI-MIB

Sequence Of riQozAclEntry
MNot_Accessible

CLrrent

LitlQosAcIndes - Inteqer
2itlDosAciHarme - Cotet String
ZiQosAcType - Integer
dilDosAciStatus - Integer

rl QosAclStatus:

Ohject narme

Ohject ID
Module

Baze syntay
Cornposed syntas

ACCess
Status
Walue list

Parent node

First child
Description

riQosACiStatus
1.3.6.1.4.1.171.10.94,89.89,88.7.1.4
RADLAM-QOS-CLI-MIB

Integer

RowStatLs
Read-Create

Current

1 active(1)

1 notInService(2)
 notReady(3)

: createsndiGog)

: createdndvait (5
s destroy(6)

[ V) R T (N}

oz ACIERtry

Mone

Thie status of a table entry,

It is wsed to deletefadd an entry from this table,



Step2) check “rlQosAceTidxTable: 1.3.6.1.4.1.171.10

.94.89.89.88.31"

C\esnmpwalk -v2c < private 1090900901 36 114 11171 10948989 88 31

SNMByZS M)

SNNMEvZ SMI

SNMBYZ. SV

SNMPU2 SN
SNMPy2. SMI
SNMBPVZ-5ME

SNMBEVZ SMI

SNMPVZ SN

ShMByZ-SMI

SNMEVE S

SNNMEvE SMI

2.1) 1.60=1 means ACL11, 60 is a random value which giv
256.20=
100001.40= 100001 means ACL1, 40 is a random value which given by system

lenlerprses 171 1094898988 31 1 3
SNMPvZ-SME
SNMPV SV
SNMPvZ:SMi
SAMBY2-SMI
ShiMBPvZ-5Mi
ShNMPvZ-SME
SANMPY2SME
ShMBYZ SMI
SN SN
SNMPV SV
SNMBPy2-SMI

‘enferprisea L /A1 10 04 80 80 58
enlerpises 171 1094898088 31 1 16 266 70 INIECER |
‘enterprises 171 10 94 89 89 88 1 1 16 100001 40 = INTEGER: 1

= INEGER
=INTEGER 1
= INIEGER |

enlerprises 1711094 89 80 88 81 13
enterprises 171100489 89 88 31 1.8
enlerprises i 109489 89 658
enlerprises 171 10948980988 31 1 4256 20 - INIECGER b
enterprises 17111094 89 89 88
entefprses /IO OARIRYER - B B0 = B ofer s o

ienterprises 171 10 94 89898813111 51256 70 - INIEGER 0
enlerpises 1/1 1094898988 0 B L
‘enterprises 171 109489 89 88 31 1 6160 = INTEGER 0

enterprises 71 1004 80 B0 88 21 | 6266 20 = [NTEGER: O
epterprises 171 1094 8980 88 31 1 6 100001 40 = INTEGER O

tenterprises 1 1 1094 8989883111 (1 60 = INTEGER 0
SNMPV SV
SAMBY 2 SMI
SNMByZ-SMIE
SNMPV2 SN

enterprises 171 1094 8080 88 31 17 266 20 = INTEGER )
enterprises 1 /1L 10048989 88 31 1./ 00001 40 = INTFGER O

enepises L IG A dU 89 a4 Lo Gl e e B b

entefprises 171 10948980 88 31 1 BoSBJ0  INTEGER O

lenterprises 171 1094898988, 1 1 00 Al LG L 0
wnernses ] AL 1094898088 81 10 L O0: [N B R 0
enterpnises 17 1094 8980 88 311 9256 20 = INTEGER O
entemprses] 1 1D 988881 G 00001 40 LG W o

enterprises 171 1094 89 89 88 31 1 10 160 = INTEGER O

centerprises | /1L 1094 898088 311 10088 0 = INTEGED O
SNMPy2-SMI

efieiptises 171 1094 8989 8831 1. 1010000140 = INTEGER ©

ienleiprses 71 10 94 89 89 88 31 1111 60 = INTEGER: O
SANMBY2 SMIL
lenterprises 171 10 94 80 8988 3111 11 100001 40 = INTEGER: O
SNMPvZ-SMi
SAMBY2-SMI
SNMPV? SV
SNMPvZ-SNMIL
SNMBVZ SN
ShMBYZ SMI
SNMPvZ-SME
SNMBY2 - BMI
SNMPvZ:SMi

enerprises L/ 1094 898988 31 1 11260 20 = INTEGER 0

enlerprises /1 1094898988 31 1 12 1 60 = INTEGER D
enlerprises 1711094898088 81 112256 20 - INITECER O

‘enterpiises 171 1094 80 89 88 31 1 12 100001 40 = INTEGER O
enferprises 1 /L 1004 898088 50 |8 B0 = (N[eib |

enterprises 71 100480 80 83 21 | 18 Oh6 20 = INTECGER: |
enteiprises 171 1094 89 89 88 31 1 15 100001 40 = INTECER: 1
enterprises 1711094 89 89 88 100

enterprises 1 /1109489 .89 88 31 1114956 20 = INITEGER |1
entefprises | /1L 1004 BRI B 31 1 14 100001 40 = INFTEGER |

enterprises 141 1094 898988 31 1 15160 -
SNMPV SV
SAMBy2- SN
SNMByvZ-SME
SNMPv2 SV
SNMPy2 S

entetprices 7L 1004 80 BO 88 21 | 15 906 20 =
enterprises 1 /1L 100489 B9 88 31 | 15100001 40 =
160=

en by system

256 means ACLO, 20 is a random value which  given by system



2.2) Let’s ignore the default one (ACLO, 256), check the ACL1 and ACL11 in this OID:
31.1.4.1.60 = INTEGER: 2 and 31.1.4.100001.40 = INTEGER: 2
31.1.4 means “rlQosAceTidxType” ,and INTEGER: 2 means “ip-TCP(2)"

2.3) 31.1.5t0 31.1.12 are for “rlQosAceTidxTuplel "to “rlQosAceTidxTupled 7, each Tuple have different
values, let’s see how to read those values:
In this example, you can see there are values when display “31.1.5", “31.1.8", and “21.1.9”, you need to
remember those INTEGER values, and check out what's stand for at step 3):
31.1.5.1.60 = INTEGER: 5 and 31.1.5.100001.40 = INTEGER: 2
31.1.8.1.60 = INTEGER: 6 and 31.1.8.100001.40 = INTEGER: 3
31.1.9.1.60 = INTEGER: 7 and 31.1.9.100001.40 = INTEGER: 4

2.4) 211 12means rlOosAceTidAccount INTEGER T means ‘disable(1)”

2.5) 31.1.14 means “rlQosAceTidxStatus” , INTEGER: 1 means “active(1)”

2.6) 31.1.16. means “rlQosAceTidxTimeRangelsActive” |, INTEGER: 1 means “true(1)”

- B sceTi Tt &)
-4 MostceTid<Enty

----- W l0ostceTidwclindex

----- A ddosAceTid ndex

----- W l0ostceTidwdotion

----- W lQostceTid<Type

----- W l0oztceTidsTuple]

----- A ddosAceTid«Tuple2

----- W l0ostceTidsTuple3

----- A ddosAceTid«Tupled

----- W l0ostceTidTuples

----- A ddosAceTid«Tupleb

----- W l0ostceTidsTuple?

----- 4 ddosAceTid«Tupled

----- W l0oztceTidedcoount

----- & 1QostceTidsStatus

----- W l0oztceTid«TimeR ange
----- & 1QostceTid<TimeR angelsbctive
+-EE dosDscpTaDpTable

[]--a Ml osStatistics

----- o l0ozhdib\erzion

[+-EE MdozDscplusuel efaultdapT able
[]--a I8 nzClazsifiertilization

+-EE QosPortT oProfilet appingT able

E

£

B 130sTimeB asedAciT able

+-B MRosTimeB asedbclPeriodicT able
----- o l0o:CPUS afeluardE nable

3 SMMP1 Traps

a Mo Traps

i Tepe Assignments

™ Percents

rlQoSAceTidxAction:




rlQosAceTidxType:

rlQosAceTidxAccount: & r lQosAceTidxStatus:

rlQosAceTidxTimeRangelsActive:




SNMPy2 80|

SNMBPVZ-SNI
SNMBVZ:- SN
SNMBEvZ:-5MIL
SNMPVE- SN
SNMBEVZ SMI
SNMBEvVZ:5MIL
SNMPVZ:SMI
SNMBEVZ SN
SNMBPyvZSNMI
SNMBVZ: SN
SNMBy2-SMI

SNMEve SV

SRMByZ- 58

SAMPy2 5M|
SRMByZ 5M|

SNMBPyVZ-SM|

enferprises 171 1004 B0 80 88 5 14

enterprises 1/ 1 10 94 89 BY B8 5.1 44 = Hex STRING: 00 00
enteroroes 171 10 04 80 20 88 5.1 4
S S

onferorses L/ L0 U4 89 809 88 5 | 4

2=
=
45

enterprises 171 10948989 BB 5
enterprises 171 10948989885
enterprises 171 1094 89 89 88 5

enteronses 170 10,04 80 80 88 5

® |et’s go back to step 3.3

and
and

and

= So you can see

= Also

when check the table above, they stand for
when check the table above, they stand for

when check the table above, they stand for

when check the table above, they stand for “Hex-STRING: 06 FF” , its no meaning when you

create the profile of “IP”.

when check the table above, they stand for

Step3) check “rlQosTupleEntry: 1.3.6.1.4.1.171.10.9 4.89.89.88.5.1”

O \=snmpwalk »v2e ¢ privale 1019090 90 1136 1.4 11711094 89 89 88 51
‘enferpiises 171 1004808988512 L0 0
enterprises 171 1094898988511 2 = IR
enterprises 171 10948080885 10 4= N B
enterprises 171 10948989 BB S 12 5 N B0
enterprises 171 1094898988511 20 = N1 (B8
enlerprises 171 10948989886 12 /= N B0 W
enterprises 1/ 1 1094 89898851 30 = NIEGER
enteronses 171 10048080 a8 5 1 3.3 NTECER:
efnferprises 1711094898088 51 34 HIEGER
enterprises 171 10948989886 1358 INIEGER
enterprises 1711094 89 80 88 5.1 316 = INTEGER!
enterprises L7l 10948989886 L 37 = INIEOER
Lenterprises 171 1094 89898851 4.

SNMPv.? SME
SNMBV2-SNIE

=

. e e e s

e
N

Senterprises 171 1094 89 89 8B 5 147 — Hex STRING: D0 00
_enterprises | 71 10,94 89/80 88 5
SNMBy2: SN
SNMPve SME
SNMPv? SME
“enterprises | /1 1094 8080 .88 5
SNMPv2-SM |

“Hex-STRING: AC 10 1E 01 00 00 00 00"
AC 10 1E 01 = the hex of IP 172.16.30.1;
00 00 00 00 = subnet mask 255.255.255.255 (calculation: 255-255 =0)
“Hex-STRING: 00 00 00 00 00 00 00 00"

Because this is the profile id 1, so only the subn

00 00 00 00 = subnet mask 255.255.255.255 (calculation: 255-255 =0)

et mask value is meaning:



31.1.9= 7 & 4, when check the table above, they stand for
-31.1.9.1.60 = INTEGER 7 = ACL11 = “INTEGER: 42"
42 = tcp-port-dest = hex of TCP port “42”
-31.1.9.1.100001.40 = INTEGER 4 = ACL1 = “INTEGER: 0"
Because this is the profile id 1, there isno TCP P ort value of this part, soitis* 0"
= Final:
1.5 = INTEGER: 1=rlQosTupleStatus = “active(1)”

- ERlfilosTupleT abie ]

¢ =g dlozTupleEntry
----- & ddosTuplelndex
----- & 0osTupleTvpe
----- & 0 osTuplelaluel
----- o 0 osTupleV alue2

H (. 8 rldosTupleStatus

I B dosbeeT able

i+ B ddostelT able

+ B iloshelboeRefT able

# B losClasstapT able

=+ EF fdosPolicerT able

+ B i8ozPolicyMapT able

+ B 0 ozPolicyClassRefT able

B floslPalicyT able

B floslProfileCiaT able

i =+ ldozDecpbdutationT able

I EH rIIZ!I:nstchEemarkTal:ule

rlQosTupleType: rlQosTu pleStatus:




Step4) Check the port number
In this example, we set the “port all ” permit on access_id 1, so we need to check this values in other MIB:”

rlActionAcl.mib”:

Cospmpwale woe cnivate 1000090 901 36 1 41 171 1694 8080 130 | 1
SNMPVZ.SMEenterprises 171 109480809 1301 1 2.1 = Hex STRING 0000 00 00 6000 00 60
Q00000 0000 0000 00 00 00 DG G0 0D B0 0000 00DO V00D 00 0000 D0 00 0000 00 00 00 DO

SNMPvZ SME enterprises 171 1094898943010 0 = L0 |
SNMPVZSME epterprises | 711004 8989 1301 1 4 1 - INTEGER O
SNMPY2.SMiepterprises 171 1004 89891301 1 51 = INTEGER ()
SNMBPY-SH enterprises 1/ 10948088 180 1. | = | ~0sE o |

® FF FF FF: means port all.

For example: so port 1 is 80 00 00, port 2 is CO 00 00....etc.

And there are so many 00 00 00 behind that's because DGS-3100 support stacking, so that's the way to

display the stacking member’s port numbers.

) means
means
=55 MlB_TfEE Ohject name tiactionAd Table
= :3'3 , Object ID 1.3.6.1.4.1,171.10,94,59.59.130.1
= 2] Module RADLAMN-ACTION-ACL-MIB

=& ctionAclE ntry
W rlActiondcliclndes
& rlactiondclParts
& rlactiondclClazst apaction
& rlactiondclClazst aph ark alue
& rlactiondclPolicel ndes
& rlactiondclStatus

Baze syntax
ACcess
Status
Sequence

Sequence OFf rlactionAclEntry

Read-Write
Current

Lirlactionaclaclindes - Inteqer

2itlsctionAciPorts - Octet String
SirlactionAclClassMaptction - Integer
4:rlactionAclClassMapiarkialue - Integer
S:rlactionAclPolicerIndey - Integer
erlactionaclStatus - Integer

+ fIPart24.clshM appingT able
W rlActiondclDeletePrafilel ndex
& MumOiUsedT cambces
=% SMMPv1 Traps

3 Mo Traps

= ‘;; Type Aszighments

3 Mo Type Assignments Parent node iso
=-™% Tewtual Conventions First child HactionacEntry
il RaowStatus Description This table holds the group mermbership information and the groupfports status
T Prutl ist
rlActionAclClassMapAction: & rlActionAclSt atus:
Object name rlactionach’lassMapaction OhJ:EEt S rlACtionAclStatus
Ohject 1D 1.3.6.1.4.1.171.10.94.89.69.130.1.1.3 Ohject 1D 1.3.6.1.4.1.1¥1.10.894.89.89.130.1. 1.6
Madule RADLAMN-ACTION-ACL-MIE Mol RADLAN-ACTION-ACL-MIE
Ease syntax Integer . Base syntax Integer
Composed syntax ClassMapaction
A—— Read-Wirite Cornposed syntax RowStatus
Status e ACCESS Read-Write
Walue list 1: none(1) Status CLrrent
2 setlP-Precedencei2) v alue list 1: active(1)
33 coilDER(E] 2 1 notlnService(2)
4 setQueus(d) : d
S setCos(S) 3 1 notReady(3)
B @ trustCos(s) 4 createsndGolg)
7 ¢ trustDSCPIT) 5 : createandwait(s)
8 trustTCP-LIDPport (8) 6 : destroy(6)
3 trustCosDscp(g)
barent rode HactionAcEntry Parent node HACtionACEntry
First child Narie First chid Mane
Description Action to perform on data base for ACL {addjremove)  |[Description The index of profile to perform the action




Others:

If you have set “rate limit ” on CLI, then you need to check the values in OID “riQosPolicerTable”, for example:

## CLI: ##

## SNMP: ##

create access_profile profile_id 1 ip tcp destination_ip_mask 255.255.255.255 dst_port_mask ffff
config access_profile profile_id 1 add access_id 1 ip tcp destination_ip 172.16.30.1 dst_port 42 rate_limit 64 port 1 permit

Cosnmpwalc sywese nrivate 10900090 1 361 41 171 1094 89 88 88 10
SNMDUR S eternrices 171 THO4 80 B0 R LG 1 0 = SERING |
SNMPv2-SMI: enterprises.171.10.94.89.89.88.10.1.2.2 = STRING: 2"
SNMPVZ-SMIEenterprises 171 10948080 88 101 2.3 = STRING: "o
SNMBPv2-SMEenternnses 171 1004 8989 88410 1 8 1 = INTEGER: 2
SNMPv2 SMI enterprises 171 1094898988 101 32 = INTEGER 2
SNMPvZ SMEenterbiises 1711094898988 101 33 = INIEGRER 2

SNMPYD SMUenterprises 171 1094 8989 88 10 15 1= Galiged? 64000
SNMPyZ SME enpterprises 171 1094 808088 10 159 = Galygesd 64000
SNMBv SN centerprises 1 /1. 1094 89 80 88 10 1 5.3 = Gauge3s 64000
SNMPYZ-SMI enterprises 1711094808988 10161 = INIEGER 2

SNMPvZ- SNV enterprises 171 1094 89898810162 = INTEGER.
SNMPv. SML enlerprises 171 1094 8088 88 10 1.6 5 = INTEGER:
SNMPVZ SME enplerprises 171 1094 808888101 7 1 = INTEGER
SNMPyv2 SMienterprises 171 1094 808988 10177 2 - INIEGER.
SNMPY2-SMI enterprises 1 /11094808988 10 1.7 8- INTEGER!
SNMBV SN enterprises | /1 1094808988 10 1 8 - INITEGER:
SNMDU2 Sl entorrices 171 1O OA SO B0 BE 10 1 89 = [N TECER
SNMPVZ-SMIE enlerprises 1 /11094808988 10 1.8.8 - INTEGER:

e e o @

- il osPolicerT able
- MQazPalicerEntry
& (l0osPolicerindex
& IdosPolicerMame
& (lQosPolicerType
8 (QosPalicerCir
@ 1l0ozPalicerChs
@ (l0ozPolicerdction
& (l0ozPalicerCasPointerRem'/ al
& rl0osPolicerStatus
+ i osPalicyMapT able
+ M osPolicyClassRefT able
+ il oglfPalicyT able
+ i3 ozl (ProfileCigT able
+ M osD sophd utationT able
+ Ml osD scpRemarkT able
+ i osCozlusueT able
+ M os0 scpllueusT able
+ M osT cpPorttueueT able
+ il osUdpPortJueueT able
+ il osEfk anageT able

El = R o Y o PR o Y1 N, e I

| Ohject narme

Chiject 10
Module

Baze syntax
ACCess
Status
Sequence

Parent node
First child
Description

tiQosPolicer T able:
1.3.6.1.4.1.171,10,94,589,89,82.10
RADLAMN-0OS-CLI-MIB

Sequence Of riQosPalicerEntry
Miot_Accessible

Current

L:tIQosPolicerIndes - Integer
2:riDozPolicerMame - Octet String
SitiDosPolicer Type - Integer
&:riQozPolicerCir - Gauge
S:tiQosPolicerchs - Gauge
6:rlQosPolicerAction - Integer
ZiriQosPolicerCasPointerRemyal - Integer
SrliQosPolicerstatus - Integer

is0
rinsPolicerEntry
This table specifies all the Policers in the systern Information



rlQosPolicerType: & riQosPol icerAction:

rlQosPolicerStatus:




