How to use SNMP to get OSPF Stub Area Entry
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Introduction

Simple Network Management Protocol (SNMP) is a widely used protocol for

monitoring the health and welfare of network equipment.

Topology
Area 0.0.0.1
(Stub)
Area 0.0.0.0
(Backbone)

There are two OSPF areas (0.0.0.0, 0.0.0.1) in this topology. TR1 and TR2 are Area
Border Router which generate default route carried in Type 3 Summary LSA into Stub
area 0.0.0.1. Both of them send default route with different metric value. DUT will
use best metric (smallest) of default route.



OID

ospfStubAreaEntry
Mame: ospfStubAreaEntry
Type: OBJECT-TYFE
Qi 1.361.21.14.31
Full path: iso(1).org(3).dod{BLinternaet(1).mamti2).mib-2(1).0spf(1 4).0spiStubAreaTable(3).ospfStubAreaEntry (1]
todule: OSPF-MIB
Parent: ospfStubAreaTakle
First child: ospfStubAreald
Murnerical synta:  Null
Base syntax: OspfStubdreaEntry
Composed syntax OspfStubbreaEntry
Status: current
hiax access: not-accessible
Sequences: 1: ospfstubsreald - ArealDiEd - IF address)
2 ospfatubTOS - TOSType(2 - integer (32 bif))
3 ospfstubbdetric - Bighetric(2 - integer (32 bit])
4 ogpfatubStatus - RowStatus(2 - integer (32 bif))
5 ospfStubbdeticType - INTEGER(Z - integer (32 bit))
Indexes: 1: ozpfStubdreald
2 ospfStubTOS
Feference: 0SPF Version 2, Appendixz C.2, Area Parameters
Diescription: The metric for a given Type of Service that
will be adwertiszed by a default Areas Border
Router into a stub area.
ospfStubAreald
Marme: ospfStubAreald
Type: OBJECT-TYPE
[n]ing 1.361.21.14301
Full path: iso(1).org(3).dod(B).internet1 ). mgrmt(2). mib-2(1).0spf(1 4).0spfStubAreaT able(3). ospiStubAre aEntry(1). ospfStubdreald(T)
hdodule: QOSPF-MIB
Farent: ospiStubAreaEntry
Mext sibling: ospfStubTOS
Mumerical syntax:  IP Address
Base syntax: IpAddress
Composed syntax: ArealD
Status: current
hex access: read-anly
Description: The 32 bit identifier for the Stub Area. On
creation, this can be derived from the in-
stance.



ospfStubTOS

JMame: ospfStubTOS

Type: OBJECT-TYPE

[n]ing 13612114302

Full path: iso(1).org(3).dod(B).internet1). mgrmt(2). mib-2(1).0spf(1 4).0spiStubAreaT able(3). ospiStubAre aEntry(1).0spfStub TOS(2)

hdodule: OSFFMIE

Farent: ospfStubAreaEntry

Pres sibling: ospiStubAreald

Mext sibling: ospfStubietric

Mumerncal syntex:  Integer (32 bif)

Base syntax: Integer3z

Composed syntae. TOSType

Status: current

hiax access: read-only

Description: The Type of Service associated with the
metric. On creation. this can be derived from

the instance.

ospfStubMetric

Marme: ospfStubMetric

Type: OBJECT-TYPE

[a]lng 1.361.21.1431.3

Full path: izo(1).org(3).dod(B)intermet(l ) mgmt(2).mib-2(1).0spf(1 4).0spfStubAreaTable(3). ospfStubAre aEntry(1).0spfStubMetric(3)
kodule: OSPF-MIE

Parent: ospiStubAreaEntry

Pres sibling: ospfStubTOS

Mext sibling: ospfStubStatus

Murmercal eyntec: Integer (32 bif)

Base syntax: Integer3z

Cormposed syntax: BigMetric

Status: current

hdax access: read-create

Diescription: The metric walue applied at the indicated twpe

of service. By default. this egquals the least
metric at the type of service among the inter-—
faces to other aresas.

ospfStubStatus

JMame: ospfStubStatus

Type: OBJECT-TYPE

[a]ing 13612114314

Full path: izo(1).org(3).dod(B)internet(l ). mgrmt(2).mib-2(1).0spf(1 4).0spfStubAreaTable(3). ospfStubAre aEntry(1).ospfStubStatus(4)
hodule: OSPF-MIB

Parent: ospiStubAreaEntry

Pres sibling: ospfStubietric

Mext sibling: ospfStubMetricType

Murmercal syntec:  Integer (32 bif)

Base syntax: INTEGER

Composed syntax: RowStatus

Status: current

hex access: read-create

Diescription: This wariable displays the status of the en—

try. Setting it to 'invalid' ha= the effect of
rendering it inoperative. The internal effect
(row removal) iz implementation dependent .



ospfStubMetricType

JMarme: ospfStubMetricType
Type: OBJECT-TYPE
[a][n3 136121143158
Full path: iso{1).orgi3).dod(B)intemet(T).mgmt(2).mib-2(1).0spf(14).0spiStubAreaTable(3).ospfStubAreaEntr(1).0spiStubMetricType(s)
todule: OSPF-IB

Farent: ospiStubAreaEntry
Prew sibling: ospfStubStatus
Mumerical syntax: Integer (32 bit)

Base syntax INTEGER
Composed syntex: INTEGER

Status: current

hax access: read-create

Yalue list 1: ospitetric(1)

2 comparableCost(2)
3 nonComparakble(3)
Defaultvalues: 1: ospitetric (name)

Description: This wariable displays the type of metric ad-
wvertized as a default route.

Step-by-Step

I. SNMP Command

snmpwalk -v 2¢ -c private <DUT IP>1.3.6.1.2.1.14.3

II. Result

ssrenmpwalk —v 2c —¢ private —m ALL 1922.168.1.5 1.3.6.1.2.1.14.3
OSPF-MIB:ospfStubfAreald.@.8.8.1.8 = IpAddress: B.0.8.1

OSPF-MIB: :ospfStubT0S . .. 8_.1.8 = INTEGER: A

= IMTEGER: 5§

= INTEGER: activedl>

1.8 = INTEGER: ospfMetric<ll

OSPF-MIB: :ospfStubMetric.A.8.A.1.8
OSPF-MIB: :ospfStubStatus.A.8.8.1.8
OSPF-MIB: tospfS3tubMetricType.B.0.8.

The device is using the lowest cost(=5) Default route which generate by TR1.

® OSPF Link-State database of Type-3 Summary Default Route



DUT#show ip ospf database summary 0.0.0.0

F Router with ID 0.0.17 (Prog

SUummary Wet Lin k

lo DC, Upward)

Metwork mumber

Reference

® SNMP Tools is Net-SNMP.
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