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How to enable/disable SYSLOG by NETSNMP for DES-3200-10

[CLI reference]

1. enable syslog

2.create syslog host 1 ipaddress 10.90.90.100 severity all state enable
3.delete syslog host 1

4. disable syslog

[SNMP reference]

1.Enable SYSLOG

snmpset -c private -v 2c¢ 10.90.90.33
1.3.6.1.4.1.171.12.12.1.0i 3
1.3.6.1.4.1.171.12.12.3.1.0i 2
1.3.6.1.4.1.171.12.12.3.2.0 1 65535
1.3.6.1.4.1.171.12.12.4.1.0i 1

C:“Program Files“0PEHNSTRA-NET-SHHP“usr“bin*snmpset —c private —wv 2c 18.970.9780.33
1.3.6.1.4.1. 111214218 1i 3 1.3.6.1. 4.1 1"M1.12.12. 3. 1.8 4i 2 1.3.6.1.4.1.171.12
12.3.2.8 4 65535 1.3.6.1.4. 1141 1212 4.1.8 i 1
SHHPv2-SHI : zenterprizes . 171.12.12.1 .8 = INTEGER: 3

SHMPu2-SMI: :enterprises.171.12.12.3.1.8 INTEGER: 2
SHMPu2-SMI: :enterprises.171.12.12.3.2.8 = INTEGER: 65535
SHMPu2-SMI: :enterprises.171.12.12.4.1.8 = INTEGER: 1

Captured packets
Mo.Tirm Source Destination Protocol Info

3 2 10.90.90. 33 10.90.90.100 SNMP  get-response S5YSLOG-MIB::swSysLogCtrlstate.0 SYSLOG-M:
+# Frame 2 (147 bytes on wire, 147 bytes captured)
# Ethernet II, Src: Vmware_80:24:c9 (00:0c:29:80:24:c9), Dst: D-Link_Za:ed:10 (00:26:5a:2a:e0:10)
¥ Internet Protocol, Src: 10.90.90.100 (10.90.90.100), Dst: 10.90.90.33 (10.90.90.33)
+ User Datagram Protocol, Src Port: nmsd (1239), Dst Port: snmp (161)

Simple Network Management Protocol
version: wv2c (1)
community: private
-l data: set-request (3)
-] set-request
request-id: 13144
error-status: noError {0}
error-index: 0
-l variable-bindings: 4 items
SYSLOG-MIB: :swSysLogCtristate. 0 (1.3.6.1.4.1.171.12.12.1.0): enabled (3)
SYSLOG-MIB: :swLogSaveMethod.0 (1.3.6.1.4.1.171.12.12.3.1.0): on-demand (2)
SYSLOG-MIBE: :swLogSaveTimeInterval .0 (1.3.6.1.4.1.171.12.12.3.2.0): 65535
SYSLOG-MIB: :swSysLogCtriclearLog.0 (1.3.6.1.4.1.171.12.12.4.1.0): other (1)

HEHEBRH

2. Create syslog server(10.90.90.100) for receiving the syslog
snmpset -c private -v 2c¢ 10.90.90.33
1.3.6.1.4.1.171.12.12.2.1.2.1 a 10.90.90.100
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1.3.6.1.4.1.171.12.12.2.1.3.110

1.3.6.1.4.1.171.12.12.2.1.4.11i1
1.3.6.1.4.1.171.12.12.2.1.6.11 3
1.3.6.1.4.1.171.12.12.2.1.7.11 4

C:sProgram Files“0PENETRANET-SHHMP*usrshin>snmpset —c private —v 2c 18.780.94.
11i
1.

1.3.6.1.4.1.1°71.12.12.2.1.2.1 a 18.99.98.1686 1.3.6.1.4.1.1711_12_12_2_1.
dedi 41 141242, 2.1.4.4 i1 136141 14112122 1.6.1 1 3 1.3,
M.12.12.2.1.7.1 1 4

SHMPuZ-SHMI:enterprizes . 171 .12.12_2. IpAddres=s: 10.989.78.180
SHMPuZ-SHMI:enterprizes . 171 .12.12_2. INTEGER: @
SHMPuZ-SHMI:enterprizes . 171 .12.12_2. INTEGER: 1
2.
2.

3.
6.

SHMPuZ2-SHMI: enterprizes.171.12.12. INTEGER: 3
SHMPuZ2-SHMI: enterprizes.171.12.12. INTEGER: 4

Mo Tim Source Destination Protocol Info
e — — e
" 2 1N N an 22 R T T Ty CRIKAT ot e ac oone o CWEL M MTD s s cualirc ]l mmCarirne TRAAArAces 1 Cwel mes MTD = oo
+# Frame 5 (185 bytes on wire, 185 bytes captured)
+ Ethernet II, 5rc: Vmware_80:24:c9 (00:0c:29:80:24:c9), Dst: D-Link_2a:e0:10 (00:26:5a:2a:20:10)
+ Internet Protocol, src: 10.90.90.100 (10.90.90.100), Dst: 10.90.90.33 (10.90.90.33)
# User Datagram Protocol, Src Port: bbn-mmx (1348), Dst Port: snmp (161)

Simple Network Management Protocol
version: v2c (1)
community: private
- data: set-request (3)
- set-request
request-id: 1044
error-status: noerror (0)
error-index: 0
- variable-bindings: 5 items
# SYSLOG-MIB::swSysLogServerIPaddress.1 (1.3.6.1.4.1.171.12.12.2.1.2.1): 10.90.90.100 (10.90.90.100)

# SYSLOG-MIB::swSysLogServerFacility.l (1.3.6.1.4.1.171.12.12.2.1.3.1): Tocal0 (0)

# SYSLOG-MIB::swSysLogServerSeverity.1l (1.3.6.1.4.1.171.12.12.2.1.4.1): all (1)

# SYSLOG-MIB::swSysLogServerState.l (1.3.6.1.4.1.171.12.12.2.1.6.1): enabled (3)

# SYSLOG-MIB::swSysLogServerRowStatus.1l (1.3.6.1.4.1.171.12.12.2.1.7.1): createandco (4)

3.Delete previous created Syslog sexver entry.

snmpset -c private -v 2c 10.90.90.33 1.3.6.1.4.1.171.12.12.2.1.7.1i 6

C:sProgram Files“0PEMETRASMET-SHHMP*usrshin*snmpszet —c private —v 2c 18.98.968.33
1.3.6.1.4. 1. 171 1212 2.1.7.1 i 6

SHMPu2-SMI::enterprises.171.12.12.2.1.7.1 = INTEGER: 6
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Mo Tim Source Destination Protocol Info

SNMP set-request S5YS5LOG-MIB: :swSysLogSserverRowstatus.

Frame 1 (94 bytes on wire, 94 bytes captured)
Ethernet II, Src: Vmware_B80:24:c9 (00:0c:29:80:24:c9), Dst: D-Link_2a:e0:10 (00:26:5a:2a:e0:10)
Internet Protocol, Src: 10.90.90.100 (10.90.90.100), Dst: 10.90.90.323 (10.90.90.323)
User Datagram Protocol, Src Port: sbook (1349), Dst Port: snmp (161)
Simple Network Management Protocol
version: v2c (1)
community: private
E data: set-request (3)
E set-request
request-id: 1023
error-status: noError {0}
error-index: 0
E wvariable-bindings: 1 item
H 5Y5LOG-MIB::swsysLogServerRowstatus.1 (1.3.6.1.4.1.171.12.12.2.1.7.1): destroy (&)

O0BHEBHBE

4.Disable SYSLOG
snmpset -c private -v 2c¢ 10.90.90.33
1.3.6.1.4.1.171.12.12.1.0i 2

C:s»Program Files“0PENATRAMET-SHHMP*usrshinX*snmpset —c private —v 2c 18.98.98.33
1.3.6.1.4.1.171.12.12.1.8 i 2

SHMPu2-SMI::enterpriszes.171.12.12.1.8 = INTEGER: 2

Captured packets
Mo Jime Source Destination Protocol Info
set-request SYSLOG-MIB::swSysLogCtriState. 0
2 2 10.90.90.33 10.90.90.100 SNMP get-response SYSLOG-MIB: :swSysLogCtrlstate. 0

Frame 1 (BB bytes on wire, 88 bytes captured)
Ethernet II, Src: Vmware_B80:24:c9 (00:0c:29:80:24:c9), Dst: D-Link_Za:e0:10 (00:26:5a:2a:e0:10)
Internet Protocol, src: 10.90.90.100 (10.90.90.100), Dst: 10.90.90.33 {10.90.90.33)
User Datagram Protocol, Src Port: atex_elmd (1385), Dst Port: snmp (161)
Simple Network Management Protocol
version: v2c (1)
community: private
E data: set-request (3)
E set-request
request-id: 4028
error-status: noError (0)
error-index: 0
= variable-bindings: 1 item
[ SYSLOG-MIB::swSysLogCtrlstate.0 (1.3.6.1.4.1.171.12.12.1.0): disabled (2)

O0FEHEHMH

Relative OIDs
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Module: [SYSLOG-MIB

Marne:
Type:
[)(nR

Full path:
ModLle:

Farent:
et sibling:

Murnerical syntax:
Baze syntax:

Status:

Max access:
value list;

Cescription:

Type;
[mIIng

Full path:
Module:

Parent:

Ijmpused sytas:

swSysLogCtriState

QBIECT-TYPE

136141.171.12.12.1

iso(1).0rg(3).dodie)internet{ 1) private(4).enterprises( 1), dink {17 1), dink-common-rmarmt{ 12 ). swSysLogMIB{ 12 ), swSysLogCtriState(1)
SYSLOG-MIB

swSysLogMIB
swSysLogServerTable

Inteqger (32 hit)
IMTEGER
IMTEGER
current
read-write

1: other(1)

2 disabled(2)
3 enabled(3)

This object can be emabled or disabled functionality of Svstem Log
during runtime of the svstem.

OBJECT-TYPE

1.3.61.4.1.171.12,12.3.1

isof1).org(3).dod{G).internet(1). private (4 ). enterprises (1 ). dlink (171 ). dink-cormmon-rngrnt {12 ), swSysLogMIB( 12). swLogSaveCtrl (3) . swLogSaverethod(1)
SYSLOG-MIB

swlogSaveCtrl

Murnerical syntas:

meln

Integer (32 kit)

Base syntax: INTEGER
Composed syntax: INTEGER
Status: current
Max access: read-wite
wale list: 1: time-interval(1)
2 on-dermand(2)
3 log-trigger(3)
Description: Uzed to show and configure the method to save log.
when zet time-interval(1),%ave log to flash every swlozSaveTimelnterval
minutes. (if no log haprened in this period, don’t save)
when zet on-demand(2), sawve loz to flash whenever user twpe “save log’
or “save all’.
when =et log-trigzer(3), save log to flash whenever loz arrives.
Module: |SYSLOG-MIE ﬂ
Marne: swlogSaveTimelnteryal
Type: CBIECT-TYFE
oI 13261.41.171.12.12.2.2
Full path: isof1).org(3).dod(6)internet (1), private(d ) .enterprises (1), dink {17 1).dink-cornmon-rmgmt {12 ), swSysLogMIB {12 ). swlLogSaveCtrl (3 ), swLogSave TimeInterval (2]
Module: SYSLOG-MIEB
Parent: swlogSaveltrl
Pres sibling: swlLogSaveMethod

Murnerical syntax:
Base syntax:
Composed synitax
Status:

Max access:

Size list:

Desctiption:

Integer (32 hit)
INTEGER
INTEGER
current
read-write
1:1..85535

The time(minutes) interval to save log to flash.
It can only be set when wou have selected the time-interval(1) in
swlogSaveMethod.
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I\Iame: swSysLogCtriClearLog
Type: OBIECT-TYPE
[W)InH 1361.41.171.12.12.4.1
Full path: iso{1).orgia ). dodig Linternet{1). private(4 ).enterprises (1), dink (17 1), dink-common-mgrt{ 12), swSysLoghMIB (12 ), swSysLogCtrl(4 ), swSysLogtriClearLogi1)
I laNI=H SYSLOG-MIB
Parent: sy SysLogCtrl

Murnerical syritas: Inteqger (32 hit)

Base syntax: IMNTEGER
Cormnposed syntax: INTEGER
Status: current
My access: read-write
W alue list: 1: other(1)
2: start(2)
Description: Clear the switch history log.
Narme: swSysLogServer Table
Type: OBJECT-TYPE
Unl(ny 1.3.6.14.1.171.12.12.2
FLll path: isc:(1).Drg(S).dcu:J(6).internet(1).pri\tate(4).enterprises(1).dlink(1?1).dlink—commnn—mgmt(12).stys:_DgMIEI(12).stysLDgServerTable(zj
Module: S SLOG-MIB
Farent: swSysLogMIB
First: childl: swSysLogServerEntry
Pres sibling: sy SysLogitriState
et sibling: swlLogSaveCtrl
Murnerical syntasx: Sequence
Base syntax: SEQUEMCE OF SwiysLogServerEntry
Cormposed syntax: SEQIUENCE OF SwSysLogServerEntry
Status: CLrrent
Max access: not-accessible
Sequences: 1: swSysLogServerindes - INTEGER(Z - int, int32)
20 swSysLogServerlPAddress - Ipaddress(64 - ipaddr)
3 swSysLogServerFaciity - INTEGER(Z - int, int32)
4 swSysLogServerseverity - INTEGER(Z - int, int32)
5 swSysLogServerl DPPort - INTEGER(Z - int, int32)
6: swSysLogServerstate - INTEGER(Z - int, int32)
71 awSysLogServerRowStatus - RowStatus(2 - int, int32)
Object name swiysLlogherverFacility
Object ID l.3.6.1.4.1.171.12.12.2.1.3
wpzLoghIB Module STLLOG-MIE
swSpsLogChlState
swSyslogServerT able Baze syntax Integer
&P swSyzlogServeEntry Composed syntax INTEGER
----- 8 =wSyzlogServerndex Access Read-Create
-----  =wSezlogServer PAddress SEEiHE : LUEEERE
_____ o 2 Ay Value list 1 : local0(0)
" 2 : locallil)
----- 8 =wSyzlogServerSeverty 3 : localz(2)
----- & =wSyzlogServerlDPPort 4 : local3(3)
----- @ =wSezlogServerState 5 : locald(d)
----- ' =wSezlogServerBowStatuz 6 : local5(5]
swlogSavelhl 7 : local6i(6)
' zwlogSavekethod & : local?(7)

8 zwlogSaveTimelnterval
S psLogChl Parent node swidyslogServerEntry

' zwSyzlogChiClearlog First child None
aps Description ay2log Mezsage Facilities
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w5zl oghd|B

¥ awSuslogChlState

T swSyzLogServerT able

1-&3p swhpsLogServerEntry

----- & awSuzlogServerindex

----- & awSuzlogServer PAddress
----- & awSpzlogserverF acility

a5 pelogs erverS everity
----- o awSuzlogServerlDPPaort
----- 8 swSpzlogServerState
----- 8 awSpzlogserverBowStatuz
b =wlogsavelll

----- & zwlooSavetdethod

Logkd B

15yzLogCtdState
15uslogServerT able

¥ zwSyslogServerEntry

-l awSpzlogServerndes
- awSpzlogServerl PAddres
-4 swSyslogServerFacility
-4 swSyslogServerSeverity
- swSpslogServerl DPPort
o ogServerShate
-4 awSysLogServerRomwStatu
iLogSaveChl

" zwlogsaverdethod

1zLoghIB

S ysLogChrlState

Syl ogServerT able

$ =wSysLogServerEntm

----- o swSysLogServerlndeax
----- 4 =wSysl ogServerPAddress
----- 4 swSysLogServerF acility
----- 4 swSysl ogServerS everity
----- o =wSpsLogServerl DPPort
----- o swSysLogServerState

----- Ll S ysl atLl
wwLogSaveCl
F awlLogSavetdethod

B zwlogSaveTimelnter:al
awSysLogChl

F azwSyzLogChlClearlog

End of document.



