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How to create Packet Content Filtering-ACL by NETSNMP for DES-3200-18

Example (To block ICMP traffic on port 10)

DES-3200-18:4#show access_profile
command: show access_profile

Access Profile Table

Type: Packet Content Frame Filter

. Option
offsetl : Byte 0 of L2 value: OxFFFF

Total Profile Entries:

Total Used Rule Entries: 1

Total Unused Rule Entries: 511

Create ACL rule

1. Create an Access profile.

(Equal to the command:

create access_profile packet_content_mask offsetl 14 0 OXFFFF profile_id 1)
snmpset -c private -v 2c¢ 10.90.90.90

1.3.6.1.4.1.171.12.9.2.10.2.1.4.1.1i0

1.3.6.1.4.1.171.12.9.2.10.2.1.5.1.1 x FFFF

1.3.6.1.4.1.171.12.9.2.10.2.1.6.1.1i 4

2. Add an Access Rule. (It's equal to the command of "config access_profile profile_id 1 add access_id 1

packet_content offsetl 0x800 port 10 deny")

snmpset -c private -v 2c¢ 10.90.90.90
1.3.6.1.4.1.171.12.9.3.10.2.1.4.1.1.1 x 0800
1.3.6.1.4.1.171.12.9.3.10.2.1.5.1.1.1i 4
1.3.6.1.4.1.171.12.9.3.10.2.1.6.1.1.1 x 0000

3. Assign the Access Rule we created in STEP2 to port 10. . (It's equal to the command of "config access_profile
profile_id 1 add access_id 1 packet_content offsetl 0x800 port 10 deny")

snmpset -c private -v 2c¢ 10.90.90.90

1.3.6.1.4.1.171.12.9.3.10.1.1.12.1.11i1

1.3.6.1.4.1.171.12.9.3.10.1.1.13.1.1 x 0040000000000000 1.3.6.1.4.1.171.12.9.3.10.1.1.21.1.1i 4



Author: How to create Packet Content Filtering-ACL by NETSNMP for DES-3200-18
Summer Chang

2010/02/03

#Note: Below is the way to calculate the port value in SNMPSet

Hex value Binary value Physical port on DES-3200-18
80.00.00.00.00.00.00.00 10000000.00000000.00000000 1

40.00.00.00.00.00.00.00 01000000.00000000.00000000 2

00.40.00.00.00.00.00.00 00000000.01000000.00000000 10

Delete ACL entry command
(config access_profile profile_id 1 delete access_id 1)

#snmpset -c private -v 2c 10.90.90.90 1.3.6.1.4.1.171.12.9.3.10.1.1.21.1.1i 6

Delete Access_profile command
(delete access_profile profile_id 1)

#snmpset -c private -v 2c 10.90.90.90 1.3.6.1.4.1.171.12.9.2.10.2.1.6.1.1i 6

Relative OIDs
1 swACLPKIConttaskOption20ffsetsT able ;l Object name swACLPEtContMaskOption20ffsetsValue
Eﬁ swhCLPktConth azkD ption 20 fsetsEnty Object ID 1.3.6.1.4.1.171.12.9.2.10.2.1.4
& awACLPkIConttazkOption20 feetzProfilel D Module ACLMGNT-MIE
@ =awACLPkContt azkO ption20ffzetsMum
W =2wACLPkIContt azkOption20 feetzR eference Base syntax Integer
F- 8 =\ CLPKConth ask0 ption 20 fsets\ alue: Composed syntax INTEGER
wod@ swACLPKtCantMaskOption20 fsstsh ask feeEss EiR G- CazeiEs
L@ swACLPRMContMaskDption20ffsetsRowStatus | [J[EERES RECESE
wbcIFiuleMamt Value list 1l : 0..31

3 swACLE therRuleT able

Parent node swACLPktContMaskOption20ffsetsEntry

g swhCLIpRuleT abls First child None
j st CLPkiContFiuleT able Description Specifies the amount of bytes from the reference to the packet content field
3 swtCLIpvERuleT able
A CLPRIContk ask O ption20ffsets T able ;I Object name swACLPECContMaskOptionZ0ffsetsMask
_ﬁ s CLPEIConth azk 0 ptionZ20 feetzE Aty Object ID 1.3.6.1.4.1.171.12.9.2.10.2.1.&
el s CLPEMContt azk 0 plion20 fsetzPrafilel D Module ACLMGMT-MIE

4 s CLPEIConth azk 0 ption20ffsetsMum

W swsCLPEIContM ask 0 ption20 ffsetsF eference Base syntax Octet 3tring

& swhCLPKIContM askDption20fsetsy alue Lomposed syntax  OCTET STRING

L= s CLPREConth azk 0 phion20 etz ask Access Bead-Create
qf swACLPKIContMaskDption20ffsetsRowStatys |J|2E254S Current

Value list 3 &a0d

lekd gt
:t:-:t;E:H_FlehIahle Parent node swACLPEtContMaskOptionZ0ffsetsEntry
--phiuiel Akl First child Hone
-LPkiContRuleT able Description Specifies the mask for the packet content £ield
“LipvERuleT able
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I-E3 swaACLPRIContM ask0 ption20ffsetsT able ;l Object name swACLPRtContMaskOptionZ0ffsetsRowstatus
B- ﬁ st CLPRHC anthd azk 0 phion20ffzetsE nty Ohject ID 1.3.6.1.4.1.171.12.9.2.10.2.1.6
amd CLPkConthd agk 0 ption 20 ff zetzProfilel D Module ACLMGMT-MIE
A CLPEIContM azk O ption20ffsetzMum
st CLPRIC anthd azk O plion20ffzetzR eference Base syntax Integer
sub CLPKEC anth ask D ption20ffsetsy alue Composed syntax Rowitatus
sACLPKConth askDptiar20ffsetsack HEOREE SEEE-LEEATE
\CLPKIConth ask D ption20F e |J|5tatus furrent
whclFuleMant Value list 1l : actiwe(l)
= swCLEtherFiuleT able 2 EEE;EEE;’;JCE (2)
] swACLIpRuleT able a4 e e e AT
5] swhCLPkContRuleT able 5 : createAndWait(5)
] swACLIpvER UleT able 6 : destroy(s)
#| swIBPACLE therRuleT able =
j swlBPACLIpRuleT able Parent node swACLPEtContMaskOption20fEsetsEntry
& swACLPkContRule0ptionT able Firat child None
g = ounterT able escription iz object indicates the status o is entry.
v CLCounterT abl i ipti Thi b7 indi th £ thi
1 Ao mm -
=] swhACLPkiContRuleOption20ffsetsT able |llibject name swACLPktContPulelption20ffsetslata
=8 ﬁl ot CLPEContRule0 ption20 faatsE ntry Object ID 1.3.6.1.4.1.171.12.9.3.10.2.1.4
i awaCLPEContRule0 plion20ffzetsProfilel D Module ACLHMGMT-MIE
i awaACLPEContRule0 plion20ffzetsbooesslD
W awACLPRIContRule0ption20 fisetsMum Base syntax Octet 3tring
\CLPkContR ulel pion20 fsetsD Lempoged smies LOWLT SUEINL
4@ swACLPKiContRuleDption20fsetsRowStatus  J|ASEESS Read-Create
A swACLPKCortRule0 ption20ffsetsMask frti‘tusl_ Eufrgmz
awCpudclbd azhkbdgmt aius list T
" SWEDHECEhTén:tTabE Parent node swACLPEtContEulelption=0ffzetsEntry
Eﬁ' swCpudclEthernetEntmy . First child None
& swlpubclEthemetProfilelD Description The data of the packet content field.
Ll T ro RIF HharnaH leaulam
EHEE swACLPRICantRuleOption20ffsetsT able A |llobiect neme ayaCLPEtContRuledption2Efse tsRowsStatus
E.ﬁ s CLPkContRuleD pion20 flzetsEntry Object ID 1.3.6.1.4.1.171.12.9.3.10.2.1.5
& awACLPEIContR uleD ption20FfsetzPrafilel D HModule ACLMGMT-MIE
@ awACLPRIContR ule0 ptionZ0ffretzticcess D
& swACLPEIContR ule0ption20fsetzMum Ease syntax Integer
i smELPktcuntHuleuptinnzuffsetsnata Compozed syntax Rowitatus
CLPtContR ule0 ption2Offs e jjiceess
- swAcLPku:nntHuleupmnzuffsetsMask SLAtus HEka o
swCpubcMaskigmt Walue list 1l : actiwvell)
- Z 0 £Inf i 2
awCpubclEthernet T able - EEERE&Z;T;TEI: :I
B- ﬁ swCpubiclE thernetE ntry 4 o
------ i awCpubclEthermetProfilel D 5 : createindWait(5)
& swCpudclEthemetldsevlan & : destrovi(e)
@ awCpubclEthemettd acdddibd azkState
W swlputeclk themetSreMacaddiask Parent node swACLPEtContRuledptionZ0ffaetaEntry
A swCpudclEthemetD st actddrbd ask First child None
i swCpubclEthermetllzeB021p Dezscription Thizs object indicates the status of this entry.
EI" FwACLPkIContRule0 ption20ffsets T able ~|flobiect name swACLPEtContPuleldptionZ0ffsetsMask
&9 swACLPkICantRule0ption20fzetsE nty Object ID 1.3.6.1.4,1.171.12.9.3.10.2.1.6
-4 awACLPRIContRule0ption20ffzetsProfilel D Module ACLMGHT-MIE
A4 awACLPkIContRule0ption20ffzetsboccess|D
A swACLPRHC ontRule0ption20 feetsMum Hase symtax Octet String
- swACLPKIContRuleOption20 fsetsData Compasedl SpminEs o QCNZL S
@ swACLPKtContRule0ption20fsetsFiowStatus  [|[AE5233 BiEEE-LHRRiEe
: PhICanitRle0ptia dtatus Current
swCpubciMaskMant Value list i 8 Zoof
-j swCpubclEthemetTable Parent node swACLPEtContRPulelption20ffsetsEntry
= @ swCpubclEthemetE ntry ] First child None
4 swCputclEthemetPrafilelD Description Specifies the per rule mask of the frame content of each packet content offset field.

& swCpudclEthemetUsevlan
& swlCpudclEthemettd acAddit azkState
gl swCpubclEthemetSrch achdditask

The walue of this object when not in use is the corresponding mask in the profile mask.
Once the walue of this object iz wmodified, the per rule mask will take effect.
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El+3), swACLPkContRule0ption2 _a|flobiect name swACLPRtContRulelptionzPernit
E-EE swaCLPkIContRuleOption2T able Object ID 1.3.6.1.4.1.171.12.9.3.10.1.1.12
E@ A CLPEIContR ule0ption2E ntry Module ACLMGHMT-MIE
----- W awdCLPkContRule0ption2Profilel D
----- W swaCLPkContRuleOption2accessID Base syntax Integer
----- W swACLPKIContRule0ption25rch ac Composed syntax INTEGER
----- 4 swACLPKIContR ule0ption2D sthd ac: hocess Read-Create
----- W swACLPkiContFuleOption2CT ag HesEns Current
Walue list 1 : deny(l)

----- 4 swACLPRContRuleDption25 T ag

----- W awACLPRIContR uleD ptionZE nablePriority
----- W awACLPRIContR ule0 ption2Priority

""" W swiCLPkIContRuleOption2ReplacePriority Parent node awACLPEtContRul elptionZEntry

----- W swACLPktContRule0ptionZE nableR eplacelis First child None

swACLPKtContRule Dezscription This object indicates if the result of the packet examination is 'permit' or 'deny'.
The default is 'permit'.

permit - Specifies that packets that match the access profile are

permitted to be forwarded by the switch.

swACLPkIContRule0ption2EnableR eplaceT o: deny - 3pecifies that packets that match the access profile

b CLPkIContRule0ption2RenT ozPreceden: are not permitted to be forwarded by the switch and will bhe filtered.

..... & swACLPKContRule0 plion2yI D mirror - Specifies that the packets that match the access profile are copied to

----- & swhCLPKContRuleOption2RowStatus the mirror port.

swACLPKIContFuleD pion2M askSrehac Note: The ACL mirror function will function after mirror is enabled

swhCLPKtCantRulel ptionizh askDsthac el @ TEEERE PR MO HEE CENEIGIREE,

A CLPktContRuleD ption2h askCT ag
----- W swACLPktContRule0ption2M ask5Tag

2 @ permit(Z)
3 ¢ mirror(3)

=45 swhCLPktContRulelption2 |Mlovsect nane swACLPirtContRul eOption2Port
=-EE swACLPkiContRuleDption2T able fbject ID 1.3.6.1.4.1.171.12.9.53.10.1.1.13
&P swtCLPKtContR uleOption2E niry Module ACLMGMT-MIE
----- 4 swACLPRtContRulel ption2Profilel D
----- & swACLPkIContRule0 ption2bccess|D Base syntax Octet String
----- 4 swACLPRtContRuleD plion25rct ac Composed syntax PortList
----- B swtCLPkContPule0 plion20 st ac Aocess Read-Create
----- & swACLPKIContRule0ption2CT ag iz&:slist Eufrgntlz?
----- 4 2wACLPkiContRule0 plion25T ag = e
..... w SMCLPHEDNHUEDpt!oanha?ler”w Farent node swACLPEtContRulelption2Entry
----- o awACLPkContRule0 plionZ2Priority First child None
e SMCLPHEDNHUEDpt!°n2H8placepr'°"t5' Description dpecifies that the access rule will only apply to port(s).
---- @ swaCLPkContRuleOptionzEnablefieplaceDs This object and swiCLPktContPulelptionz¥ID can not be set together.
----- B swACLPktContRulel ption2Replscp
----- A oA CLPRIContRuleD plion2Permit
----- L LPEtContRule0p it
----- o awACLPRContRule0 plion20wner
----- A A CLPRIContRuled pionZEnableReplaceTo
----- 4 zwaCLPRContRulel ption2R epT osPrecedenc
----- 4B swACLPRtContRulel ption210
----- o oA CLPRIContRuleD plion2F owStatus
----- 4 awaCLPkiContRule0 plion2 ask Srchac
----- 4 swACLPRtContRulel ption2M ask DstMac
----- o oA CLPRIContRule0 pion2i askCTag
----- 4 awA L PkiContRuleD ption2M askSTag

=B swACLPKICantRule0 ption2T able ;I Ohject name swACLPktContRul e0ptionZRowstatus

Elﬁ s CLPEIContR ule0 ption2E niry Object ID 1.3.6.1.4,1.171.12.9.3.10.1.1.21

----- & awACLPkContRuleDption2Profilel D Module ACLMGHMT-MIE

----- 8 awACLPRContRule0ption28coess D

----- 8 awACLPRContRule0ption2S ek ac Base syntax Integer

----- & swACLPRContR ule0ption2D st ac Composed symtax RowStatus

----- & s CLPRH ontPule0ption2CT ag hcocess Read-Create

----- & swACLPKIContR ule0ption25 T ag JEEEES LUEEmE

----- & swiCLPKIContRuleOption2E nableFriority bz sz : a“;";‘”_ .

----- & swACLPKIContRuleDptionZFricrity EEER;E;‘;;TE‘ ’

----- & awACLPkHContR ule0ption2F eplacePriarity e e

----- & owACLPkIContRule0ption2E nableR eplacelia createindiait(s)

----- & awACLPkContRule0ption2RepDecp destEoy (6]

----- & oA CLPkContRule0ption2Permit

----- & swACLPRIContR ule0ption2Paort Parent node swACLPktContRulelptionZEntey

----- & 2wACLPRContRule0ption20wner First child None

----- & awACLPkContRule0ption2E nableReplaceT o: Dezcription Thiz object indicates the status of this entry.
----- & awACLPkIContRule0ption2A epT osPrecedenc—
----- 8 2wACLPRContRule0ption2W10D

f= T T S

s CLPkHContR ule0ptio b
----- & awACLPkIContRuleOption2m azkSrch ac
----- i owACLPEIContR ule0ption2t askDethd ac
----- @ owACLPEIContR ule0ption2tazkCT ag
----- i owACLPEIContR ule0ption2tazkST ag
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End of document.



