How to use NETSNMP

Configure & Monitor Safeguard_Engine in DGS-3100 sees

The OIDsfor configuring “Safeguard_Engine” are defined in
“DLINK-3100-SAFE-GUARD-MIB” ( rISafeGuard.mib ).

# riISafeGuard
Module: | DLINK:3100-3 4 FE-GTARD-MID =]
Hame: rlafeCtuard
Twpe: MODULE-IDENTITY
I 1361411711094 89 82131
Fuoll path: 10 {13 org(3) dod (63 intemet(] ) private(4) enterprisesl] ) dlink(171) dhink-product
todule DLINE-2100-3AFE-GUARD-MIB
Parent md
First child rliafeCuard Enabled
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Tl 11, 208t 18:00 GMT (20071118002

Drganization Dlink, Inc.
Contact www .d11ink .com
Fevidon 1:
Date: Movember 18, 2007 at 00:00 GMT (2007111800002
Dezription: Initial revision.
Deseription Bafe Guard MIBs
# rISafeGuardEnabled
Module:: |DLINK-3100-SAFE-GIIARD-MIE =i
Mg dlSafeCuard Enabled
Tope: CBJECT-TYPE
oID 1261411711094 8080131.1
Full path: is0 {1 0rg(3) dod (B intemet(] ). private (4) enterprisesl ) dlink(1 71} dlink-product
kodule DLINE-3100-2AFE-GUARD-MIE
Parent IS afeliuand
et sibling: rlEafeCiuand Batus
Homerical syt Integer (32 bit)
Eaze smta INTEGEE
k TruthValue
curreit
banc access: read-write
Detanlt walves: 1: false fname)

Deseriphion

The zcalar enablesfdisables Safesuard engine.



# rISafeGuardStatus

Hame:
Torpe!
[WINBE
Full path:
hModule:

Parerit
Préy sibling:
Ment sibling:

Hlnmerical syntas:
Base syt

Shatuz
bz acess:
Value hat:

Clescriptiog

Module: [DLIE 211

Composed st

(S FESGTT AR DcMIE \_]
diiafeCtuand Stams

OBJECT-TYEPE

138.141.171.10048980131.2

o0 1) org (3 dod () internet(] ) privatedd) enterprizs{] ) dlink {1 71).d ink-product
DLINE-3100-3 AFE-GUARD-MIE

rlEafenand
rlSafeinard Enabled
rl3afeCnand CpulTtlizationT pper

Integer (32 bit)
INTEGER
INTEGER
current
read-only
1:adle)

2 attack(l)

Returnz the Safetuard status.

# rISafeGuardCpuUtilizationUpper

Wame:
Torpe!
oI
Full path:
bodule:

Parent
Préy sibling:
Ment sibling:

Hlnmerical syntas:
Base syt

Satus

Mo access:
Size list:
Defanlt values:

Clescriptiog

Module: |

Composed st

=S A FESG TR TEMIE =

rls.éfeGuaideﬁUﬁh-z.aﬁoﬁUpper

OBJECT-TYFE

1261411711004 8080131 3

isn (1) org(3) dod (B) internet(]) private(d) enterprises{1) dlink{1 71} dlink-product
DLINK-3100-3AFE-GUARD-MIB

rl¥afeCinand
rlSafeinand Status
rl3afeCinard Cpulltilizationl.ower

Integer (32 bit)
INTEGER
INTEGER
current
read-write
1:1.100

1:70 {int)

The zcalar defines CFU utilization percentage threshold for dete

# rISafeGuardCpuUtilizationLower

Descriphion

Todule: | LR 00 A FE-GTIAR D -MIE _]
Marme: .i’].Séfetj-Uﬂ;rdeuUﬁ]jzaﬁﬁﬁLm-uer
Type: OBIECT-TYEE
CID 1361411711054 5989.121.4
Full path: isn (1) .org(3) dod (@) intermet{]) private(4) entexprises(l) dlink(l 71} dlink-product
Module DLINE-2100-2AFE-GUARD-HIB
Parent tlafeGnarnd
Prey sibling: Bafeuad Cpulltilizationpper
et sibling: rl¥afeCnard BroadcastRateTpper
M mmerical symta Integer (32 bif)
Baze symtan INTEGER
Composed symtax: INTEGEER
e current
bl ancess: read -writs
Gize list: 1:1.100
Default walues: 1:20 (int)

The scalar defines CPU utilization percentage threshold for dete



Stepl. Enable Safeguard_Engine.

# snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.10.94.89.89.131.1.0i 1

SNMPuZ2-8MI: tenterprises.171.18.94.89.89.131.1.8 = INTEGER: 1

= “1" for “Enable”
= “2" for “Disable”

Step2. Configure Rising Threshold from 70% to 80%.

# snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.10.94.89.89.131.3.0i 80

DE5—-3 # show

HMPv2-5MI: enterprises.171.18.94.87.87.131.3.8 = INTEGER: 88

#

safe Guard : Enahle



Step3. Configure Falling Threshold from 20% to30%.

# snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.10.94.89.89.131.4.0i 30

INDOWSksystem 3 2%md exe

R
IC:~>znmpset —v2c —c¢ private 10.90.98.90 1.3.6.1.4.1.171.168.94.89_.89.131.4.8 i 38

SMMPu2-SMI: tenterprises.171.10.94.89.89.131.4.8 = INITEGER: 38

Step4. Monitor Safeguard_Engine status.

# snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.10.94.89.89.131.2

G

=
=

sresnmpualk —uZc —¢ private 10.98.90.998 1.3.6.1.4.1.1°1.18.94_892 8% _131.2
SHHPu2—SHMI: tenterprises.171.10.94.89.89.131.2.8 = INTEGER: @

“0” for “idle” which means no attack.
“1” for “Attack”




Step5. Disable Safeguard_Engine.

# snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.10.94.89.89.131.1.01i 2

HA -
NP

tz2snmpset —v2c —c¢ private 160.968.96.96 1. -4.1.171.16.94.89.89.131.1.8 i 2

. I
ISMMPv2-SMI: enterprises.171.180.94.89.89.131.1.8 =|INTEGER: 2




