How to configure Port Security via NET-SNMP ( DGE-3200 Series)

Example
CLI command

DGS-3200-10:4# config port_security ports 6 admin_state enable max_learning_addr 10

lock_address_mode Permanent
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SNMP command

#snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.11.101.1.2.7.1.1.2.6 i 10
1.36.1.4.1.171.11.101.1.2.7.1.1.3.6121.3.6.1.4.1.171.11.101.1.2.7.1.1.46 i 2
1.3.6.1.4.1.171.11.101.1.2.7.1.1.561i 2

Clear port security entry

#snmpset -c private -v 2c 10.90.90.90 1.3.6.1.4.1.171.11.101.1.2.7.1.1.5.6 i 2

Enable port_security trap_log
#snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.11.101.1.2.7.3.0i 2

Show port security table
#snmpwalk -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.11.101.1.2.7.1



Related OID

swLZPortSecurityContralE ntry

& swLZPortSecurityPortlndex

fo o swl2PortS ecuritybd axlemdddr
: & sl ZPortSecurityMode

F swl2PotSecuritpddmState
& swl2PortSecuritpEntyClearCl
a awl 2PartSecuritD elChl

A swLZPortSecuntyD ellanM ame
A swLZPortSecuntyDelPort

A swlZPortSecuntyD el actddiess
Lol awlZPortSecurityD el otivit

& swlZPortSecurityTrapLogState

a swl2DhepRelaytgmt

-4 swL2DhcpRelayState

- i 2wl 2DhepR elayHopCaunt

- i 2wl 2DhepR elayTimeT hreshald

- 2wl 2DhepR elay0ption825tate

- 4 swlLZDhcpRelay0ption82Check
-4 swlLZDhcpR elay0ption82FPolicy

= swL20hcpRelayChlT able

Ty
swL2PantSecurityPortindex
F swl2PortSecuritphM axLemdddr
F sl 2PortSecuritpMades
F swlZPortSecuntpidmSiate
W swlLZPortSecuntyEntiyClearCll
swLZPortSecunityD elChl
& swlZPoritSecuntyD eldlant ame
& awlZPortSecurityD elPort
fo o swl2PortS ecurityD elM achddress
: & awl2PortSecurityD eldclivit
4 swl2PortSecurityTrapLogState

swlL2PortSecurityControl T able
- swL2PortSecurityControlE niry

o swl2PortSecurityM axLembddr
F swl2PortSecuntytode

F swlZPortSecuntyidmSate
Lo swl2PotSecuntyE ntipClearClil
= B swL2PortSecuritD elChl

& swl2PortSecurityD eflanh ame:
& swl2PortSecurityD elPort

& swl2PortSecunityD eMaciddress
o sl 2PortSecurityD elbctivity

- 4 sl 2PortSecurityT raplogState

B swLZPortSecuityContiolT able
El-&P swL2PortSecuityContiolEntry
-l swl2PortSecurityPortindex

o swlL2PoitSecuityMode

A swlZPoiSecuitpsdmState
o awLZPotSecurnityE ntrwClearCrl
sl 2PonS ecurityDelCtl

& awLZPoitSecunityDellanh ame:
& swLZPoitSecunityDelPort

W awlZPotSecuityDeMactddress
& awLZPoitSecurnityD elbctivity

A awlZ2PoitSecurnityTrapLogState

=) swlL2PoitS ecurityContiolT able
B-& swl2PortSecurityContinlE niry

: W awlZPoitSecunityPortindex
A swlZPotSecurityMaxlemaddr

¥

o swl2PortS ecuritpbdmState
o swL2PontSecurityE ntpClearCtl
sl ZPontS ecurityDelCrl

-4 swLZPoitS ecuityDelylanh ame
-4 swLZPoitS ecuntyDelPort

-4 swLZPoitS ecuntyDelMactddiess
-4 swLZPoitS ecuntyD el cliviy
-4 swl2PoitSecuityTrapLogState

a swl2DhepRelapMamt

sl 2DhepRelayState

sl 2DhepRelayHopCount

sl 2DhepRelayTimeT hieshald

sl 2DhepRelayDptionB25tate

sl 2DhepRelayD plionB2Check
sl 2DhepRelayD ptionB2Palicy
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& swl 2PortS ecurityControlT sble

E] & swL2PortSecuriyControlEntry

: W sl 2PortSecurityPort ndex
W awl2PortSecurityb asl ermdddr
& sl 2PortSecurityMode

. e
: W sl 2PortSecurityEntryClearCtl
sl 2PontSecurityD elCtd
o swlZPortSecurityDellanM ame
o swlZPotSecurityDelPort
tool swL2PonSecuriyDieMacaddress
: sl ZPortSecurityDeldotivig
o awlZPortSecurityTrapLogState
a swL2DhcpRielayh gmt

o swlZDhcpRelayState

swlL2PortSecurityControl T able

&P swL2PortSecurityControlE niry

F swlZPortSecurityPortindex

o swl2PortSecurityM axLembddr
F sl 2PortSecurtyMade

F swlZPortSecuntyddmSate
-3 ity )
swlL2PortSecurityD elChl

& awlZPortSecurnityD ehlan ame:
& swl2PortSecurityD elPort

& swl2PortSecunityD elMaciddress
& swl2PortSecurityD el clivity

v sl 2PortSecurityT rapLogState

a sl 20hepR elayt gmt

4 swlZDhcpRelayState

-4 swL2DhcpRelayHopCount

EHEE swL2PartSecurityContiolT able

: &P swL2Pant5ecurityControlEntry

o swlL2PortSecurityPortindex
sl 2PontS ecurityM axlemdddr
sl ZPontS ecuityMade

sl ZPontS ecuntyddmState
sl ZPortS ecunityE ntipClearCtil

-4 swLZPoitS ecuityDellanh ame
-4 swLZPoitS ecuntyDelPort

-4 swLZPoitS ecuntyDelMactddiess
-4 swLZPoitS ecuityDelbctivity
-4 sl 2PonSecurityTrapLogState

= swL2PorSecurityControlT able

-4 swLZPorecurityControlE ntry

& swLZPortSecurityPortlndex

: & awl2PortSecurityh axlemdddr
& swl2PortSecurityMode

F swl2PortSecuritpddmState
& swl2PortSecuritpEntyClearCl
a swLZPortSecuntyD elChl
A swLZPortSecuntyDelPort
oo swlZPortSecurityD el acdddress
: & awl2PortSecurityD eldclivit

4 swl2PortSecurityTrapLogState

=) sl 2PortS ecurityControlT able
B swl2PartSecurityControlE ntry
4 swl2PortSecurituPortindex
sl 2PartSecurityh anleméddr
sl 2PortSecurityhiode
swlLZPortSecuritwidmState
swL2PortSecurityE ntre ClearChl
sl 2PortS ecurityDelCirl

4 swl 2PortSecurityDeldant ame

L

-4 swL2PortSecurityDeMactddress
-4 swl2PontSecurityDeldctivity
- sl 2PontSecurityTrapLogState




—
=) sl 2PontS ecurityControlT able
£l swl2Part5 ecurityControlEntry
Lol swl 2PontSecurityPortindex
swLZPoitS ecunityM asLemd.ddr
swLZPoitS ecuntyb ode
swLZPoitS ecuntwb.dmState
Lol swl2PoitS ecuntyE ntipClearChil
I sl 2PontS ecurityDelCl
& awlZPotS ecunityDellanh ame:
& swLZPoitSecunityDelPort

=]

e
Lol swL2PontS ecunityDelbotivity
A awlZ2PoitSecurnityTrapLogState

=) sl 2PortS ecurityControlT able

B swl2PartSecurityControlE ntry

: 4 swl2PortSecurityPortindex
sl 2PartSecurityh anleméddr
sl 2PartSecurityhode

sl 2PortSecuritpbdmState
swL2PortSecurityE ntre ClearChl
a swL2PortS ecurityDelChl

A swl2PortSecurityDellant ame
4 swl2PortSecurityDelPort

ol swL2PortSecurityDelM achddiess

=]

B 4
-4l swl2PortSecurityTrapLogState
t‘_ sl 2DhepFielayh gmt

sl 2PontS ecurityControlT able
£l swl2Part5 ecurityControlEntry

o swl2PortSecuntyPortindex
o ewl2PoitSecurityb axLemdddr
& swlL2PoitSecuityMode

o swlL2PoiltSecuitpbdmState
o swlL2PoitSecurityEntipClearCll
sl 2PoitS ecunityDelCl

-4 swLZPontS ecurityDelflanh ame
& awlZPoitSecunityDelPort

o swL2PonSecuriyDelacAddress
: A awlZPotSecurnityDelboliviy

- e
a sl 2DhepRelapMgmt
-4l swlL2DhcpRelayState
-4l swlL2DhcpRelayHopCount
- sl 2DhcpRelanTimeT hreshald




