How to set “Port Security” on DGS-3100 series vE@SNMP?

[Firmware & MIB version]

3.00.43

[MIB]

OIDs for “Port Security” are defined in “rlinterfas.mib” { RADLAN-rlInterfaces MIB}
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Thiz variable indicates whether this interface should operate in locked
or unlocked mode.

Im unlocked mode the device learns all MAC addresses from thiz port and
forwards all frames arrived at thiz port. In locked mode no new MAC
addrezzes are learned and only frames with known source MAC

addreszes are forwarded.



Modale: I;E- EDL AN -ntedaces

Wame:
Tupe:
1D

Full path:
kodule:

Parent
Prey sibling:
Mext sibling:

Mlumerical smnta:
Bz onbas
Composed st
Statns:

haor access:

Walne hat:

swlfLockLimitationtode
QOBJECT-TYFE
1301411711094 8982421.1.37

g

a0l Yorgi 3y dod e antermet(] ¥ private () enterprizes(l ) dlink (17 1) dlink-prod vots100.d ink
RADL AN-rTnterfaces

v [{Entor
sw B mgleHostViolationd dmin TrapFrequency
wwlfLockMaxtdac Addreses

Integer (32 bit)
INTEGER
INTEGER

ruoient

Tead-verite

1: dizabled (1}

2 damamide (2)

3 seenre-permanent(3)

4 smenre-delete-on-resst(d)

Dlescnphon Thiz wariable indicates what 1z the learning limitation on the locked in
Poszible values:
dizabled - learning iz =stopped. The dwnamic addresses associated with th
port are not aged out or relearned on other port as long as the port
locked.
dynamic - dynamic addresses can be learned up to the maximum dynamic add
allowsd on the port. Relearning and aging of the dvnamic addresses a
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Dlezcription

Thiz wariable defines the maximum number of dwnamic addresses that
can be azscoiated with the locked interface. It izn't relewant in
dizabled limitation mode.



[Configuration]

reset

create snmp community public read_only view Default
create snmp community private read_write view Diefau
create snmp view Default

[Example]
To configure “Port Security” Port 1 state enableck Limitation Mode to be
“permanent” and Max Learning Address to be “3” 08 $3100-48.

[Test Steps]
Step 1. Configure Max Learning Address to B&dn port 1.

C:\>snmpset -v 2c -c private 10.90.90.90 1.3.61114.1.10.94.89.89.43.13B.1i 3
SNMPv2-SMI::enterprises.171.10.94.89.89.43.1.1.38NTEGER: 3

Step 2. Configure Lock Limitation Mode to be<f manent” on port1.

C:\>snmpset -v 2c -c private 10.90.90.90 1.3.61114.1.10.94.89.89.43.13.1i 3
SNMPv2-SMI::enterprises.171.10.94.89.89.43.1.1.37INTEGER: 3

Step 3. Configure Port Security state to besble”.

C:\>snmpset -v 2c -c private 10.90.90.90 1.3.61114.1.10.94.89.89.43.1811i 1
SNMPv2-SMI::enterprises.171.10.94.89.89.43.1.1-8INTEGER: 1
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