D-link Switch: DES-3528

How to use NET-SNMP —Port Security

DES-3528 Firmware R2.60 add " PortSecurity-MIB" as new MIB files, below are the new instruction o f this

feature.

The Location of Port Security Management OID:

A PORT-SECURITY-MIB |

=1+l swPortSeckIB
= 1.’51 swPaortSecChl
@ zwPortSecTraplogState
& swPortSecSysM axlemdddr
1.’51 swPortSeclnfo

= 47 iswPortS echigmi;
= {a swPortSechd gmtByPart
- swPortSecPortT able
=g swPortSecPortEntry
& swPortSecPort ndex
W awPortSecPorthd aslemdddr
& swPortSecPortlockadditode
& owPortSecPortddmState
& swPortSecPortClearChl
= ,a swPaortSech gmtB v LAN
- swPortSecyLAMT able
-3 swParts ecLAMEntry
& owPortSecLAMID
& swPortSecLAMNMaxLerndddr
& swPortSecLANClearCtl
- +a swPortSecktd gmtByvLAN D nPart
- swPortSecyLANORPart T able
=& swPortS ecLANOnPortE nt
& swPortSecLANOnPortt asLemdddr
& swPortSecLANO P artéddChrl
- +a azwPortSeckdgmtB v Lak O nPortClearCll
B swPortSeckgmtB LANOnPortClearPort
@ owPortSechgmtB b/ LaN OnPortCleary/ 1D
i swPortSectgmtByLAN OnPortCleardction
- swPortSecEntriesT able
- zwPortSecE ntriesE ntry
B swPortSechac
@ owPortSecy|D
B swPortSecPort
B swPortSecDelCl

Dhiject narme
Dhiject 10
MociLle

Eaze syntax
Arcess
Status

Parent node
First child

swPortSechiamt
1.36.1.41.171.12.63.3
PORT-SECURITY-MIB

DOhiject Identifier
Mot_Accessible
Mardatary

swPartSechMIB
swPortSechMgrtByPort

2.2 MIB: DES-3528 MIB_R2.60 20100723 -> D-Link-Common-Mgmt -> PortSecurity.mib
0 0OID: 1.3.6.1.4.1.171.12.63
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1) swPortSecCitrl
1.1) swPortSecTrapLogState

::: CLI Command:
# show port_security
# enable port_security trap_log

.2 SNMP Command:
# snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.1.1

# snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.63.1.1.0i 1
(1= enabled; 2=disabled)

1.2) swPortSecSysMaxLernAddr

;2 CLI Command:

# show port_security
# config port_security system max_learning_addr 1000

.2 SNMP Command:
# snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.1.2

# snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.63.1.2.0 i 1000
1000 = the Max number of learning address on this S ystem
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2) swPortSecMgmt
2.1) By port: swPortSecPortTable
a) swPortSecPortIndex

: MIB: swPortSecPortindex
2 0ID: 1.36.1.4.1.171.12.63.3.1.1.1.1

b) swPortSecPortMaxLernAddr

::: CLI Command:
# show port_security ports
# config port_security ports | max_learning_addr 50

.2 SNMP Command:
# snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.3.1.1.1.2."

# snmpset -c private -v 2c¢ 10.90.90.90 1.3.6.1.4.1.171.12.63.3.1.1.1.2.1 i 50
1=port1;
50 = the Max number of learning address on this por  t
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c) swPortSecPortLockAddrMode

::: CLI Command:
# show port_security ports
# config port_security ports | lock_address_mode permanent

.2 SNMP Command:
# snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.3.1.1.1.3."
# snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.63.3.1.1.1.3. " i 1

1=port1;
1 = permanent ; 2 = deleteOnTimout ; 3 = deleteOnRe set

d) swPortSecPortAdmState

::: CLI Command:
# show port_security ports
# config port_security ports | admin_state enable

.2 SNMP Command:
# snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.3.1.1.1.4."
# snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.63.3.1.1.1.4. i1
1=port1;
1 = enabled; 2 = disabled.
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e) swPortSecPortClearCtrl

::: CLI Command:
# clear port_security_entry ports

::2 SNMP Command:
# snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.63.3.1.1.1.5.1 i 2
1=port1;
2 = start to clear
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2.2) By vlan: swPortSecVLANTable
a) swPortSecVLANID

o MIB: swPortSecVLANID
2 0ID: 1.3.6.1.4.1.171.12.63.3.2.1.1.1

b) swPortSecVLANMaxLernAddr

;22 CLI Command:
# show port_security
# config port_security vlanid © max_learning_addr 100

.2 SNMP Command:
# snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.3.2.1.1.2."

# snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.63.3.2.1.1.2.7 i 100
1=VID
100 = the Max number of learning address on thisvl  an. (-1 means no-limit)
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c) swPortSecVLANCIearCtrl

::: CLI Command:
# clear port_security_entry

::2 SNMP Command:
# snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.63.3.2.1.1.3. i 2
1=VID
2 = start to clear
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2.3) ByVLANONPort: swPortSecVLANOnNPortTable
2.3.1) swPortSecVLANOnNPortTable
a) swPortSecVLANOnPortMaxLernAddr

.. CLI Command:
# show port_security ports = vlan VLAN2
# config port_security ports - vlan vlanid 1 max_learning_addr no_limit

.2 SNMP Command:
# snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.3.3.1.1.1

# snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.63.3.3.1.1.1.- 1i-1
5 = port 5;
1 = VID;
-1 = no limit
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b) swPortSecVLANONPortAddCtrl

: 27 CLI Command:
# config port_security ports - vlan vlanid 1 max_learning_addr 30

;.2 SNMP Command:
# snmpset -c private -v 2c 10.90.90.90 1.3.6.1.4.1.171.12.63.3.3.1.1.1.-.1i 30
1.36.1.4.1.171.12.63.3.3.1.1.2.5.1i 2
5 = port 5;
1 =VID;
30 = the Max number of learning address of this VLA N on the specific port
2 = action “add”

2.3.2) swPortSecMgmtByVLANOnNPortClearCitrl
a) swPortSecMgmtByVLANOnNPortClearPort

2 MIB: swPortSecMgmtByVLANOnNPortClearPort
2 0ID: 1.3.6.1.4.1.171.12.63.3.3.2.1
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b) swPortSecMgmtByVLANONPortClearVID

2 MIB: swPortSecMgmtByVLANOnNPortClearVID
22 0ID: 1.3.6.1.4.1.171.12.63.3.3.2.2

c) swPortSecMgmtByVLANONPortClearAction

;22 CLI Command:
# clear port_security_entry ports - vlanid 1

1o SNMP Command:
# snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.63.3.3.2.1.0i &

1.3.6.1.4.1.171.12.63.3.3.2.2.0i11.3.6.1.4.1.171.12.63.3.3.2.3.0i 2
5 = port 5;

1=VID;

2 = start to clear
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2.4) swPortSecEntriesTable

Assume that we’ve implemented the Port Security feature on port 7, and now its been learnt for few entries

when show FDB:

DES-3528:admin#sh fdb port 7

Command: show fdb port 7

Unicast MAC Address Aging Time =300

VID VLAN Name MAC Address Port Type  Status
1 default 00-00-5E-00-01-0C 7  Static Forward
1 default 00-1C-F0-1C-FA-C4 7  Static Forward
1 default 00-1C-F0-1F-81-04 7  Static Forward

Total Entries: 3

a) swPortSecMac

Dhiject narme
Ohiject 10
Module

Base syrtax
Cormposed syntax
ArCoess

Status

Walue list

Parent node
First child
Description

swPortSecMac
1.3.6.14.1.171.1263.3.4.1.1
PORT-SECURITY-MIB

Octet String
MacAddress
Read-Crly
Current
1:6.6

swiPortSecEntrizsEntry
HNone
Specifies a MAC address.

o MIB: swPortSecMac
::0ID: 1.3.6.1.4.1.171.12.63.3.4.1.1

C:\>snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.3.4.1.1
SNMPv2-SMI::enterprises.171.12.63.3.4.1.1.0.0.94.0.1.12.1 = Hex-STRING: 00 00 5E 00 01 0C
SNMPv2-SMI::enterprises.171.12.63.3.4.1.1.0.28.240.28.250.196.1 = Hex-STRING: 00 1C FO 1C FA C4
SNMPv2-SMI::enterprises.171.12.63.3.4.1.1.0.28.240.31.129.4.1 = Hex-STRING: 00 1C FO 1F 81 04
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b) swPortSecVID

Ohject name swPortSecyID

Ohject ID 1.346.14.1.171.12.62.2.4.1.2
Mociule PORT-SECURIT¥-MIB
Baze syntax Integer

Composed syntax INTEGER

ACCess Read-Crly

Status Current

Walue list 1:1.4094

Parent node swPortSecEntriesEnty
First child Mone

Diescription Indicates the wLAN 10,

;o MIB: swPortSecVID
::0ID: 1.3.6.1.4.1.171.12.63.3.4.1.2

C:\>snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.3.4.1.2
SNMPv2-SMI::enterprises.171.12.63.3.4.1.2.0.0.94.0.1.12.1 = INTEGER: 1
SNMPv2-SMI::enterprises.171.12.63.3.4.1.2.0.28.240.28.250.196.1 = INTEGER: 1
SNMPv2-SMI::enterprises.171.12.63.3.4.1.2.0.28.240.31.129.4.1 = INTEGER: 1

c) swPortSecPort

Chiject name swPortSecPort

Ohiject ID 1.36.1.4.1.171.12.63.3.4.1.3
ModLle PCORT-SECURITY-MIB

Baze syntax [nteger

Cornposed syntax INTEGER

BACCEss Read-Cinly

Status Current

Parent node swPortSecEntriesEntry

First child Mone

Description Indicates the port.,

;- MIB: swPortSecPort
::0ID: 1.3.6.1.4.1.171.12.63.3.4.1.3

C:\>snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.3.4.1.3
SNMPv2-SMI::enterprises.171.12.63.3.4.1.3.0.0.94.0.1.12.1 = INTEGER: 7
SNMPv2-SMI::enterprises.171.12.63.3.4.1.3.0.28.240.28.250.196.1 = INTEGER: 7
SNMPv2-SMI::enterprises.171.12.63.3.4.1.3.0.28.240.31.129.4.1 = INTEGER: 7
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d) swPortSecDelCtrl

::: CLI Command:
# delete port_security_entry vlanid 1 mac_address 00-1C-F0-1C-FA-C4

.2 SNMP Command:
# snmpset -c private -v 2¢ 10.90.90.90
1.3.6.1.4.1.171.12.63.3.4.1.4.0.28.240.28.250.196.1 i 2

1 = vlanid;
00-1C-FO-1C-FA-C4 = 0.28.240.28.250.196 = the MAC y ou want to delete.

2 = the action “start”



