How to configure Port Security via NET-SNMP on DES-3200

Eo

o File Edit View Window Help
SEECEEEE
Browse Agert P : ﬁU-EU-SU a0 - @

' DES3A0028L 2MEMT-MIB | |

MIB ~ = :I].L2TTL52”T‘CS;QEQH¥ b\ || Dhiect name swl 2PortSecurityMgmt
{5 AACMIB = swleTraftic corane Ohject 1D 1.36.1.4.1171,11.113.1.3.2.15
= ACLMGMT-MIE =@ swl2TielficSegE ity Modie DES3200-26-L2MGHT-MIE
T ACLMIB & swl2TrafficSegPort

- & sl OTaificSeoF oo

% AGENT-GENERAL-MIE =¥y gy Base syntax Object Identifier
tiBE:TM:gE = swL2PortS ecurityControlT able Access Not_Accessible

= R\DE-\EM\E =P swL2PonSecurityCantrolE nty Status Mandlatary

: B g = & swLZPonSecutyPortindex

C EEEE;SP?%ABX W swl2PortSecurnitytd aslernAddr Parent node swl2MgmtMIB

Tl W swlPotSecuntybods First child swl2PortSecurityContralTable
5 DES-210881-MIB & swl2PatSecuitysdmState

% DES3MOF-L2MGMT MIB & swl2PortSecuntyE ity ClearCll

S DES3016-L2MGMT-MIB & swL2FPortSecuntyTraplogState

% DES3028G-L2MGM T -MIB = :3 sl 2PortS ecurityD elChl

‘% DES3028-L2MGMT-MIB -4 swLZPontS ecurityD elvlantl ame

% DES30ZBP-LEMGMT MIE: - 4F swL2PotSecurityD elPort

% DES 3052 L2MGMT MIE -4 swLZPontSecurtyD el acAddress

% DES3052P-L2MGMT MIE S —

% DESIZ00T0LIMEMT-MIE 2 i) sulCodtont

T DESIO0LIMEMT-MIB = 45, swL2CosPriorityCrl

(7 DESZ20018 L 2MEMT-MIE E B o bbbk

o BEE 0025 LM T-MID = & swL2CaosPrioiyEnty

0 & swL2CosPrioityPart

S el & swl 2osPrioityEtherPRI

B e & sl 2C0sPriniity pPRI

% DES3AN0-28 IMGMT-MIB o 4 swL2CosPrioityNone

< L4 =8 sl 2nsTnsPRIT AR ¥
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DES-3200-28F: 1.3.6.1.4.1.171.11.113.1.4.2.15

We use the DES-3200-28 for the following example.

SNMP command

#snmpset -c private -v 2¢ 192.168.1.1 1.3.6.1.4.1.171.11.113.1.3.2.15.1.1.2.6 i 10
1.3.6.1.4.1.171.11.113.1.3.2.15.1.1.3.6i21.3.6.1.4.1.171.11.113.1.3.2.15.1.1.4.6 i 2
1.3.6.1.4.1.171.11.113.1.3.2.15.1.1.5.6 i 2
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C:\>snmpset —c private —v 2c 192.168.1.1 1.3.6.1.4.1.171.11.113.1.3.2.15.1.1.2 .5 [ [t
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40421411181 $.1.5.8 12 anmand: sho port_secur ity
A71.11.113.1 1.2.6 - INTEGER: 1l
A7 .11 113 .1 .1.1.3.6 = INTEGER: 2 ort_security Trap/Log : Disabled
-171.11.113.1 1.4.6 = INTEGER: 2 art  Rdiin State  Haw. Learning Addr. Lock Rddress Hode
A71.11.113.1.3.2. 1.5.6 = INTEGER: 2
I Dissbled 1 DeletelnTineot
P Disbled 1 Delet el Tineout
Dissbled 1 DeletelnTineout
i Disabled 1 Delet el Tineaut
Disbled 1 DeletalnTineaut
Erabled 10 Parmarent
Disbled 1 DeletalnTineaut
Disbled 1 Delet el Tineaut
Disbled 1 DeletelnTineout
i1 Dissbled 1 DeletelnTineout
i Disbled 1 DeletelnTineout
iz Dissbled 1 Delet el Tineout
i3 Dissbled 1 DeletelnTineout
i4 Dissbled 1 Delet el Tineout
IS Dissbled 1 DeletelnTineaut
i6 Disabled 1 DeletelnTineaut
7 Disabled 1 DeletelnTineaut
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Clear port security entry

#snmpset -c private -v 2¢ 192.168.1.1 1.3.6.1.4.1.171.11.113.1.3.2.15.1.1.5.6 i 2

Enable port_security trap_log

#snmpset -c private -v 2¢ 192.168.1.1 1.3.6.1.4.1.171.11.113.1.3.2.15.2.0i 2
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C:\>snmpset —c private —v 2c 192.168.1.1 1.3.6.1.4.1.471.41.443.4.3.2.15.2.8 i 2

ENMPu2-8MI::enterprises.171.11.113.1.3.2.15.2.8 = INTEGER: 2
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‘onnand: shou port_security

'ort_security Trapflog : Disabled

ort  Adnin State Hax. Learning Rddr.

Lock Rddress Hode

Dizabled
Disabled
Disabled
Disabled
Disabled
Enabled

[ Dizabled
Dizabled
Dizabled
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15 Dizabled
il Dizabled
17 Dizabled
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DeletelnTineout
Partianent

DalatelnTineout
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DalotelnTineout
DaleteOnTineout
DeletelnTineout
DeletelnTineout
DeletelnTineout
Delete(nTineout
DalotelnTineout
DaloteOnTineout
DaletelnTineout

Lock Rddress Hode

Show port security table

i Dizabled 1 DalotelnTineout
2 Disabled 1 DeletelnTineout
Disabled 1 DeletelnTineout
H Disabled 1 DeletalnTineout =

#snmpwalk -c private -v 2¢ 192.168.1.1 1.3.6.1.4.1.171.11.113.1.3.2.15.1
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[SNMPu2-8MI : :enterprises.171.11.113.1.3.2.15.2.8 = INTEGER: 2

C:\>snmpwalk —c private —v 2c 192.168.1.1
SNMPv2-SMI::enterprises.171.11.113.1.3.2.1
SHMPu2-8MI: tenterprises.171.11.113.1.3.2.1
SHMPu2-8MI: :enterprises.171.11.113.1.3.2.1
SHMPu2-8MI: tenterprises.171.11.113.1.3.2.1
SHMPu2-8MI: zenterprises.171.11.113.1.3.2.1
SHMPu2-8MI: zenterprises.171.11.113.1.3.2.1
SHMPu2-8MI: zenterprises.171.11.113.1.3.2.1
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C:\>snmpset —¢ private —v 2c 192.168.1.1 1.3.6.1.4.1.171.11.113.1.3.2.15.2.8 i 2

-1.171.11.113.1.3.2.15.1

[ESERER & Edit

oriandz show port_security

art_security TrapéLog : Disabled

art  Adnin Gtate  Haw. Learning Rddr. Lock Address Hode

1 Dizablad
P Dizablad
Dizablad
4 Dizablad
Disabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

E5-3200-28:shon port_security
ontand: sho port_secuTity

art _security TrapfLog : Enabled

DalatalnTineout
DalatalnTineout
DalatalnTineaut
DalatalnTineout
DelatalnT inzout
arranen
atalnTireout
atelnTineout
atelnTireout
atelnTineout
atelnTireout
ineout
atelnTireout
atelnTineout
atelnTireout
atelnTineout
atelnTineout

ort  Adnin Gtate  Haw. Learning Addr. Lock Address Hode

swL2Port Securi tyPort | ndex

1 Dizablad 1 DalatalnTineout

g Dizablad 1 DalatalnTineaut

Dizablad 1 DalatalnTineout

) Dizablad 1 DeletelnTineout
—




swL2Port Securi t yMaxLer nAddr

a—

swL2Port Securi t yMode

ey L2PortSecnritybdod e



swL2Port Securit yAdntt at e

swL2Port SecurityEntryC earCtrl

swL2Port SecurityTraplLogSt at e



curity Traplo

swL2Port Securi t yDel VI anName

swL2Port Securit yDel Port

ecurityDelPort

swL2Port Securi t yDel MacAddr ess



swL2Port SecurityDel Activity




