How to configure Port Security via NET-SNMP on DES-3200
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DES-3200-10: 1.3.6.1.4.1.171.11.113.1.1.2.15
DES-3200-18: 1.3.6.1.4.1.171.11.113.1.2.2.15
DES-3200-26: 1.3.6.1.4.1.171.11.113.1.5.2.15
DES-3200-28: 1.3.6.1.4.1.171.11.113.1.3.2.15
DES-3200-28F: 1.3.6.1.4.1.171.11.113.1.4.2.15

We use the DES-3200-28 for the following example.

SNMP command
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DES-3200-28:S¥show port_security
Lormand: shou port _security

Port_security Trap/Log : Disabled

'ort  Adnin State Hax. Learning Addr. Lock Rddress Hode

i isabled 1 lelete0nT ineout

2 isabled 1 jeletelnT ineout

B isabled 1 JeletelnT ineout

f isabled 1 eletelnT ineout

5 isabled 1 eletelnTineout

5 nabled 10 ernanent

P isabled 1 DeleteOnTineout

isabled 1 DeleteOnTineout

isabled 1 leletelnT ineout

0 isabled 1 leletelnT ineout

1 isabled 1 leletelnT ineout

2 isabled 1 jeletelnT ineout

3 isabled 1 jeletelnTineout

4 isabled 1 jeletelnTineout

S isabled 1 eletelnTineout

6 isabled 1 eletelnTineout

~| 17 isabled 1 leletenTineout
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Clear port security entry

#snmpset -c private -v 2¢ 192.168.1.1 1.3.6.1.4.1.171.11.113.1.3.2.15.1.1.5.6 i 2

Enable port_security trap_log

#snmpset -c private -v 2¢ 192.168.1.1 1.3.6.1.4.1.171.11.113.1.3.2.15.2.0i 2
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ENMPu2-SMI::enterprises.171.11.113.1.3.2.15.2.0 = INTEGER: 2

Show port security table
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onnand: shou port_security

| curity Trap/log : Disabled

Port  Rdnin State Hax. Learning Addr. Lock Address Hode

Disabled 1
Disabled 1
Disabled 1
Disabled 1
Disabled 1
Enabled 1
Disabled 1
Disabled 1
Disabled 1
1
1
1
1
1
1
1
1
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a0 Disabled
a1 Disabled
a2 Disabled
a3 Disabled
14 Disabled
s Disabled
{6 Disabled
a7 Disabled

DES-3200-28:5#shou port _security
Lormand: shou port_security

Port_security Trap/Log : Enabled
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DeleteOnTineout
DeleteOnTineout
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DeleteOnTineout
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.‘l Disabled 1
2 Disabled 1
8 Disabled 1
4 Disabled 1

DeleteOnTineout
DeleteOnTineout
DeleteOnTineout
DeleteOnTineout

#snmpwalk -c private -v 2¢ 192.168.1.1 1.3.6.1.4.1.171.11.113.1.3.2.15.1
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C:\Windows\system32>cd\

C:\>snmpset —c private -v 2c¢ 192.168.1.1 1.3.6.1.4.1.171.11.113.1.3.2.15.2.0 i 2

[SNMPu2-SMI : zenterprises.171.11.113.1.3.2.15.2.8 = INTEGER: 2
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ort_security Trap/Log : Disabled

ort  Adnin State Hax. Learning Addr. Lock Address Hode

| Disabled .|
Disabled 1
Disabled 1
Disabled 1
Disabled 1
Enabled 1
Disabled 1
Disabled 1
Disabled 1
1
1
1
1
1
1
1
1

40 Disabled
a1 Disabled
42 Disabled
43 Disabled
14 Disabled
15 Disabled
a6 Disabled
a? Disabled

DES-3200-28:5#shou port_security
Lonmand: shou port_security

Port_security TrapfLog : Enabled
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