How to configure port_security via SNMP on DES-3200
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1. Command: config port_security system max_learning_addr 110
SNMP: C:\>snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.1.2.0i 110

G:xMindows~Systemd2>snmpset —vw2c —¢ private 18.989.98.98 1.3.6.1.4.1.171.12.63.1.2.8 i 188

SNMPu2-SMI: zenterprises . 171.12.63.1.2.@ = INTEGER: 188

2. Command: config port_security vlan default max_learning_addr 50
SNMP: C:\>snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.3.2.1.1.2.1i 50
1.3.6.1.4.1.171.12.63.3.2.1.1.2.1 max_learning_addr (.1 means vlan 1)

C:“Windows“System32>snnpset —wvZc —¢ private 18.90.968.98 1.3.6.1.4.1.1"1.12.63.3.2.1.1.2.1 i 58

SNMPu2-SMI::enterprises.171.12.63.3.2.1.1.2.1 = INTEGER: 58

3. Command: config port_security ports 1 admin_state enable lock_address_mode
permanent max_learning_addr 18

SNMP: C:\>snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.3.1.1.1.2.1i 18
1.3.6.1.4.1.171.12.63.3.1.1.1.3.1i11.3.6.1.4.1.171.12.63.3.1.1.14.1i1

1.3.6.1.4.1.171.12.63.3.1.1.1.2.1 max_learning_addr (.1 means port 1)
1.3.6.1.4.1.171.12.63.3.1.1.1.3.1 lock_address_mode
1.3.6.1.4.1.171.12.63.3.1.1.1.4.1 admin_state

s Windows\System32 *snmpset —v2c —c¢ private 18.99.98.98 1.3.6.1.4.1.1"1.12.63.2.1.1.1.2.1 i 18 1.3.6.1.4.1.171.12.63.3.1
A1.3.1 i1 1306 A7.12.63.3.4.14.1.4.1 i1
3

= INTEGER: 1B

4. Command: enable port_security trap_log
SNMP: C:\>snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.63.1.1.0i 1

C:“Windows“S8ystem32 >snmpset —v2¢ —c¢ private 10.960.90.98 1.3.6.1.4.1.171.12.63.1.1.8 i 1

SHMPuZ-8SMI::tenterprises.171.12.63.1.1.8 = INTEGER: 1

CLI information

DES-3200-26:admin#show port_security
Command: show port_security

Port Security Trap/Log : Enabled

System Maximum Address : 100

VLAN Configuration (Only VLANs with limitation are displayed)
VID  VLAN Name Max. Learning Addr.

1 default 50

DES-3200-26:admin#show port_security ports 1
Command: show port_security ports 1

Port  State Lock Address Mode Max. Learning Addr.

1 Enabled Permanent 158




MIB information
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