How to create Packet Content ACL via NETSNM P
in DGS-3420 series?

The OIDs for configuring Packet Content ACL in DGS-3420 series are defined in
ACLMGMT-MIB.

(Formal release DGS-3420 Series A1 MIB_of FW_v1.00.023 in PMD)

# swACL PktContM askOptionTable




# swACL PktContM ask OffsetChunk 1S ate

# swACL PktContM ask Offset Chunk 10ffsetValue

# swACL PktContM ask Offset Chunk 1M ask




# swACL PktContM ask OptionRowStatus

# swACL PktContMask OptionProfileName




# swACL PktContRuleOptionTable

# swACL PktContRuleOffsetChunk 1Content




# swACL PktContRuleOptionPer mit

# swACL PktContRuleOptionPort




#swACL PktContRuleOptionRowStatus

Cihiect name e ACLPRContR uleOptionE oS tatns
Cibject ID 126141171.1293271 .18
Todule ECLMGMT-MIB
Base symitax Integer
Composed syt Eowatatoz
broes Fead-Create
atatus Current
Value list 1 activeil)
2 1 notflnerize 20
3 notRead 3
4 1 create dnd Groid)
5 1 create And Wait(S)
f 1 destror(@)
Parent node e A CLPRContRuleCptionEntos
First child Wiome
Dlestriptiog Thiz obiectindicates the statusof thisentor,

The example below isto configure Packet Content ACL to deny traffic of which
the Ether TypeisARP (0x0806) on port 1 to port 16 of DGS-3420.

DG5-3420-265C Gigabit Ethernet switch
Command Line Interface

Firmware: Build 1.00.B8031
Copyright{C) 2011 D-Link Corporation. All rights res
UsernName:
Fassword:

DGS-3420-265C :admin#show switch
Command: show switch

Device Type ! DG5-3420-265C Gigabit Ethernet switch
MAC Address P 34-08-04-AC-2C-00
IP Address : 10.90.90.90 (Manual)
VLAN Name : default
subnet Mask 1 255.0.0.0
pefault Gateway : 0.0.0.0
BRont  PROM _Version  puild 1 00 D06
Firmware Version : Build 1.00.B031
Hdl UWdi e VErs 1O KT

rial MNumber : QT44183000019

stem Mame :

em Location :

ystem Uptime : 0 days, 1 hours, 32 minutes, 40 seconds
System Contact :
Spanning Tree : Disabled
GVRP : Disabled
IGMP Snooping : Disabled
MLD Snooping : Disabled
RIP : Disabled
RIFNg : Disabled
VLAN Trunk : Disabled
Telnet : Enabled (TCP

DG5-3420-265C : admin#




Stepl. Create Access Profile | D 6, offset_chunk 1, content offset 3, mask
OxO000FFFF for Ethernet Type (13th & 14th bytes)

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.8.1.26i 1

1.3.6.1.4.1.171.129.28.1.3.6i 3 1.

3.6.1.4.1.171.12.9.2.8.1.4.6 x 00QOffff

1.3.6.14.1.171.129.28.1.1461 41.3.6.1.4.1.171.12.9.2.8.1.17.6 stest

BN Administratar CiWind

IC:“Windowsssysten3d2>snmpset —wlc

a.9
1.2.6 i1 1.3.6.1.4.1.171.12.2.2.8.1.3.6 1 3 1.3.6
6.1

POBOFfff 1.3.6.1.4.1.171.12.9.2_8.
fst

SMMPv2-8MI : tenterprises . 171.12.9.
SHNMPv2-SHMI - enterprises . 171.12.9.
SMMPu2—SMI - centerprises  171.12.9.
SMMPu2—SMI - centerprises  171.12.9.
SHMPu2—5MI - tenterprises 171 .12.9.

C=sWindowsssystem32 >

Total Available HW Entries
DG5-3420-265C : admi
command: show access_profile
Access Profile Table

Total User Set Rule Entries :

se
Total Used HW Entries
Total Available HW Entries

MASK on
offset_chunk_1 :

DGS-3420-265C : admi n#

B.98
i
4.1

—¢ private 18.9 i
=
1.14.6 i 41.3. A7?1.12.9.2.8.1.17.6
INTEGER: 1
= IMTEGER: 3
Hex—STRING:
= INTEGER: 4

= B8TRING: "test"™

#a 88 FF FF

2.
2
2.
2.
2.

#show access_profile

Defined

: Ox0000FFFF

5

3.6.1.4.1.171.12.2.2.8
171.12.2.2.8.1.4.6 x @
1

te




Step2. Configure Access I D 2, Ether Type 0x00000806,
action Deny.

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.7.1.4.6.2 x 00000806
1.3.6.14.1.171.129.3.7.1.16.6.21 11.3.6.1.4.1.171.12.9.3.7.1.17.6.2
1.3.6.1.4.1.171.129.3.7.1.186.2i 4

iﬁ. . M o -
m Administratar CYWindovs) y

AM12.9.307

C:sWindowsssystend2 >snmpset —v2c —c private 18.90.98.968 1.3.6.1.4_1
1.3.6.1.4.1.1M.12.2.3

1.4.6.2 x APAAABAG 1.3.6.1.4.1.171.12.2.3.7.1.16.6.2 i 1
211762 x £EFFAABE 1 .3.6.1.4.1.1711 .12 . 9.3.7.1.18.6.2 1 4
SNMPUZ2—SMI: tenterprises.171.12.9.3.7.1.4.6.2 = Hex—STRING: 88 B8 B8 86
SNMPvZ2-5H enterprises.171.12.9.3.7.1.16.6.2 = INTEGER: 1

SHMPu2-5M enterprises. .11 .12.9.3.7.1.17.6.2 Hex-STRING: FF FF BB B@
SHMPu2-8SMI: zenterprises . 171.12.9.3.7.1.18.6.2 INTEGER: 4

C:sHindowsssystem32 >

Total Used HW Entries
Total Available HW Entries
profile ID: 6

MASK on
offset_chunk_1 : value : Ox0000FFFF

Available HW Entri

Match on
offset_chunk_1 : 3 value : 0x00000806

Action:

DGS-3420-265C : admin#




