How to create Packet Content type ACL with NET-SNMP on

DGS-3200-10
DGS-3200-10:4%show switch
Command: show switch
Device Type : DGS-3200-10 Gigabit Ethernet Switch
[AC Address : 00-21-91-92-E3-64
IP Address : 10.90.90. 90 (Mamual )
VLAN Name : default
Subnet Mask : 255.0.0.0
Default Gateway - 0.0.0.0

Boot PROM Version : Build 1. 00. B006
Firmware Version : Build 1.62Z.B019
Hardware Version : A2

Serial Number : PLR3289000009
System Name g

System Location

System Contact

Device Uptime : 0 days, 0 hours, 11 minutes, T seconds
Spanning Tree : Disabled

GVRP : Disabled

IGMP Snooping : Disabled

[LD Snooping : Disabled

VLAN Trunk : Disabled

Telnet : Enabled (TCP 23)

Web : Enabled (TCP 80)

SNMP : Enabled

Example

1) Create an Access profile as the following command, whose filter range is single source IP:
snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.9.2.8.1.2.1i 1
1.3.6.1.4.1.171.12.9.28.1.3.1111.3.6.1.4.1.171.12.9.2.8.1.4.1 x 0000ffff
1.36.1.4.1.171.12.9.28.1.5.1121.3.6.1.4.1.171.129.2.8.1.8.1i 2
1.3.6.1.4.1.171.12.9.28.1.11.1121.3.6.1.4.1.171.12.9.28.1.14.1i 4

IC:“>snmpset —c private —v 2c 18.99.98.98 1.3 .6.1.4.1.171.12.9.2_.8.1.2_1 i 1 1.3.
b.1.4.1.1°1.12.9.2.8.1.3.1 i1 1.3.6.1.4.1.171.12.92.2.8.1_4.1 x B@8Bffff 1.3.6.1
d41.1M12.9.2.8.1.5.1 i 21.3.6.1.4.1.1°7M1.12.9.2.8.1.8.1 1 2 1.3.6.1.4.1.171.1
2.2.2.8.1.11.1 i 21.3.6.1.4.1.171.12.2.2.8.1.14.1 i 4

EHMPu2-5MI : tenterprizes .11 .12_9.2_ 8. .1 = INTEGER: 1

BHMPu2-5MI : tenterprizes .11 .12_9.2_ 8. . INTEGER: 1

GHMPv2-5MI = enterprizes.171.12_9.2_ 8. .1 = Hex-STRING: 88 88 FF FF
SHNMPuv2-SMI:-:enterprises . 171.12_9.2_8. . INTEGER: 2
SENMPv2—-SMI:-enterprises.171.12.9.2.8. = INTEGER: 2

ENHPv2-5M]I : tenterprises.171.12.9.2.8. .1 INTEGER: 2

EHMPu2-5MI : tenterprizes .11 .12_9.2_ 8. | INTEGER: 4
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DG5-3200-10: 4=show access_profile
Command: show access_profile

Access Profile Table

Total Unused Rule Entries:200
Total Used Rule Entries :0

Access Profile ID: 1 Type : Packet Content

Owner : ACL
[ASE Option :
offset_chunk 1 : 1 value : 0x0000FFFF

Unused Entries: 200




1.2) Add aone ACL entry to per mit the target packet on port 1
snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.9.3.7.1.4.1.1 x
000000ff 1.3.6.1.4.1.171.12.9.3.7.1.16.1.1i 2
1.3.6.1.4.1.171.12.9.3.7.1.17.1.1 x 80000000
1.3.6.1.4.1.171.129.3.7.1.18.1.1i 4

IC:~>snmpset —c private —v 2c 10.98.98.99 1.

3
Baff 1.3.6.1.4.1.1771.12.9.3.7.1.16.1.1 i 2 1

BAERARA 1 .3.6.1.4.4.14'"1.12.9.3.7.1.18.1.1 i 4
tenterprises.171.12.7.3.7.1.4.1.1 = Hex-STRING: 8@ 8@ BA FF

tenterpr AM12.9.3.7.1.16.1.1
Ilenterpr AMa12.92.3.7.1.17.1.1
tenterprizes. 1M .12.9.3.7.1.18.1.1

INTEGER: 2
Hex—STRING: 88 88 88 94
INTEGER: 4

DS-3200-10:42show access_profile
Command: show access_profile

Access Profile Table

Total Unused Rule Entries:199
Total Used Rule Entries :1

Access Profile ID: 1 Type : Packet Content

Owner : ACL
[ASK Option :
offset_chunk_1 : 1 value : Ox(0000FFFF

Access ID : 1 Mode: Permit RX Rate(64Kbps) : mo_limit
Ports 01
offset_chunk_1 : 1 value : Ox(000000FF

nused Entries: 199

2.Delete Access profile command
snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.9.2.8.1.14.11 6

UL LS
SRR MG - rsnmpset —c¢ private —v 2c 10.99.96.98 1.3.6.1.4.1.171.12.9.2.8.1.14.1 i 6
B e SN2 - SMI - tenterprises 171 .12 9.2 8.1 ._14.1 = INTEGER: 6

DGS-3200-10:42show access_profile
Command: show access_profile

There 1s no access profile created.

DGS-3200-10:44] %
I .

3. Delete ACL entry command
snmpset -c private -v 2¢ 10.90.90.90 1.3.6.1.4.1.171.12.9.3.7.1.18.1.11 6
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