
How to setup PCF ACL on DES-3200 / C1 via SNMP 

 

ACLMGMT-MIB: swAclMaskMgmt →→→→ swACLPktContMaskOptionTable →→→→1.3.6.1.4.1.171.12.9.2.8 

 

Example Create an PCF ACL profile 

CLI 
create access_profile profile_id 1 profile_name test packet_content_mask 

offset_chunk_1 14 0xFFFF 

SNMP 

CMD 

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.8.1.2.1 i 1 

1.3.6.1.4.1.171.12.9.2.8.1.3.1 i 14 1.3.6.1.4.1.171.12.9.2.8.1.4.1 x 0000ffff 

1.3.6.1.4.1.171.12.9.2.8.1.14.1 i 4 1.3.6.1.4.1.171.12.9.2.8.1.17.1 x 

74657374 

Description 

1 = PCF profile ID 1 

1 = Chunk1 State enabled 

14 = Chunk1 Offset Value 14 

0000ffff = Chunk1 Mask 0xffff 

4 = Action “createAndGo(4)” 

74657374 = Profile Name, ASCII table: the Hex value of character “test” 

Packet Example Create_PCF_ACL_Pr
ofile.pcap

 

 

Example Delete an PCF ACL profile 

CLI delete access_profile profile_id 1 

SNMP 

CMD snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.8.1.14.1 i 6  

Description 
1 = PCF profile ID 1 

6 = Action “destroy(6)” 

Packet Example Delete_PCF_ACL_Pr
ofile.pcap

 



 

ACLMGMT-MIB: swAclRuleMgmt →→→→ swACLPktContRuleOptionTable →→→→ 1.3.6.1.4.1.171.12.9.3.7 

Example Add an Access Rule 

CLI 
config access_profile profile_id 1 add access_id 1 packet_content offset_chunk_1 0x800 

port 10 deny 

SNMP 

CMD 

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.7.1.4.1.1 x 

00000800 1.3.6.1.4.1.171.12.9.3.7.1.16.1.1 i 1 

1.3.6.1.4.1.171.12.9.3.7.1.17.1.1 x 0040 1.3.6.1.4.1.171.12.9.3.7.1.18.1.1 i 4 

Description 

1 = PCF profile ID 1 

1 = PCF Access Rule ID 1 

00000800 = Chunk1 content 

1 = action “deny” 

4 = Action “createAndGo(4)” 

0040 = port 10  

[Each character 0 can turn into binary 0000, which can stand for 4 ports.  

For example, character “8” turns into binary is “1000”, which means port 1; 

Character “6” turns into binary is”0110”, which means port s 2-3. 

Hence, if you want to select ports 10, then your octet string value is:0040, which 

binary is 0000 0000 0100 0000 0000 0000 0000 0000 => 00400000]  

Packet Example Add_PCF_ACL_Rul
e.pcap

 

 

Example delete an Access Rule 

CLI config access_profile profile_id 1 delete access_id 1 

SNMP 

CMD snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.7.1.18.1.1 i 6 

Description 

1 = PCF profile ID 1 

1 = PCF Access Rule ID 1 

6 = Action “destroy(6)” 

Packet Example Delete_PCF_ACL_R
ule.pcap

 



Relative OIDs 

ACLMGMT-MIB: swAclMaskMgmt →→→→ swACLPktContMaskOptionTable →→→→1.3.6.1.4.1.171.12.9.2.8 

 

  

 

  

 



  

 

  

 

 



 

 

 

  



ACLMGMT-MIB: swAclRuleMgmt →→→→ swACLPktContRuleOptionTable →→→→ 1.3.6.1.4.1.171.12.9.3.7 

 

 

  

  



  

  

  

 

  

 



  

 

 

 

 

 



 

 

 


