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Show ACL IP Profile ID
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.1

Object name
Object ID
Module

Base syntax
Composed syntax
Access

Status

Value list 1:

Parent node
First child

swACLIpProfilelD
1.3.6.1.4.1.171.12.9.2.2.1.1
ACLMGMT-MIB

Integer
INTEGER
Read-Only
Current
1..255

SWACLIpEnNtry
None

Description The ID of ACL mask entry ,and is unique in the mas

Show ACL IP Use Vian
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.2

Object name
Object ID
Module

Base syntax
Composed syntax
Access

Status

Value list 1:

Parent node
First child
Description

sWACLIpUsevlan
1.3.6.1.4.1.171.12.9.2.2.1.2
ACL-MIB

Integer
INTEGER
Read-Create
Current
enabled(1)
2: disabled(2)

SWACLIpEnNtry
None
This object indicates if IP layer vlan is examined

k list.

or not.
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Show ACL |P Address Mask State

snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.3

Object name
Object ID
Module

Base syntax
Composed syntax
Access

Status

Value list

Parent node
First child
Description

swACLIplpAddrMaskState
1.3.6.1.4.1.171.12.9.2.2.1.3
ACL-MIB

Integer
INTEGER
Read-Create
Current

other(1)
2: dst-ip-addr(2)
3: src-ip-addr(3)
4:  dst-src-ip-addr(4)

SWACLIpEnNtry
None
This object indicates the status of IP address mas

other(1) - Neither source IP address nor destinati
masked.

dst-ip-addr(2) - recieved frames's destination IP
currently used to be filtered as it meets with the
address entry of the table.

src-ip-addr(3) - recieved frames's source IP addre
used to be filtered as it meets with the IP addres
the table.

dst-src-ip-addr(4) - recieved frames's destination
source |IP address are currently used to be filtere
with the IP address entry of the table.

Show ACL IP Src IP Address Mask

snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.4

Object name
Object ID
Module

Base syntax
Composed syntax
Access

Status

Parent node
First child
Description

swWACLIpSrclpAddrMask
1.3.6.1.4.1.171.12.9.2.2.1.4
ACL-MIB

IP Address
IpAddress
Read-Create
Current

SWACLIpEnNtry
None
This object Specifies IP address mask for the sour

k.
on IP address are

address are
IP

ss are currently
s entry of

IP address or
d as it meets

ce IP address.
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Show ACL |IP Address Mask
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.5

Object name swACLIpDstlpAddrMask
Object ID 1.3.6.1.4.1.171.12.9.2.2.1.5
Module ACL-MIB

Base syntax IP Address

Composed syntax IpAddress

Access Read-Create

Status Current

Parent node SWACLIpEnNtry

First child None

Description This object Specifies the IP address mask for the
address.

Show ACL IP Rule Dscp
snmpwalk -v2c -¢ public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.6

Object name SWACLIpUseDSCP
Object ID 1.3.6.1.4.1.171.12.9.2.2.1.6
Module ACL-MIB
Base syntax Integer
Composed syntax INTEGER
Access Read-Create
Status Current
Value list 1: enabled(1)
2: disabled(2)
Parent node SWACLIpEnNtry
First child None
Description This object indicates DSCP protocol is is examined

Show ACL IP Use Protocol Type
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.7

Object name SWACLIpUseProtoType
Object ID 1.3.6.1.4.1.171.12.9.2.2.1.7
Module ACL-MIB
Base syntax Integer
Composed syntax INTEGER
Access Read-Create
Status Current
Value list 1: none(1)
2: icmp(2)
3:  igmp(3)
4: tcp(4)
5: udp(b)
6: protocolld(6)
Parent node SWACLIpEnNtry
First child None
Description That object indicates which protocol will be exami

destination IP

or not.

ned.
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Show ACL IPICMP Option
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.8

Object name swACLIplcmpOption
Object ID 1.3.6.1.4.1.171.12.9.2.2.1.8
Module ACL-MIB
Base syntax Integer
Composed syntax INTEGER
Access Read-Create
Status Current
Value list 1: none(1)
2:  type(2)
3: code(3)
4: type-code(4)
Parent node SWACLIpEnNtry
First child None
Description This object indicates which fields should be fille d in of ICMP.

none(1)- two fields are null.

type(2)- type field should be filled in.

code(3)- code field should be filled in.

type-code(4)- not only type fileld but code field should be filled
in.

Show ACL IP IGMP Option
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.9

Object name swWACLIplgmpOption
Object ID 1.3.6.1.4.1.171.12.9.2.2.1.9
Module ACL-MIB
Base syntax Integer
Composed syntax INTEGER
Access Read-Create
Status Current
Value list 1: enable(1)
2: disable(2)
Parent node SWACLIpEntry
First child None
Description This object indicates Options of IGMP is examined or not.
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Show ACL IP TCP Option

snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.10

Object name
Object ID
Module

Base syntax
Composed syntax
Access

Status

Value list

Parent node
First child
Description

SWACLIpTcpOption
1.3.6.1.4.1.171.12.9.2.2.1.10
ACL-MIB

Integer
INTEGER
Read-Create
Current

other(1)
2: dst-addr(2)
3:  src-addr(3)
4:  dst-src-addr(4)

SWACLIpEnNtry
None
This object indicates the status of filtered addre

other(1) - Neither source port nor destination por

masked.

dst-addr(2) - recieved frames's destination port a

currently used to be filtered .

src-addr(3) - recieved frames's source port are cu
used to be filtered .

dst-src-addr(4) - both recieved frames's destinati

source port are currently used to be filtered .

Show ACL IP UDP Option

snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.11

Object name
Object ID
Module

Base syntax
Composed syntax
Access

Status

Value list

Parent node
First child
Description

SWACLIpUdpOption
1.3.6.1.4.1.171.12.9.2.2.1.11
ACL-MIB

Integer
INTEGER
Read-Create
Current

other(1)
2: dst-addr(2)
3. src-addr(3)
4:  dst-src-addr(4)

SWACLIpEnNtry
None
This object indicates the status of filtered addre

other(1) - Neither source port nor destination por

masked.

dst-addr(2) - recieved frames's destination port a

currently used to be filtered .

src-addr(3) - recieved frames's source port are cu
used to be filtered .

dst-src-addr(4) - recieved frames's destination po
source port are currently used to be filtered.

ss of TCP.
tare

re

rrently

on port and

ss of UDP .
tare

re

rrently

rtor
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Show ACL IP TCP Port UDP Src port Mask
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.12

Object name SWACLIpTCPorUDPSrcPortMask
Object ID 1.3.6.1.4.1.171.12.9.2.2.1.12
Module ACL-MIB

Base syntax Octet String

Composed syntax OCTET STRING

Access Read-Create

Status Current

Value list 1: 2.2

Parent node SWACLIpEnNtry

First child None

Description Specifies a TCP port mask for the source port if

sWACLIpUseProtoType is TCP Specifies a UDP port mas
port if swACLIpUseProtoType is UDP.

Show ACL IP TCP Port UDP Dst port Mask
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.13

Object name sWACLIpTCPorUDPDstPortMask
Object ID 1.3.6.1.4.1.171.12.9.2.2.1.13
Module ACL-MIB

Base syntax Octet String

Composed syntax OCTET STRING

Access Read-Create

Status Current

Value list 1: 2.2

Parent node SWACLIpEnNtry

First child None

Description Specifies a TCP port mask for the destination port

swWACLIpUseProtoType is TCP
Specifies a UDP port mask for the destination port
SWACLIpUseProtoType is UDP.

Show ACL IP TCP Flag Bit
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.14

Object name sWACLIpTCPFlagBit
Object ID 1.3.6.1.4.1.171.12.9.2.2.1.14
Module ACL-MIB
Base syntax Integer
Composed syntax INTEGER
Access Read-Create
Status Current
Value list 1: enable(1)
2: disable(2)
Parent node SWACLIpEntry
First child None
Description Specifies a TCP connection flag mask.

k for the source
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Show ACL IP TCP Flag Bit Mask

snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.15

Object name
Object ID
Module

Base syntax
Composed syntax
Access

Status

Value list 1:

Parent node
First child
Description

swWACLIpTCPFlagBitMask
1.3.6.1.4.1.171.12.9.2.2.1.15
ACL-MIB

Integer
INTEGER
Read-Create
Current
0..63

SWACLIpEnNtry

None

A value which indicates the set of TCP flags that
entity may potentially offers. The value is a sum
sum initially takes the value zero, Then, for each
in the range 1 through 6, that this node performs
transactions for, 2 raised to (L - 1) is added to

Note that values should be calculated accordingly:

Flag  functionality
6 urg bit

5 ack bit

4 psh bit

3 rst bit

2 syn bit

[EEN

fin bit
For example,it you want to enable urg bit and ack
should set vlaue 48(27(5-1) + 2/(6-1)).

Show ACL IP Protocol 1D Option

snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.16

Object name
Object ID
Module

Base syntax
Composed syntax
Access

Status

Value list 1:

Parent node
First child
Description
field or not.

swACLIpProtolDOption
1.3.6.1.4.1.171.12.9.2.2.1.16
ACL-MIB

Integer
INTEGER
Read-Create
Current
enable(1)
2. disable(2)

SWACLIpEnNtry
None
Specifies that the switch will examine each frame'

this
. This
flag, L,

the sum.

bit,you

s Protocol ID
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Show ACL IP Protocol 1D
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.17

Object name swACLIpProtolIDMask
Object ID 1.3.6.1.4.1.171.12.9.2.2.1.17
Module ACL-MIB

Base syntax Octet String

Composed syntax OCTET STRING

Access Read-Create

Status Current

Value list 1: 4.4

Parent node SWACLIpEnNtry

First child None

Description Specifies that the rule applies to the IP protocol

options behind the IP header.

Show ACL IP Protocol ID Mask
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.18

Object name swWACLIpRowStatus
Object ID 1.3.6.1.4.1.171.12.9.2.2.1.18
Module ACL-MIB
Base syntax Integer
Composed syntax RowStatus
Access Read-Create
Status Current
Value list 1: active(1)
2: notinService(2)
3: notReady(3)
4. createAndGo(4)
5: createAndWait(5)
6. destroy(6)
Parent node SWACLIpEnNtry
First child None
Description This object indicates the status of this entry.

ID and the mask
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P ask Information 0 680 |
ptioh | UDF Option | TCP or UDP Source Part Mask | TCP or UDP Destination Port Mask | TCP Flag Bit | TCP Flag Bit Magk | Pratocal 1D Option | Protocal ID | Pratocol ID Mask | Row Status
other 0000 0000 disable 0 disatle 25 00000000 active IRcfitzsin
Add
£ >
IF Mask 1D TCP or UDP Srouce Port Mask
IP Address Mask State other ~+| TCP or UDP Destination Port Mask,
J nformation: 192.168.0 O
£ T L Lk . 1} L ; 1] = . L = # L F . L 1} L
other 0000 0000 disable 0 disable E 00000000 aclive el
Add
¥l (S
IF Mask 1D TCP or UDP Srouce Port Mask
IP Address Mask State other ~| TCP or UDP Destination Port Magk
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Show ACL IP Rule Profile ID
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.1

Object name swACLIpRuleProfileID
Object ID 13.6.1.4.1.171.129.3.2.1.1
Module ACL-MIB
Base syntax Integer
Composed syntax INTEGER
Access Read-Only
Status Current
Value list 1: 1..255
Parent node SWACLIpRuleEntry
First child None
Description The ID of ACL mask entry ,and is unique in the mas

Show ACL IP Rule Access ID
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.2

Object name sSWACLIpRuleAccessID
Object ID 1.3.6.1.4.1.171.12.9.3.2.1.2
Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Only

Status Current

Value list 1: 0..65535

Parent node swACLIpRuleEntry

First child None

Description The ID of ACL rule entry relate to swACLIPRuleProf

while row creation Set to 0 to indicate assign Acc
automatically for the ports in the swACLIpRulePort
entries for swACLIpRulePort accordingly.

Set to 1-65535 indicates to create the exact acces
swWACLIpRulePort and the swACLIpRulePort must set on
otherwise the row creation will

be fail.

k list.

ilelD.
ess ID
to create Rule

s ID for the
e port only
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Show ACL IP Rule Vlan
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.3

Object name sWACLIpRuleVlan

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.3

Module ACL-MIB

Base syntax Octet String

Composed syntax SnmpAdminString

Access Read-Create

Status Current

Value list 1: 1..32

Parent node SWACLIpRuleEntry

First child None

Description Specifies that the access will apply to only

Show ACL IP Rule Src IP Address
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.4

Object name swACLIpRuleSrclpaddress

Object ID 1.3.6.1.4.1.171.129.3.2.1.4
Module ACL-MIB

Base syntax IP Address

Composed syntax IpAddress

Access Read-Create

Status Current

Parent node SWACLIpRuleEntry
First child None
Description Specific an IP source address.

Show ACL IP Rule Dst IP Address
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.5

Object name swACLIpRuleDstlpaddress

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.5
Module ACL-MIB

Base syntax IP Address

Composed syntax IpAddress

Access Read-Create

Status Current

Parent node SWACLIpRuleEntry
First child None
Description Specific an IP destination address.

to this VLAN.
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Show ACL IP Rule Dscp
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.6

Object name swACLIpRuleDscp

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.6
Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: 0..63

Parent node SWACLIpRuleEntry

First child None

Description Specific the value of dscp, the value can be confi gured 0 to 63

Show ACL IP Rule Protocol
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.7

Object name swWACLIpRuleProtocol
Object ID 1.3.6.1.4.1.171.12.9.3.2.1.7
Module ACL-MIB
Base syntax Integer
Composed syntax INTEGER
Access Read-Only
Status Current
Value list 1: none(1)
2: icmp(2)
3:  igmp(3)
4:  tcp(4)
5: udp(b)
6: protocolld(6)
Parent node swACLIpRuleEntry
First child None
Description Specifies the IP protocol which has been configure din

SWACLIpEnNtry .

Show ACL IP Rule Protocol
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.8

Object name SWACLIpRuleType

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.8
Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: 0..255

Parent node swACLIpRuleEntry

First child None

Description Specific that the rule applies to the value of ic mp type traffic.
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Show ACL IP Rule Code
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.9

Object name swACLIpRuleCode

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.9
Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: 0..255

Parent node SWACLIpRuleEntry

First child None

Description Specific that the rule applies to the value of icm

Show ACL IP Rule Src Port
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.10

Object name swACLIpRuleSrcPort

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.10
Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: 0..65535

Parent node SWACLIpRuleEntry

First child None

Description Specific that the rule applies the range of tcp/ud

p code traffic.

p source port
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Show ACL IP Rule Dst Port
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.11

Object name swACLIpRuleDstPort

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.11
Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: 0..65535

Parent node SWACLIpRuleEntry

First child None

Description Specific the range of tcp/udp destination port ran ge

Show ACL IP Rule Flag Bits
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.12

Object name swACLIpRuleFlagBits

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.12

Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: 0..63

Parent node SWACLIpRuleEntry

First child None

Description A value which indicates the set of TCP flags that this
entity may potentially offers. The value is a sum . This
sum initially takes the value zero, Then, for each flag, L,
in the range 1 through 6, that this node performs
transactions for, 2 raised to (L - 1) is added to the sum.

Note that values should be calculated accordingly:

Flag functionality

6 urg bit

5 ack bit

4 psh bit

3 rst bit

2 syn bit

1 fin bit

For example,it you want to enable urg bit and ack bit,you

should set vlaue 48(27(5-1) + 2/(6-1)).
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Show ACL IP Rule Protocol ID
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.13

Object name swACLIpRuleProtolD

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.13
Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: 0..255

Parent node swACLIpRuleEntry

First child None

Description Specific that the rule applies to the value of ip
traffic

Show ACL IP Rule User Mask
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.14

Object name swACLIpRuleUserMask
Object ID 1.3.6.1.4.1.171.12.9.3.2.1.14
Module ACL-MIB

Base syntax Octet String

Composed syntax OCTET STRING

Access Read-Create

Status Current

Value list 1: 4.4

Parent node SWACLIpRuleEntry

First child None

Description Specific that the rule applies to the ip protocol

of options behind the IP header.

protocol id

id and the range
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Show ACL IP Rule Enable Priority
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.15

Object name swACLIpRuleEnablePriority

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.15
Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: enabled(1)

2: disabled(2)

Parent node swACLIpRuleEntry

First child None

Description Specifies that the access will apply only to packe
priority value.

Show ACL IP Rule Priority
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.16

Object name SWACLIpRulePriority

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.16

Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: 0..7

Parent node SWACLIpRuleEntry

First child None

Description Specific the priority will change to the packets w

swACLIpRuleEnablePriority is enabled .

Show ACL IP Rule Replace Priority
snmpwalk -v2c -¢ public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.17

Object name sWACLIpRuleReplacePriority

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.17
Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: enabled(1)

2: disabled(2)

Parent node SWACLIpRuleEntry

First child None

Description Specific the packets that match the access profile
802.1p priority tag field by the switch or not .

ts with

hile the

will changed the
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Show ACL IP Rule Enable Replace Dscp
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.18

Object name swACLIpRuleEnableReplaceDscp
Object ID 1.3.6.1.4.1.171.12.9.3.2.1.18
Module ACL-MIB
Base syntax Integer
Composed syntax INTEGER
Access Read-Create
Status Current
Value list 1: enabled(1)
2: disabled(2)
Parent node swACLIpRuleEntry
First child None
Description Indicate weather the DSCP field can be over-write

Show ACL IP Rule Enable Replace Dscp
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.19

Object name swACLIpRuleRepDscp
Object ID 1.3.6.1.4.1.171.12.9.3.2.1.19
Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: 0..63

Parent node SWACLIpRuleEntry

First child None

Description specify a value to be written to the DSCP field of
packet

that meets the criteria specified in the first par
This value will over-write the value in the DSCP f

or not.

an incoming

t of the command.
ield of the packet.
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Show ACL IP Rule Permit
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.20

Object name swACLIpRulePermit

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.20

Module ACL-MIB

Base syntax Integer

Composed syntax INTEGER

Access Read-Create

Status Current

Value list 1: deny(1)
2: permit(2)
3:  mirror(3)

Parent node SWACLIpRuleEntry

First child None

Description This object indicates resoult of examination is pe rmit or
deny;default is permit(1)
permit - Specifies that packets that match the acc ess profile are
permitted to be forwarded by the switch.
deny - Specifies that packets that do not match th e access profile
are not permitted to be forwarded by the switch and will be filtered.
mirror - Specifies the packets that match the acce ss profile are
sent the copied one to the mirror port.
Note : ACL mirror function will be worked after mi rror enabled and

mirror port has
been configured.

Show ACL IP Rule Port
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.21

Object name swACLIpRulePort

Object ID 1.3.6.1.4.1.171.12.9.3.2.1.21
Module ACL-MIB

Base syntax Octet String

Composed syntax PortList

Access Read-Create

Status Current

Value list 1: 0..127

Parent node swACLIpRuleEntry

First child None

Description Specifies that the access will apply to only to p ort(s).
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Show ACL IP Rule Row Status
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.22

Object name swACLIpRuleRowStatus
Object ID 1.3.6.1.4.1.171.12.9.3.2.1.22
Module ACL-MIB
Base syntax Integer
Composed syntax RowsStatus
Access Read-Create
Status Current
Value list 1: active(1)
2: notinService(2)
3: notReady(3)
4. createAndGo(4)
5: createAndWait(5)
6: destroy(6)
Parent node SWACLIpRuleEntry
First child None
Description This object indicates the status of this entry.
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B IP Rule- 192.168.0.1

Profile ID | Access D | Source IP Address | Destination |P Address | DSCP | Protocol IGMP | Source Port | Destination Port | Flag Bits | Protocol D
1 1 192.168.0.10 0.0.00 285 none diz.. dis.. 258 285 i} 285

|
|

£ IP Rule: 192.168.0.1

D | Uszer Mazk | Enable Priarity | Pricrity | Replace Priarity | Enable Replace DSCP | Replace D5CP | Permit | Part | R Rate | TimeH ange Marme | Row Status |
00000000 disabled 2585 dizabled dizabled 255 dery 0. 0 active

B
v
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The Example of creating IP ACL

Create a IP Profile

SNMP Command:

snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.3.10i 4
1.3.6.1.4.1.171.12.9.2.2.1.4.10 a 255.255.255.255 1.3.6.1.4.1.171.12.9.2.2.1.510 a
255.255.255.255 1.3.6.1.4.1.171.12.9.2.2.1.19.10i 4

Step 1. Set up the ACL IP Address Mask State
snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.3.10i 4
10=> Profile ID

Step 2. Set up the Source IP Mack
snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.4.10a 255.255.255.255
255.255.255.259 Source IP Mask

Step 3. Set up the Destination Mask
snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.1.171.12.9.2.2.1.5.10 a 255.255.255.255
255.255.255.25% Destination IP Mask

Step 4. Create and go
snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.1.171.12.9.1.1.1.19.10i 4

Create a IP Profile

SNMP Command:

snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.4.10.20 a 192.168.0.20
1.3.6.1.4.1.171.12.9.3.2.1.5.10.20 a 192.168.0.30 1.3.6.1.4.1.171.12.9.3.2.1.20.10.20i 1
1.3.6.1.4.1.171.12.9.3.2.1.21.10.20 x 0002000000000000 1.3.6.1.4.1.171.12.9.3.2.1.24.10.20i 4

Step 1. Set up Source IP
snmpset -v2c -c private .168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.4.10./1a192.168.0.20
192.168.0.20=» Source MAC

= Rule ID
Step 2. Set up Destination IP
snmpset -v2c -c private .168.0.1 1.3.6.1.4.1.171.12.9.3.2.1.5.10./1a192.168.0.30
192.168.0.20=» Destination MAC

Step 3. Set the Rule Permit
snmpset -v2c -c private .168.0.1 1.3.6.1.4.1.171.12.9.3.1.1.20.10./ i 1

Step 3. Enable Port 1
snmpset -v2c - private .168.0.1 1.3.6.1.4.1.171.12.9.3.1.1.21.10.- ©' x 0002000000000000
0002000000000006» 0002 = 0000 0000 0000 OO®» Port 15

Step 4. Active the Rule
snmpset -v2c -c private .168.0.1 1.3.6.1.4.1.171.12.9.3.1.1.24.10.°01i 4
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