
How to create IP ACL via NETSNMP in DGS-3420 series? 

 

The OIDs for configuring IP ACL in DGS-3420 series are defined in 

ACLMGMT-MIB. 

 

(Formal release DGS-3420_Series_A1_MIB_of_FW_v1.00.023 in PMD) 

 

# swACLIpTable 

 
 

 

 

 

 

 

 

 

 

 

 

 



# swACLIpIpAddrMaskState 

 
# swACLIpSrcIpAddrMask 

 

# swACLIpDstIpAddrMask 

 



# swACLIpRowStatus 

 
 

# swACLIpProfileName 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



# swACLIpRuleTable 

 

# swACLIpRuleSrcIpaddress 

 

# swACLIpRuleDstIpaddress 

 



# swACLIpRulePermit 

 

 

# swACLIpRulePort 

 

 

 

 

 

 

 

 



# swACLIpRuleRowStatus 

 

 

 

The example below is to configure IP ACL to deny traffic from Source_IP 

192.168.0.20 to Destination_IP 192.168.0.30 on port 1 to port 16 of DGS-3420. 

 



Step1. Create Access_Profile ID 5, Source_IP_Mask 255.255.255.255 & 

Destination_IP_Mask 255.255.255.255 

 

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.2.1.3.5 i 4 

1.3.6.1.4.1.171.12.9.2.2.1.4.5 a 255.255.255.255 1.3.6.1.4.1.171.12.9.2.2.1.5.5 a 

255.255.255.255 1.3.6.1.4.1.171.12.9.2.2.1.19.5 i 4 1.3.6.1.4.1.171.12.9.2.2.1.23.5 s 

test 

 

 

 

 

 

 

 

 

 

 

 

 



Step2. Configure Access ID 20, Source_IP 192.168.0.20, Destination_IP 192.168.0.30, 

port range from 1-16. 

 

F equal to 4 ports. 

 

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.2.1.4.5.20 a 192.168.0.20 

1.3.6.1.4.1.171.12.9.3.2.1.5.5.20 a 192.168.0.30 1.3.6.1.4.1.171.12.9.3.2.1.20.5.20 i 1 

1.3.6.1.4.1.171.12.9.3.2.1.21.5.20 x ffff000000000000 

1.3.6.1.4.1.171.12.9.3.2.1.22.5.20 i 4 

 

 


