How to create IPACL viaNETSNMP in DGS-3420 series?

The OIDs for configuring IPACL in DGS-3420 series are defined in
ACLMGMT-MIB.

(Formal release DGS-3420 Series A1 MIB_of FW_v1.00.023in PMD)
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The example below isto configure IPACL to deny traffic from Source IP
192.168.0.20 to Destination 1P 192.168.0.30 on port 1 to port 16 of DGS-3420.

DG5-3420-265C Gigabit Ethernet switch
Command Line Interface

Firmware: Build 1.00.8031
Copyright({C) 2011 p-Link Corporation. All rights reserved.

UsernName:
PassWord:

DGS-3420-265C :admin#show switch
Command: show switch

Device Type ! DG5-3420-265C Gigabit Ethernet switch
MAC Address ¢ 34-0B-04-AC-2C-00

IP Address : 10.90.90.90 (Manual)

VLAN Name : default

Subnet Mask  255.0.0.0

pefault Gateway :0.0.0.0

BootT PROM Version : Build 1.00.006

Firmware version : Build 1.00.B031

Hardware version oAl

Serial Number : QT441E3000019

em Location !
tem Uptime : 0 days, O hours, 46 minutes, 11 :

System Contact :
Spanning Tree : Disabled
GVRP : Disabled
IGMP Snooping : Disabled
MLD Snooping : Disabled
RIP : Disabled
RIPNg : Disabled
VLAN Trunk : Disabled
Telnet : Enabled (TCP 23)

DG5-3420-265C : admin#




Stepl. Create Access ProfileI D 5, Source IP_Mask 255.255.255.255 &
Destination_IP_Mask 255.255.255.255

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.2.1.35i 4
1.3.6.1.4.1.171.12.9.2.2.1.4.5 2 255.255.255.255 1.3.6.1.4.1.171.12.9.2.2.1.5.5 a
255.255.255.2551.3.6.1.4.1.171.12.9.2.21.1951 41.3.6.1.4.1.171.12.9.2.21.235s
test

N Administrztor: C\Windows) Syste =l J

C:sHindowsssystend? *snmpset —v2c —c¢ private 18.780.96.98 1_.3.6 171.12.9.2.2
1.3.5i41.3.6.1.4.1.141.12.9.2.2.1.4.5 a 255_.255.255.255 1.3.6.1.4.1.171.12.9
1.2.2.1.5.5 a 255_.255.255.2556 1.3.6.1.4.1.171.12.9.2.2.1.19.5 i 4 1.3.6.1.4.1.171
12.92.2.2.1.23.5 5 test
SHMPu2-5HI : zenterprises.171.12.2.2.2.1.3
SHMPu2-5H enterprizes . 171.12.9.2_2.1.4
EHMPuv2-5H enterprizses 171.12.9.2_2.1.5
22211
2.2.2.1.2

o [EF. %
A

.5 = INTEGER: 4
.5 IpAddress: 255.255.255.255
5 IpAddress: 255.255.255.255
= INTEGER: 4

EMMPu2-5SHMI : ;enterprizes.171.12 .5
.5 = ETRING: '"test"

SMMPv2-5HMI: ;enterprises.171.12

?
3

C:sHindowsssystemnd2 >

DGS-3420-265C: admin#show access_profile
Command: show access_profile

Access Profile Table
User Set Rule Entries : O

Used HW Entries 10
Available HW Entries : 1536

MASK oOn
Source IP
Dest IP

lable HwW Entries

SC :admin#




Step2. Configure Access I D 20, Source IP 192.168.0.20, Destination_IP 192.168.0.30,
port range from 1-16.

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.2.1.4.5.20 a 192.168.0.20
1.3.6.1.4.1.171.12.9.3.2.1.5.5.20 2192.168.0.30 1.3.6.1.4.1.171.12.9.3.2.1.20.5.20i 1
1.3.6.1.4.1.171.12.9.3.2.1.21.5.20 X

1.3.6.1.4.1.171.12.9.3.21.225.20i 4

@ Administrator: Ciindows

C:sWindowsssystemd2 >snmpset —v2c —c private 10.98.90.98 1.3.6.1.4.1.1'711.12.9.3.2
1.4.5.280 a 192 .168.80.280 1.3.6.1.4.1.171.12.9.3.2.1.5.5.20 a 192.168.8.30 1.3.6.
1.4.1.1471.12.9.3.2.1.280.5.20 i 1 1.3.6.1.4.1.171.12_.9.3.2.1.21.5.20 x ffffooponn
gaeeEe 1.3.6.1.4.1.171.12.9.3.2.1.22.5.28 i 4

SHMPuv2-5MI: ;enterprises 171 .12 _9.3.2.1.4.5.280 = IpAddress: 192.168.8.20
ENMPuv2-5MI: tenterprises 171 .12 _9.3.2.1.5.5.280 = IpAddress: 192.168.8.30
SHMPu2—-8MI: zenterprises . 171.12_9.3.2.1.20.5_208 INTEGER: 1

SHMPu2—-8MI: zenterprises . 171.12_.9.3.2.1.21.5_.28 Hex—STRING: FF FF B8 B8 08 B8 B
a @8

SHMMPu2—-8SMI: zenterprises . 171.12_9.3.2.1.22.5.20 INTEGER: 4

C“Uindows system32>
able HW Entries

Profile ID: 5 Profile name: test
MASK on

source IP
Dest IP

Match on
Source : 192.168.0. 20
pest IP + 192.168.0. 30

Action:

DGS-3420-265C : admin#




