How to use SNMP to set IP ACL on DGS-3100

B CLI command:

create access_profile profile_id 1 ip source_ip_mas k 255.255.255.255

B SNMP Command:
Step 1) before next step, use the following OID (from MIB “qosclimib.mib” -> “rlQosFreelndexesValue.1”) to get free

“acl” index, for this time the free index is “3”

snmpwalk v2ccprvale 10909000 1 36 14 T 171 109480 80 88 25 1 2 1

SNMPy2.SME anternrises 171 1094 80 80 BR 06 1 D ] = INTEGER: |

Step 2) using the MIB “gosclimib.mib” -> “rIQosTupleTable”, create and go an ACL profile with L3 IPv4 +
Source_IP_ Mask 255.255.255.255, (but not finish the creating yet, you need to finish the whole step 1~4):

snmpset 2o w0 private 109009090 1 36 T4 1171 100480808351 2

L8 L 1Y L0 84 89 88 88 60 410 0000000 A00000N0Y
136141171 1094898988516 10

2 rip-src (2)
createAndGo (4)
the key value is used for creating an entry; it's a free ACL index from step 1

1.3.6.1.4.1.171.10.94.89.89.88.5.1.4 = using for th e type with masks (Octectstring), see detail at NOT E 1.

NOTE 1:
For “ rlQosTupleTable”, there are two tuple values; the actual mask valuei s stored in rlQosTupleValuel or
rlQosTupleValue2 according to type:

1) rlIQosTupleValuel : 1.3.6.1.4.1.171.10.94.89.89.88.5.1.3
Valuel is defined as an integer and it is used to configure integer tuples

2) rlQosTupleValue2 : 1.3.6.1.4.1.171.10.94.89.89.88.5.1.4
Value2 is defined as octet string and it is used for tuples with masks (for example mac address + wildcard).

Step 3) using the MIB “gosclimib.mib” ->“rlQosAclTable”, to create and go the ACL index and type:

snmpset oo prvale 10909090 136 14 L7 1094808988 (1 3 Ll

186141 1717004808088 /1 20 D000 1X 41 A8 c R
18614111 1094898988714 U114

means ACL1
The hex of “ACL1”"

Step 4) before next step, use the following OID (from MIB “qosclimib.mib” -> “rlQosFreelndexesValue.3”) to get free

“acl” index , the free index is “

snmpwalk vZe qe privale 10909090 136141171 1094898988251 2

ShMEVD SMEenterprices 171 1004 80 80 88 5 1 0 D= [NIEGER: |




Step 5) Final step, using the MIB “gosclimib.mib” ->“rlQosAceTidxTable”, to set the command with the free index

value from step 3:

snmpset-v2e cprvale 108000901 36 141 171 100489898831 13 Lo
136141 1711009489898 31 1.4 100001 01
Lab6 141 1/l 1094808088 51 15 100 L 10

1361411/ 10948989 883116 00001 10
1836 141171 100489898831 1 4 0000 1 14

means ACL1
free “acl” index number from step 4.
the same value from stepl, which stand for the free ACL index of this example.
1.3.6.1.4.1.171.10.94.89.89.88.31.1.5 = using when creates ACL profile type is “IP (0)"; see the detai | at
NOTE 2.

N@TE 2.
For “ rIQosAceTidxTable”, there are 8 TidxTuple values; the index pointed in rlQosAceTidxTuple<n>
should match rlQosTuplelndex (see NOTE 1), and separate into two parts accordin g to rlQosAclIType:
1) If rlQosAcIType = 'mac' :
rlQosAceTidxTuplel (1.3.6.1.4.1.171.10.94.89.89.88.31.1.5) = Source Mac Mask
rlQosAceTidxTuple2 (1.3.6.1.4.1.171.10.94.89.89.88.31.1.6) = Destination Mac Mask
rlQosAceTidxTuple3 (1.3.6.1.4.1.171.10.94.89.89.88.31.1.7) = VLAN
rlQosAceTidxTuple4 (1.3.6.1.4.1.171.10.94.89.89.88.31.1.8) = 802.1p

rlQosAceTidxTupleb (1.3.6.1.4.1.171.10.94.89.89.88.31.1.9) = Ethernet Type

2) If rlQosAcIType ="IP!

rlQosAceTidxTuplel (1.3.6.1.4.1.171.10.94.89.89.88.31.1.5) = according to ACE type (IP, TCP, UDP, ICMP, IGMP,
IPv6, etc...).

rlQosAceTidxTuple2 (1.3.6.1.4.1.171.10.94.89.89.88.31.1.6) = Source IP Mask

rlQosAceTidxTuple3 (1.3.6.1.4.1.171.10.94.89.89.88.31.1.7) = Destination IP Mask if ICMP or IGMP, else Source
Port Mask.

rlQosAceTidxTuple4 (1.3.6.1.4.1.171.10.94.89.89.88.31.1.8) = ICMP/IGMP Type if ICMP or IGMP, else Destination
IP Mask.

rlQosAceTidxTupleb (1.3.6.1.4.1.171.10.94.89.89.88.31.1.9) = ICMP Code if ICMP or IGMP, else Destination Port
Mask.

rlQosAceTidxTuple6 (1.3.6.1.4.1.171.10.94.89.89.88.31.1.10) = if ACL type is IP then Dscp

rlQosAceTidxTuple7 (1.3.6.1.4.1.171.10.94.89.89.88.31.1.11) = TCP Flag Mask



B CLI command:
Source IP, Deny :

config access profile profile_id 1 add access_id 1 ip source_ip 10.0.192.178 port 4 deny

B SNMP Command:
Step 1) before next step, use the following OID (from MIB “gosclimib.mib " -> “rlQosFreelndexesValue.1 ) to get free

“acl” index, for this time the free index is “1”

snmpwalk v2e cprivate 109090901 86 1411 171 109489 BO 88 26 10 1

SNMBEVZ-SME enterprises 171 1094 89 89 88 261 211 = INTEGER

Step 2) using MIB “gosclimib.mib” ->“rlQosTupleTable”, to add the new access id 1with Src.IP 10.0.192.178

snmpset /2o w0 private 109090901 36 T4 1 171 100480808351 2

Lag g L 0848080 88 ol 4 X OADUGOREONCO0000
Lteoldl 171 1094898988515 1

2 rip-src (2)
Src.IP address 10.0.192.178 in Hex
createAndGo (4)

the key value is used for creating a entry, it's a free ACL index from step 1

Step 3) using the MIB “gosclimib.mib” ->“rIQosAclTable”, to

shmpsel vZ2e epnvale 109090001 36 1 4 1 171 1004808088719 x @ 414 ]

186141 /11084898088 /128 136141 1/1 10948980988/ 4 i

hex of “ACL11", means access_id 1
1: corresponds to rule_id, access_id 1
ip(2)
createAndGo (4)

Step 4) Before next step, use the following OID to get free “acl” index , for this time, the free index is “60":

snmpwalk vZe ¢ privale 109009090 1 86 14 1 171 109489 8988 251 23

SNMBPYZSME enferprises 171 1094 89 89 88 26 1 2 3 - INTEGER

Step 5) using MIB “gosclimib.mib” ->“rlQosAceTidxTable”, to set the command with the free index from step 3:

shmpset e cpvale 10900090 1 36 14T 171 100480898831 A 11 | |
136141 1711094898088 31 1651 jQ

106141 1711094898988 51161 1
136 1411/110948989 88311 31 i
1836141171 10048989883 1 141 1 14

60: free “acl” index number from step 4
Hip (1)
free “acl” index number from step 1
. deny (2)



. createAndGo (4)
Step 6) Using another MIB “rIActionAcl.mib” ->“rlActionAclTable”,

sampsetV2c coivate 10909090 E 86 14T 171 1084898 130 11 2 T x 000
136141 /110848980 1301 21 138141 1/ 108948980 20 1 141

1361411/ 10948989150 11611 1536141171 109489891501 16117

port 4
none(1)
. createAndGo (4)

0: The two fields are not used for this command, so the value is 0



