How to setup IP ACL on DES-3200 / C1 via SNMP
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ACLMGMT-MIB: swAclMaskMgmt — swACLIpTable — 1.3.6.1.4.1.171.12.9.2.2

Example | Create an IP ACL profile

cL create access_profile profile_id 1 profile_name ip source_ip_mask 255.255.255.255
destination_ip_mask

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.2.1.3.1i4
1.3.6.1.4.1.171.12.9.2.2.1.4.1 2 255.255.255.255

CMD 1.3.6.1.4.1.171.12.9.2.2.1.5.1 a

1.3.6.1.4.1.171.12.9.2.2.1.19.114 1.3.6.1.4.1.171.12.9.2.2.1.23.1 x

SNMP

4 = for both src-ip-mask and dst-ip-mask check: dst-src-ip-addr(4)

255.255.255.255 = source IP mask check (swACLIpSrclpAddrMask)

Description

4 = Action “createAndGo(4)”

Packet Example Create_IP_ACL-src-d

st-ip-mask.pcap

Example | Delete an IP ACL profile

CLI delete access_profile profile_id
CMmMD snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.2.1.19.1i 6
SNMP
Description

6 = Action “destroy(6)”

Packet Example Delete IP_ACL_prof

ile.pcap
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Example | Add and IP ACL rules in this profile

config access_profile profile_id 1 add access_id 101 ip source_ip 10.180.21.97
destination_ip 195.200.95.38 port 1 permit

CLI

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.2.1.4.1.101 a

10.180.21.971.3.6.1.4.1.171.12.9.3.2.1.5.1.101 a

1.3.6.1.4.1.171.12.9.3.2.1.20.1.101i2 1.3.6.1.4.1.171.12.9.3.2.1.21.1.101 x
1.3.6.1.4.1.171.12.9.3.2.1.22.1.101 i 4

CMD

101 = IP ACL Access Rule ID 101

10.180.21.97 = source IP address (swACLIpRuleSrclpaddress)

SNMP
2 = Action “permit(2)” (swACLIpRulePermit)

Description

Packet Example Add-TP-ACL-Rules.p

cap

Example | Delete an Access Rule

CLI config access_profile profile_id 1 delete access_id 101
SNMP CMD snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.2.1.22.1.101 i 6
Description 101 = IP ACL Access Rule ID 101 6 = Action “destroy(6)”
Packet Example Delete_IP-ACL_Acce

ss_Rule.pcap




Relative OIDs

ACLMGMT-MIB: swAcIMaskMgmt — swACLIpTable — 1.3.6.1.4.1.171.12.9.2.2
















ACLMGMT-MIB: swAclRuleMgmt — swACLIpRuleTable — 1.3.6.1.4.1.171.12.9.3.2

























