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D-link Switch: DGS-3400 Firmware: R3 MIB File: V3
I[P MAC Port Binding All Port State

:» Command ::
snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.111723.3.1.0 2
(Warning: Enable All Port State would cause the svich heavy loading)

IP MAC Port Trap Log State

:: Command ::

Enable Trap Log State

snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.111723.1.1.0 2
Disable Trap Log State

snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.111723.1.1.0 B
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IP MAC Port Binding ACL Mode

:» Command ::

Enable IP MAC ACL Mode

snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.111723.1.2.0 2
Disable IP MAC ACL Mode

snmpget -v2c -c private 192.168.0.1 1.3.6.1.4.111723.1.2.0 B

IP MAC Port Binding Port State

ShowIP MAC Port Binding Port Index
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.3.2.1.1
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:» Command ::

Enable IP MAC Port Binding Port

snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.11723.3.2.1.2.0i 2
Disable IP MAC Port Binding Port

snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.11723.3.2.1.2.0i 3
10 =» Port Number

Dhject name
Ohject 1D
MaodLle

Base syntax
Composed syhtax
ArCrCess

Status

Walle list

Parent node
First child
Description

swIpiMacBindingPortState
1.361.4.1,171.12.23.3.2.1.2
IP-paC-BIMND-MIE

Integer
IMTEGER.
Read-write
CLirrent

1: other(1)
2 : enablel2)
3 disabl=(3)

swIpMacBindingPortEntry
More
This object enableldisable the IP-MAC binding on the specified port.,

ShowIP MAC Port Binding Port State
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.3.2.1.2

IP MAC Port Binding Entry

:» Command ::
Show IP MAC Port Binding IP Index
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.4.1.1.1

Dhject name swIpMacBindingIpIndes:

Chject ID 1.26.1.4.1.171.12.23.4.1.1.1
Module IP-MAC-BIMD-MIB

Base syntax IP Address

Composed syntax Ipaddress

ACCESS Read-Crly

Status CLrrent

Parent node swIphacBindingEntry

First child Mone
Description The IP address of IP-MAC binding.




D-link Switch: DGS-3400 Firmware: R3 MIB File: V3

Show IP MAC Port Binding Mac
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.4.1.1.2

Show IP MAC Port Binding Status
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.4.1.1.3
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Show IP MAC Port Binding Ports
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.4.1.1.4

Show IP MAC Port Binding Action
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.4.1.1.5
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Show IP MAC Port Binding Mode
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.4.1.1.6
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Create a IP MAC Port Binding Rule

Stepl. Create a IP Address Entry
snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.111723.4.1.1.3.92.168.0.1004
192.168.0.106> IP Address
I IP Index | FAL | Status| Portz | tode |
| 15280 00 Oat0Ga00a0a0 | ackve | "FRFFFFFT™ ARP

Step2. Set up port 1 for the IP Address Entry

snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.1117723.4.1.1.4.192.168.0.10@BR000000
800000002 Port 1

8 => 1000 (Binary)=1000 1 = portl 000= port2 — port 4

P Index | MAC | Status | Mode
192.168.0.100 | 000000000000 active| 000000 ARP

Step3. Set up MAC Address (AA-BB-CC-DD-EE-FF) for he IP Address Entry
snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.11%723.4.1.1.2.192.168.0.100 x
AABBCCDDEEFF

|| IF Index ] bd s ] Status| Forts | Mode
 192.168.0100 AABBCCODDEEFF |active 80000000 ARP

Step4. Set up IP MAC Port Binding Mode (ARP mode ACL mode)

snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.111723.4.1.1.6.192.168.0.10Q i
1 =>» ARP mode

2=>» ACL mode

IP Index | MAC | Status| Forts fMode |
192168.0.100 AABBCCDDEEFF  active 80000000 | ACL

Step 5. Enable Bind Ports
snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.111723.3.2.1.2.i 2
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Delete a IP MAC Port Binding Rule

Dhject namme
Chject ID
Madule

Base syntax
ACCess
Status
SECLENCE

Parent node
First child
Description

swipMacBindingBlockedT able
1.2.6.1.4.1.171.12.23.4.2
IP-MAC-BIMD-MIB

Sequence Of swipMacBindingBlockedErtry
MNot_Accessible

CLurrent

1:swipMacBindingBlockedWID - Integer
2:awIpMacBindingBlockedMac - Octet String
3:awIpMacBindingBlockedylantlame - Octet String
4:swlpMacBindingBlockedPort - Integer
SiswlpMacBindingBlockedType - Integer

swIphMacBindinghgrnt
swlpMacBindingBlockedEntry
The table specifies information of MAC address which was blocked,

We created two IP-MAC port binding records in thatsh.

create address_binding ip_mac ipaddress 192.188x0at_address AA-BB-CC-DD-EE-FF

ports 19 mode acl

create address_binding ip_mac ipaddress 192.168n@2 address AA-BB-CC-DD-EE-FF

ports 20 mode acl

Delete Command:

snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.1117723.4.1.1.392.168.0.20 6

snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.111723.4.1.1.392.168.0.196
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IP MAC Binding BlockedVID

:» Command :;

Show IP MAC Binding Blocked VID

snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.4.2.1.1

Dhject name
Chject ID
MUl

Base syntax
Corposed syrtax
ACcess

Status

Walle list

Parent node
First child
Description

swIpMacBindingBlockedy 1D
1.3.6.1.4.1.171.12.23.4.2.1.1
IP-MAC-BIMD-MIE

Integer
YWlanId
Read-Only
Current
1:1..4094

swIpMacBindingBlockedEntry
Mone
The object specifies WLAMN 1D,

Show IP MAC Binding Blocked Mac

snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.4.2.1.2

Chject namme
Chject ID
Madule

Base syntax
Composed syntax
ACCess

Status

Walle list

Parent node
Fir st child
Description

swpMacBindingBlockedMac
1.2.6.1.4.1.171.12.23.4.2.1.2
IP-MAC-BIMD-MIB

Cctet String
MacAddress
Read-Only
Current
1:6.6

swIpMacBindingBlockedEntry
MHone
The MaC address which was blocked,
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Show IP MAC Binding Blocked Vlan Name
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.4.2.1.3

Show IP MAC Binding Blocked Port
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.4.2.1.4
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Show IP MAC Binding Blocked Port
snmpwalk -v2c -c public 192.168.0.1 1.3.6.1.4.1.1223.4.2.1.5

Change IP MAC Binding Blocked Type

Delete the Record
snmpset -v2c -c private 192.168.0.1 1.3.6.1.4.1117723.4.2.1.5.0.21.242.169.11.1943
0.21.242.169.11.199 MAC Address 0015F2A90BC2

00 (Hex)=» 0 (Decimal)
15 (Hex)=>» 21 (Decimal)
F2 (Hex)=>» 242 (Decimal)
A9 (Hex)=>» 169 (Decimal)
0B (Hex)=>» 11 (Decimal)
C2 (Hex)=>» 194 (Decimal)



