How to setup IMPB on DES-3200 series (HW: C1, FW: 4.30) via SNMP
MIB: IP-MAC-BIND-MIB
Main OIDs:
IMPB Entry Mgmt: 1.3.6.1.4.1.171.12.23.4.1.1
IMPB Port State: 1.3.6.1.4.1.171.12.23.3.2.1.2
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1) IMPB Global Setting:

CLI Command SNMP Command

snmpset -v2¢ -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.1.1.0i 2

enable address_binding trap_log
2 = enabled ; 3 = disabled ; 1 = other

snmpset -v2c¢ -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.1.4.0i 1

enable address_binding dhcp_snoop
1 = enabled ; 2 = disabled

snmpset -v2c¢ -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.1.7.0i 1

enable address_binding dhcp_snoop ipv6
1 =enabled ; 2 = disabled

snmpset -v2c¢ -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.1.8.0i 1

enable address_binding nd_snoop
1 = enabled ; 2 = disabled

Objeot pame swIpMacBindingDHCE SnoopSiate
Object name swlpMacBind ingNDEnoopitate ObjestID 13614.1.171.1233.14
; Module IP-MAC-EIND-MIB
Object [D 136141171.122318 &
Module IP-MAC-BIND-MIE Base syt Integer
Composed symtax INTEGER.
hiceess Read-Waite
Blas somtax Integer Status e —
Composed symntax INTEGER Talne list 1t enabled (L)
2 : disabled
Arcess Read-Write BE
Status Current Parent node swIpMacBindingCtrl
Value List 1 : enabledil} il Hieim
o Deseription When the dhep_suoop funstion is enabled, all address_binding
2 disabled i2) il ot el R s s e il
Iearn IF ddresses through DHCP server ports (by DHCE OFFER
Pauent nods swIphacBindingCtl e
First child None The auto-learned [P-MAC binding entry will be mapped 1o a specific
Diescription Thiz object indicates the global state of ND snooping. e il e (o RNG it v i, Wity
ll be created. 2 an ACL-mode binding entry for fhis specific port
Eschentry is sssaciated with 2 Jease time. When the lesse time
[Object name swiphacEindingTrapLogState expizes, the exxpized. entry will be removed from this port. The
(Object ID 136.1411711223.1.1 amamatically leamed binding entry can be moved from ane port ta
Module IP-MAC-BIND-MIE another port if the DHCP snooping fonction hat learmed that the MAC
address hos moved to o different port.
[Base syt Integer
[y INTEGER Consider a case where DHCP snooping learms a binding entry, and the
lhctess Read- Wit same IE-MAC binding entry e been statically configured. Suppose
s Coment st the leamed information & consiskent with the shfically
configured entry, fhen the auiomatisally eamsd entry will mot be
etee i ; Da‘i’;i” creaied. Supposing that the entry has been statically configured in ARF
5 ;’“bbﬂ; mode, singe the eutomatically leaned entry will be erested in ACL
izable (7) mode, the entry will become an ACL mode entry. Supposing fhat the entry is
statically configused on one port and the enty is supmatically
[Parent node swIphfacBindingC il leanzd. om another port, then both entries vill exist.
[First child Hone
Description When enatiled. (2), whenever here is a new MAC that violates the pre-defined e (R, i e s s ), e e e iy
1P MAC Binding configurstion, & trap will be sent ont end the relevant information learned binding entries will be removed

will be logged into the system.



2) Port Table

CLI Command

SNMP Command

config address_binding ip_mac ports 1

arp_inspection strict

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.3.2.1.16.1i 2

l=portl

2 = strict mode ; 3 = loose mode ; 1 = disabled

config address_binding ip_mac ports 1

ip_inspection enable

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.3.2.1.17.1i 1

l=portl
1 = enabled; 2 = disabled

config address_binding ip_mac ports 1

protocol ipv4

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.3.2.1.18.1i 2

l=portl
2=ipvd ;3 =ipv6; 1l =all

config address_binding ip_mac ports 1

allow_zeroip enable

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.3.2.1.3.1i 1

l=portl
1 = enabled; 2 = disabled

config address_binding ip_mac ports 1

forward_dhcppkt enable

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.3.2.1.4.1i 1

l=portl
1 = enabled; 2 = disabled

config address_binding ip_mac ports 1

stop_learning_threshold 100

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.3.2.1.8.1 i 100

l=portl

100 = Stop Learning Threshold entries number

config address_binding dhcp_snoop

max_entry ports 1 limit 30

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.3.2.1.5.1i 30

l=portl

30 = Stop Learning Threshold entries number ; 0 = No Limit

config address_binding nd_snoop

ports 1 max_entry 20

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.3.2.1.5.1i 20

l=portl
20 = ND Snoop Max Entry number ; 0 = No Limit

config address_binding

recover_learning ports 1

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.3.2.1.9.1i 2

l=portl

2 = start ; 1 = other

show address_binding nd_snoop

binding_entry port 1

snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.4.6.1

l1=portl

show address_binding dhcp_snoop

binding_entry port 1

snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.23.4.3.1

l1=portl

Object name swIpMacBindingPortt RFInspection
Object ID 1361411711223321.16
Module IP-MAC-BIND-MIB
Base symtax Integer
Composed. symtar INTEGER
Aecess Eead-Wate
Statns Current
Value list 1 : disabledl)
2 : strict(Z)
3 loo=(3)
Parent node swIpMar BindingPortEntoy
First chald None
Description This object used 1o set ARP inspection state on the specified port.

TWhen ART inspection iz ensbled on the port, the legal ARP packets will be forward, whils the dllegal packets will be dropped.

steiet : In this mode, all packets ave dropped by default until a legal ARF or broadeast IF packets ave detected
loose: In this mode, sll packets are forwarded by defanlt watil an illegal ART or broadcast IP packets are detected.







3) Binding Table

CLI Command

SNMP Command

config address_binding ip_mac
ipaddress 10.90.90.99 mac_address
0C-0C-0C-0C-0C-0C ports 1

snmpset -v2c -c private 10.90.90.90
1.3.6.1.4.1.171.12.23.4.1.1.2.10.90.90.99 x 0c0c0c0cOcOc
1.3.6.1.4.1.171.12.23.4.1.1.4.10.90.90.99 x 8000
1.3.6.1.4.1.171.12.23.4.1.1.3.10.90.90.99 i 4

10.90.90.99 = IP address
0c0c0c0c0cOc = MAC address
8000 = port 1
[Each character O can turn into binary 0000, which can stand for 4 ports.
For example, character “8” turns into binary is “1000”, which means port 1;
Character “6” turns into binary is"0110”, which means port s 2-3.
Hence, if you want to select ports 10, then your octet string value is:0040, which
binary is 0000 0000 0100 0000 0000 0000 0000 0000 => 00400000]
4 = createAndGo(4)

delete address_binding ip_mac
ipaddress 10.90.90.99 mac_address
0C-0C-0C-0C-0C-0C

snmpset -v2c -c private 10.90.90.90
1.3.6.1.4.1.171.12.23.4.1.1.3.10.90.90.99i 6

10.90.90.99 = IP address
6 = destroy(6)




4) Blocked Table:

CLI Command SNMP Command

snmpset -v2c -c private 10.90.90.90
1.3.6.1.4.1.171.12.23.4.2.1.7.1.12.12.12.12.12.10i 6

delete address_binding blocked vlan_name | 1 = the VLAN ID of VLAN name “default”

default mac_address 0C-0C-0C-0C-0C-0A 12.12.12.12.12.10 = The Dec. format of MAC address
0COCOCOCOCOA

6 = destroy(6)

snmpwalk -v2c -c private 10.90.90.90
show address_bhinding blocked all 1.3.6.1.4.1.171.12.23.4.2.1

1=portl




