How to create Ethernet ACL viaNETSNMP

in DGS-3420 series?

The OIDs for configuring Ethernet ACL in DGS-3420 series are defined in
ACLMGMT-MIB.

(Formal release DGS-3420 Series A1 MIB_of FW_v1.00.023in PMD)

# swACLEthernetTable




# swACLEthernetM acAddr M ask State

# swACLEther netSrcM acAddr M ask




# swACL Ether netDstM acAddr M ask

# swACLEther netRowXatus

# swACLEther netProfileName




# swACLEther RuleTable

# swACLEther RuleSrcM acAddress




# swACLEtherRuleDstM acAddress

# swACL Ether RulePer mit




# swACL Ether RulePort

Chyect name 2w ACLEtherFulePort

Object ID l2a141171129231.1.14

Module ACLMGHMT-MIB

Baze smtax Cictet String

Compossd svmtaor Portlist

Becess Eead-Create

Status Current

Value list e £

Parent node s ACLEthertREuleEntor

Firet child None

Drezcrption specifies that the access mulewill onbrapphbr to poctiz).
Thiz abyect and s A CLEtherFule V1D can-not e st topether.

# swACL Ether RuleRowSatus

Cibject name pu ACLEtherRuleEowktatus
Chject 1D 12el41171.12021.115
boduls ACLMGMT-MIB
Blaze smtax Integer
Composed. st Bousstatoz
Leress Eead-Create
Slatus Curent
Walue list 1 antivetd)
2 noflnBerce (2
3 rnotRead ()
& createfndGoid)
Srpreate And Wait(S)
6 destroaif)
Paremnt node aw A CLEtherE uleEntoy
First child Mione
Destription Thazabiect tnditates the statis of thizentoy:

The example below isto configure Ethernet ACL to deny traffic from Source MAC
00-01-00-00-01-00 on port 1to port 16 of DGS-3420.

DG5-3420-265C Gigabit Ethernet switch
Command Line Interface

Firmware: Build 1.00.8B031

UsernName:
Password:

Dia5-3420-265C: admindshow switch
Ccommand: show switch

Device Type ! DG5-3420-265C Gigabit Ethernet switch
MaAC Address : 34-08-04-AC-2C-00

IP Address : 10.90.90.90 (Manual)
VLAN Name : default

subnet Mask 1 255.0.0.0

pefault Gateway R3R 0 T ¢ R

ROOT _PROM_Versinon » RBuild 1. 00. 006
Firmware version : Build 1.00.B031

Har OwWar e veErs o o

Serial Number : OQT441R3000019
System Name -




Stepl. Create Access ProfileD 3, Source MAC_Mask FF-FF-FF-FF-FF

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.2.1.1.3.3i 3
1.3.6.1.4.1.171.12.9.2.1.1.4.3 x ffffffffffff 1.3.6.1.4.1.171.12.9.2.1.1.83i 4
1.3.6.1.4.1.171.12.9.2.1.1.11.3 stest

C:“Windowsssystem32 >

C-“UWindowsssystemlZ>snmpset —v2c —c private 18.989.98.980 1.3 .6.1.4.1.171.12_9.2.1
1.3.3 431.3.6.1.4.1.171.12.9.2.1.1.4.3 x £fEFEFFEFEFF 1.3 .6.1.4.1.171.12.9.2.,
H.1.8.3 i 41.3.6.1.4.14.1471.42.9.2.41.1.141.3 s test

SHMPu2—SMI: enterprises.171.12.9.2. o g | INTEGER: 3

SHMPu2—-8MI : ienterprises . 171.12.9.2. 4.3 Hex—STRING: FF FF FF FF FF FF
SHMPu2—8MI : tenterprises . 171 .12 .9 2. 8.3 INTEGER: 4

EMMPu2-5HMI: ;enterprises.171.12.9 2. .11.3 = ETIRING: "test™

i B
1.1
1.1
1.1

C-Uindowssystemd2>

Access Profile Table
Total User Set Rule Entries : 0

Total Used HW Entries :
Total Available HW Entries : 1536

DGS-3420-265C :admin#show access_profile
Ccommand: show access_profile

access Profile Table

Total User Set Rule Entries

Total d HW Entries
Total Available HW Entries

MASK on
Source MAC

DGS-3420-265C : admin#




Step2. Configure Access I D 10, Source. MAC 00-01-00-00-01-00, port range from
1-16.

snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.9.3.1.1.4.3.10 x 000100000100
1.3.6.14.1171.129.31.1.13.3.10i 11.3.6.1.4.1.171.12.9.3.1.1.14.3.10
13.6.14.1.171.129.31.1.15.3.10i 4

A Administrator. CyWindowsy

|
C:“Windows“=ystem32»znmpset —vw2c —c¢ private 18.98.969.98 1.3.6.1.4.1.1°71.12.2_3.1

.1.4.3.18 x BAA1606AA1A8 1.3.6.1.4.1.11.12.2.3.1.1.13.3.18 i 1 1.3.6.1.4.1.1'1.
§12.9.3.1.1.14.3.18 x ffffH000060000600 1.3.6.1.4.1.171.12.9.3.1.1.15.3.18 i 4
SNHPu2-5H enterprises.171.12.9.3.1.1.4.3.18 = Hex—STRING: 88 61 B8 68 61 6848
SNMPu2-SMI::enterprises.171.12.9.3.1.1.13.3.18 = INTEGER: 1 h
SNMPu2-SMI:tenterprises.171.12.9.3.1.1.14.3.18 Hex—STRING: FF FF 88 88 88 08 8
A B8

SNMPu2-SMI::enterprises.171.12.9.3.1.1.15.3.18 INTEGER: 4

C:“Windows“zsystem32 >

o

Total User Set Rule Entries
Total Used HW Entries
Total Available HW Entries

MASK on
Source MAC

Rule ID : 10

Match on
source MAC

Action:

DGS-3420-265C : admin#




