How to configure DISMAN-TRACEROUTE (RFC 2925T) viaNETSNMP
in DGS-3620 FW 1.02.R026?
The OIDs are defined irtr'aceRouteCtITable" of "DISMAN-TRACEROUTE-MIB.mib".
traceRouteCtITable (1.3.6.1.2.1.81.1.2)
= Setup the TraceRoute action.




traceRouteResultsTable (1.3.6.1.2.1.81.1.3)
= Check the TraceRoute status and result.

For example
= DGS-3620 wants to TraceRoute the PC via SNMP as the togdietpw:

DGS-3620

PC: 10.90.90.100 10.90.90.90/8



Sep 1

= CreateaTraceRoute entry

We should create an entry namiest” for traceRouteCtlTable first. After looking up

ASCI| Table below, the nameédst” converts into 116 101
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Then to create an entry via the MiBaceRouteCtIRowStatus (1.3.6.1.2.1.81.1.2.1.27)

Ohiect name traceEonteCHREowEtats
OibjectID 1361218112127
Module DIEMAN-TEACEROUTE-MIE
Blaze svmtax Integer
Composed sytax Fowitatus
Aroesz Fead-Create
Satus Current
Nalue list 1 :activell)

2 notlnBerece )

3 notRead iz

4 :created ndGold)

5 create fnd Wagt(5)

f : destronlE)

We should assign a index numb&t(ASCII = 49) to this entry test" (ASCII =
116.101.115.116), and we have know "test" including™'characters. So the result is:
snmpset -v2c -c private 10.90.90.90 1.3.6.1.2.1.81.1.2.1.27.1.49.4.116.101.115.116 i 4

tSnsnmpset —v2c o private 18.989.99.989 1.3.6.1.2.1.81.1.2.1.27.1.49._.4.116.181 .1
H5.116 i 4

EMMPu2-SMI::imib-2.84.1.2.4.27.1.49.4.116.16A1 .115.116 = INTEGER: 4

To check if it is successful by the command:

snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.2.1.81.1.3.1

ssrsnmpualk —wiZec —¢ private 18.90.98.98 1.3.6.1.2.1.81.1.3.1
SNMPu2-SMI::mib—2.81_1.3.1. .47 _4.116.181 .115.116 = INTEGER:
ENMPu2—SMI::mib—2 .81 .1. .49 _.4.116.181.115.116 Gauge32:
ENMPu2-SMI::mib-2.81.1. 49 .4 116181 115116 Gauge32:
ENMPu2-SMI::mib—2.81.1. 47 .4 116.181 .115.116 INTEGER:
[BHNMPu2-SMI::mib—-2 .81 .1. .47 4. 116.181 115116 e
BEHMPu2-5SMI::mib—2.81.1. .49 .4 116.181 115116 Gauge32:
EMMPu2-SMI::mib—2.81.1. 49 .4.116.181 .115.116 Gauge32:
ENMPu2-SMI::mib—2.81.1. 47 .4 116.181 .115.116 Hex—STRING: B8 BB B8 BE B8
AR B0 B0 BB BB A8

Sep 2
= Specify aTarget IP Type
traceRouteCtlTargetAddressType (1.3.6.1.2.1.81.1.2.1.3)

LI R R

1.1
2.1
i i
4.1
5.1
6.1
7.1
8.1

Ohiect name traceRouteCH Targetidd res=Type
Cibject ID 126121811213
Module DIEMAN-TEACEROUTE-MIE
Blase symtax Tnteger
Composed, shmtax InetdddressType
Aeces Fead-Create
Btats Curent
Walue list 1 ; wiknownil)
2 pedil)
3 apyfid)
4 apedz(E)
5 pwaE(d)
0 dnsle)
Parent node trace R oute CHEntor
First child Wone
Dieacription apecifies the tpeof host addess 1o be vzed on the

traceroute request at the remote host.



Since PC’s IP is 10.90.90.100, we should set ttgeetdP type to "IPv4", the command is:

snmpset -v2c -c private 10.90.90.90 1.3.6.1.2.1.81.1.2.1.3.1.49.4.116.101.115.116i 1
thrsnmpset —v2c —c private 18.98.98.98 1.3.6.1.2.1.81.1.2.1.3.1.49_.4.116.181 .11

BNMPuZ2-SMI::mib-2.81.1.2.1.3.1.49.4.116.181.115.116 INTEGER: 1

To check if it is successful by the command:
snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.2.1.81.1.3.1

ssenmpuwalk —vw2c ¢ private 10.989.989.99 1.3.6.1.2.1.81.1.3.1
BNMPu2-SMI = imib-2.81.1.3.1. .47 . 4.116.181 .115.116 INTEGER:
[ENMPu2-SHI::mib-2.81.1.3.1. 49.4.116.181 .115.116 Gauge32:
ENMPu2-SHI::mib-2.81.1.3.1. 49.4.116.181 .115.116 Gauge32:
ENMPu2-SMI::mib-2.81.1.3.1. .49 .4 116,181 115116 INTEGER:
[SMMPu2-SMI:tmib-2.81_.1.3.1. 49 .4 116.181 115116 Hex—STRING: B8 AR B8 BA

ENMPv2-SMI::mib-2.81.1.3.1. -49.4.116.181.115.116 Gauge32: @
BNMPu2-SMI::mib-2.81.1.3.1. -4%.4.116.181 .115.116 Gauge32:
SNMPu2-SMI::mib—2.81.1.3.1. -47.4.116.181 .115.116 Hex—STRING: #8 AP A8 BA B8
A8 B8 A0 BB B8 68

Sep 3
= Specify a Target IPAddress
traceRouteCtlTargetAddress (1.3.6.1.2.1.81.1.2.1.4)

Ohiect name traceFouteCHl Targetiddress
Cihiect 1D 126121811214

Module DIEMAN-TEACERQUTE-MIE
Baze synta Cotet String

Compossd, sytac Inetdddress

Aecess Fead-Create

Statuz Current

Walue list 1:0.255

Parent node traceEouteCHE Rty

First child Mone

Drescription wpecifies the host address veed on the

fraceronte vequest at the remote host. The

izt address type can he determimed. bar the
examining the value of the conesponding
traceFonteCH Targetddres Type mdex alement:

& walne for this object MITET be st pror to

transtinnmng it corresponding trace Ronte CHE o to

aptive(l) via traceRoute CHIE owitatos.
Firstly, we should convert the decimal IP addrd€s90.90.10pinto the hexadecimal IP
address(@x0a.0x5a.0x5a.0xg4and then configure the IP address as the command
snmpset -v2c -c private 10.90.90.90 1.3.6.1.2.1.81.1.2.1.4.1.49.4.116.101.115.116 x Oa5aba64

tsrsnmpset —vw2c —c¢ private 18.98.98.98 1.3.6.1.2.1.81.1.2.1.4.1.4%.4.116.181 .11
£.116 x BaSabab4

SNMPu2-SMI::mib—2.81.1.2.1.4.1.4%.4.116.181.115.116 = STRING: "




To check if it is successful by the command:
snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.2.1.81.1.3.1

sxasnmpualk —wiZe —¢ private 18.98.980.98 1.3.6.1.2_1.81.1.3.1
[ENMPu2-8MI::mib—-2.81.1.3.4.1.1.4?.4.116.1681.115.116 INTEGER: 2
ENMPu2-8MI::mib—-2.81.1.3.1.2.1.49.4.116.1681.115.116 Gauge32: @
[SHNMPu2-SMI::mib—2.81_1.3.
[BNMPu2-5SMI = tmib-2 .81 .1.3.
[SNMPu2-SMI::mib—2.81.1.3.

1.3.1.49.4.116.181.115.116 Gauge32: @
1.4.1.47.4.116.181.115.116 INTEGER: 1
1.5.1.4%.4.116.181.115.116 STRING: "

SMMPu2-SMI::mib-2.81.1.3.1.6.1.49.4.116.181.115.116 Gauge32: @
[SNMPu2-8MI::mib—2.81.1.3.1.7.1.4%.4.116.1681.115.116 Gauge32: @
CNMPuv2-SMI::imib—2.81.1.3.1.8.1.42.4.116.181.115.116 Hex—STRING: B8 68 68 688 B8
P8 B0 B8 BB B8 BB

(About the string displaysZzZd", please refer tdlotice atpage 8 of this document.)

Sep 4
= DGS-3620 startsto TraceRoute PC (10.90.90.100)

B radmindtraceroute 10,90, 90,100

<10 ms  10.90,90,100

Trace Cam f:l-l eTe.

Sep 5
= Enable TraceRoute status before querying the result
traceRouteCtlIAdminStatus (1.3.6.1.2.1.81.1.2.1.21)

Obiject name traceRouteC LA d rinitatus

Object I 1261218112121

Module DIEMAN-TEACEROUTE-MIEB

Baze amtax Integex

Compossd sytad INTEGEE

Lecess Read-Create

Status Current

WValue list 1 : enabled(1l)
2 disabled (23

Parent node traceFouteCEntor

First child None

Diezeription Eeflects the desved sate that an trace EonteCHEntoy
should be 1

enabled (1) - Attempt bo activate the fest ez defined by
thiz traceRouteCHEntoy

dizabled (1) - Deactivate the testas defined b this
traceFonte CHlEnteyr

Eefer to the conesponding teaceEonteFesultsCiperitatus to
determing the operational state of the test defined by
thiz enteyr

To enable it by the command:

snmpset -v2c -c private 10.90.90.90 1.3.6.1.2.1.81.1.2.1.21.1.49.4.116.101.115.116 i 1

tsPsnmpset —v2c —c private 18.90.99.98 1.3.6.1.2.1.81.1.2.1.21.1.492_4.116.181 .1
[15.116 i 1
[SNMPu2-SMI::mib-2.81.1.2.1.21.1.49.4.116.1081 _115.116 = INTEGER:

1




Sep 6

= Query the TraceRouteresult
To check the result by the command:
snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.2.1.81.1.3.1

ssenmpuwalk —vw2c ¢ private 10.989.989.99 1.3.6.1.2.1.81.1.3.1
ENMPu2-SHMI:tmib-2.81.1.3.1.1.1.49_4_116.1681.115.116 INTEGER: 2
ENMPuv2-SHMI::mib-2.81.1.3.1.2.1.42.4.116.1681.115.116 Gauge32: 1
EMMPu2—-SMI:tmib-2.81.1.3.1.3.1.47.4.116.181.115.116 Gauge32: 1
ENMPu2-SMI:-:mib-2.81.1.3.1.4.1 .49 _4_116.181.115%_11¢6 INTEGER: 1
[ENMPu2-SHMI:imib-2.81.1.3.1.5.1 .49 _4_116.1681.115.116 STRING: *

3.
3.

BNMPvZ-SMI::mib-2.81.1.3.1.6.1.49.4.116.181.115.116 Gauge32: 1
SMMPu2-SMI::mib-2.81.1.3.1.7.1.42.4.116.181.115.116 Gauge32: 1
[SNMPu2-8MI::mib-2.81.1.3.1.8.1.49.4.116.1681.115.116 Hex—STRING: B8 AR 68 BO BB
P8 B0 B8 BB BB BA




Notice

We find there is a problem on Net-SNMP when it tiigp the Target IP address. Follow the standafe(4001),
we know to input the Target IP address by the tanes/Qx0a5a5a6)} but Net-SNMP displays this value by the
ASCII code Qa=line feed, 5a=Z, 64FdHence we can see this string valuedgd". This issue has released on

http://www.net-snmp.org/wiki/index.php/DISMAN-TRAGEOUTE-MIB

page discussion view source history

DISMAN-TRACEROUTE-MIB

Net-5SNMP
The DISMAN WG produced a MIB for peforming remote traceroutes from a remote device. This MIB was entitled the DISMAN-TRACEROUTE-MIB.
Net-SNMP Implementation Notes
project These modulss work, but:
L =
u Wiki . i
= download ¥ are LinuxX only

Rows mast be created with rowStatus createlAndWait before they are populated
Agent must run as root

Agent is blocked while tests rup

Data Tormat Tor InetAddress objects is wrong. It is ASCIY, not binary
(making it easier to use from the command line, but ...)

= Mailing Lists
= Bug Reports
= Paiches

We also query this value by some MIB Browsers, bk®¥iew Compiler andM G-SOFT, and all works correctly,
D-View Compiler (Target IP Addresst0.90.90.10p

bgent 1P | i Time out; {2 Sec. [ Pala
M arme | ol 1 Spntas | Access i Y alue
| baceRouteCHDwnel ndes TAET 218112111494 1161011158116 Display Sking . WA 1
traceRouteCHT esth ame LIET 21812121494 116101115116 - Display String . MA& test
| traceRouteCHT argetiddress Tope . 1.3671.21.87.0.21. 31494 1MET01 115116 Integer Fead Create _ipy
| traceRouteCHT argetdddress TAE121811.21 414934 116101.115116 Inetdddresz  Read Create
| taceFRouteCHEyPassRouteTable - 1.3.61.21.81.1.21.50.0 Integer Fead Create ~ [NOTDODH
traceRouteCt ataSize TIET21 8121 600 Gauge Read Create - [MOTDEME]
| traceR outeCHT ime ut TAB12181 121 71494 116101115116 °  Hauge Head Create 5
! traceRouteCHProbesPerHop 1361218112181 434 116101115116 Gauge Fead Create 1
| traceRouteCHFort 1.361.21.81.1.21.91494 196101115116 Gauge Fead Create 33435
| traceRouteCttdaxTH 1361.27181.1.21.101.49. 4116101115116 Gauge Read Ereate . 30
| traceRouteCHD S Field 13612 1.81.1.21.11.00 Gauge Fead Create  [MOTDOME]
| traceRouteCtS ourcedddiessTepe 1.3.61.21.81.1.2.1.12.0.0 Integer Fead Create  [MOTDOME]
| baceRouteCHS ourcedddress T.A6T.21.81.1.21.1300 Inetéiddress.  Read Create: [MOTDOME]
tracth:uuteCtllfInde.:-: LIRT 218201400 Integer Read Ereate - [MOTDOME]
| traceRouteCtiMizcOptions 1.361.21.81.1.21.15.00 Dizplay Sking Read Create  [MOTDOME)
| raceRouteCHM axF ailures 13612181121 1600 Gauge Fead Create: [MOTDOME]
| traceRouteCHD ontFraarment T.AeT.21.81.1.2 11700 Integer Fead Create [MOTDOME]
traceRouteCtlinitialTH LIR1 2182 1800 Gauge Read Create - [MOTDCME]
| raceR nuteCHE requency 1.361.21.81.1.21.13.00 Gauge Read Create  [MOTDOMNE]
| traceRouteCtStorage T vpe 1.361.21.81.1.2.1.2000 Integer Fead Create  [MOTDOME]
| raceRouteCtladminStatus T.361.21.81.1.21.21.1.494116101.115.1168  Integer Fead Create dizabled(s]
traceRouteCtlescr T361.21811.21.221.49.4116101:115116  Display String. Read Ereate
| traceRouteCtkd a=Fioves 13612 181.1.21.2300 Gauge Fead Create  [MOTDOME]
! traceRouteCHT rapGeneration T361.21.811.21.24.00 Octet Sting Read Create [MOTDOME]
| aceRouteCHCreateHopsEnties 1.361.21.81.1.21.251.49 4116101115116 Integer Read Create false[2]
traceRouteCHT upe 136 1.21.81.1.21.26.00 Object 1D Read Create - [MOTDEME]
| traceRouteCtR owStatuz 13612181121 271,494 116101. 115116 Integer Fead Create  active(1)

Count © 27 Aecess Mode - SHME Wie Fort 151 -:Quer}' DK




MG-SOFT (Target IP Addresst0.90.90.10p

¢y MG-SOFT MIB Browser Professional Edition
File Edit View 2NMP Acton Tool: Window Help

FHHOBeO1JHWaESEATHFH @ 0
Query [MIE | Fing |
EEQ]QFB SHMF agent Split
110.90.50.50 ~| & [ Veted
MIB tree -
= B8 traceRouteResultsT able Ll

(=R oo iy
i @ traceR outeR esultz0perStatus
i @ traceR outeR ezultzCurHopCount
3 @ traceR outeR esultsCurProbeCount
i @ traceF outeF ezultzlpT ataddiType
[ @ traceR outeR esultzlpT geéddr
[ @ traceR outeR esults T estdbtempts
£ @ traceRouteResults T estSuccesses

<% haceRouteResultsLastGoodPath bl
Luery rezults i
A
seee ShMP QUERY STARTED = =
1: raceRouteR ezultz0perStatus 1.43.4.116.101. 115,116 [INTEGER] dizablzd(2)
2 haceRouteR esultzCurtHopCount 1.49. 4 116101115116 [Gauge32] 0
3 raceRouteR ezultzCurProbeCount. 1,43, 4116101115116 [Gauge32) 0
4: traceRouteRezultzlpT gtaddiType 1. 494 116101, 115116 [Inetddresz T ppe] ipwd[1}
|5: raceR outeR esultslpT gtaddr 1.49.4.116.101. 115116 [Inetéddress, InetiddressIPyw4 | 10.90.90.100 [04 54 54 54 [hex]]
|E: raceRouteR esultsT estétternpts. 1.43.4. 116101115116 [Gauge32] 0
7. haceRouteR esultsT estSuccesses. 1.49.4 116101 115116 [Gauge3Z) 0
3 riaceFouteR esultsl astGoodPath.1.49.4.116.101.115.116 D atedndTime] 0-0-0,0:0:0.0,< 00 0:0 [00.00.00.00.00.00.00.00.00.00.00 (hex]]
Start time : 2012/9/411 BUSE 09:04:28
End time : 2012/9/11 5U5E 09:04:28 14
Druration : 98ms
s CRMP QUERY FINISHED === hd

Cruery agent 10.90.90,90 finished. 0 &Sl OO #8




