How to configure ARP-Spoofing Prevention via SNMP on DES-3528/527?

MIB:
ARPSpoofingPrevention.mib

OID:
1.3.6.1.4.1.171.12.62.3.1.1.1

sofingPreventhd B

25 poofingPreventChl

5 poofingPreventinfo

25 poofingPreventtdgmt

WRPS poofingPreventt amit T able
bzt RPS poofingPreventtd gmtE ntryg

5 g el il P
W 2wARPS poofingPreventtd gmti atewaybd A0
& =wARPS poofingPreventt grtPorts
& zwaRPSpoofingPreventt amtStatus

1.3.6.1.4.1.171.12.62.3.1.1.2

Object name
Object ID
Module

Ease syntax
Composed syntad
LCCESS

Jtatus

Parent node
First child
Description

swARPSpoofingPreventMymtFatewayIl
l1.3.6.1.4,1.171.12.62.3.1.1.1
ARP-Sponfing-Prevent-MIE

IF iddress
Ipiddress
Fead-Only
Current

swARP3poofingPreventMogmtEntry
None

The gateway IP addreszz of ARP Spoofing Prewvention.

FS poofingPreventhd B
WAR PS poofingPreventCl
WA RPSpoofingPreventinfo
WARPSpoofingPreventtdgmt
| swaRPSpoofingPreventtdamtT able
&P swARPSpoofingPreventtgmtEntry
& swaRPSpoofingPreventt gmtG ateway P

& swaARPSpoofingPreventMamtPorts
& swaRPSpoofingPreventhgmtStatus

1.3.6.1.4.1.171.12.62.3.1.1.3

Object name
Object ID
Module

Eaze syntax
Composed syntax
Locess

Status

Value list

Parent node
First child
Dezscription

swaRPSpoofingPreventMogntGatewayMAC
1.3.6.1.4.1.171.12.82.53.1.1.2
ARP-3poofing-FPrevent-MIB

Octet 3tring
Maciddress
Read-0nly
Current

l: A..6

swhRPopoofingPreventMmtEntry
Hone

The gateway MAC address of ARP Spoofing Prevention.

PSpoofingPreventtd| B

R PS poofingPreventCll

AR PS poofingPreventinfo

1R PS poofingPrewventkd gmt

| swiRPS poofingPreventtdgmtT able
&P wARPSpoofingPreventh gmtEntry

E: PS5 poofingPresenthd gmtFarts
W 2wARPSpoofingPreventhd gmts tatus

& 2wARPSpoofingPreventhd gmiG atewsapl P
W owARPSpoofingPreventt gmtG atewaphAC

Object name
Object ID
Module

Baze syntax

LAccess
itatus
Value list

Parent node
First child
Description

Compozed syntax

swARPSpoofingfreventMyutlorcs
l1.3.6.1.4.1.171.12.62.3.1.1.3
ARP-Spoofing-Prevent-MIE

Octet String
PortlList
Read-Create
Current
1l 0..127
swARPSpoofingPreventMontEntry
None

The port members of ARP Spoofing Prewvention.



1.3.6.1.4.1.171.12.62.3.1.1.4

ofingPreventhd|B
SpoofingPreventChl
SpoofingPreventinfo
SpoofingPreventtamt

3RPS poofingPreventk gmt T able
st R PS poofingPreventhd gmitE ntmy
4 2wARPSpoolingPreventtd gmi atewayl P
4 2w RPS poofingPreventhd gmtiz atewapkd AC
4 2w RPS poofingPreventhd gmtPorts
st R PS poofingPreventtdgmtStatus

Example:
show arp_spoofing_prevention

Object name
Object ID
Module

Baze syntax
Composed syntax
Access

Status

Value list

Parent node
First child
Description

swARPSpoofingPreventMgntitatus
1.3.6.1.4.1.171.12.62.3.1.1.4
ARP-Spoofing-Prewvent-MIE

Integer

Rowitatus
Read-Create

Current

1l @ actiwe(l)

2 : notInfervice(z)
3 @ notReadyi(3)

4 : createindGo(d)

5 @ createindiait(5)
6 : destroy(6)

swARPIpoofingPreventMgntEntry
Hone
The status of ARP Spoofing Prewention.

snmpwalk -v 2c -c public 10.90.90.90 1.3.6.1.4.1.171.12.62.3.1.1

config arp_spoofing_prevention add gateway_ip 192.168.1.254 gateway_mac 0A-0B-0C-00-11-00

ports 3-6,25-26

snmpset -v 2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.62.3.1.1.3.192.168.1.254.10.11.12.0.17.0 x
3¢0000c0000000001.3.6.1.4.1.171.12.62.3.1.1.4.192.168.1.254.10.11.12.0.17.0i 4

Explanation:

192.168.1.254.10.11.12.0.17.0 is composed of IP address + MAC address, where MAC address is
decimal. In this example, MAC address is 0A:0B:0C:00:11:00, so it’s decimal form is 10.11.12.0.17.0

3¢0000c000000000 denotes the ports that are to be enabled.

Port 1/2|3(4|5|/6(7|8|9|10|11|12|13|14|15]| 16

Index

Enable? |O|O0O|1|21|1|1/0|0|0O|O |[O |O |O (O |O |O
3 C 0 0

Port 17118 19|120(21 (22|23 (2425|2627 (28|29 |30 |31]|32

Index

Enable? |O |O |O |O (O |O |O |O (1 |1 |O |O (O |O |O |O
0 0 C 0

The Port Index goes on, but no matter how many ports really exist, we need to pad with “0”s to make

the Hex string 8 bytes long.



