D-Link Switch: DES-3028

How to use NET-SNMP — 802.1x

1. Enable 802.1x
# snmpset -v2c -c private 10.90.90.90 1.0.8802.1.1.1.1.1.1.0i 1

1 - Enable

2. Set 802.1x Settings

# snmpset -v2c -c private 10.90.90.90 1.0.8802.1.1.1.1.2.1.1.3.10i
1.0.8802.1.1.1.1.2.1.1.6.10i 2 1.0.8802.1.1.1.1.2.1.1.7.10 u 60
1.0.8802.1.1.1.1.2.1.1.8.10u 30 1.0.8802.1.1.1.1.2.1.1.9.10 u 30
1.0.8802.1.1.1.1.2.1.1.10.10 u 30 1.0.8802.1.1.1.1.2.1.1.11.10u 2
1.0.8802.1.1.1.1.2.1.1.12.10 u 3600 1.0.8802.1.1.1.1.2.1.1.13.10i 1
1.0.8802.1.1.1.1.2.1.1.14.10i 1

10 - Port Number
- both

2 = auto

1 -> true
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OID for 802.1x
Module: J EERSNZI-PAE-MIE

Mame: ﬂnflﬂa&éy&t&nﬂuﬂﬁnnﬁi

Twpe: QBIECT-TYTE

I logenz111111

Eull path: ia00 1 2t (00 1anB802 (3802 deeeB02dot] (1) deeeB02dotlm

Fdoidule: [EEE202]1-FAE-MIE

Paremnt dotl xPasirstem

M et zibling: dotl xPaePortTable

Imerical swntams Integer (32 hit)

Ease st INTEGEE

Composed syt INTEGGEE

Statns current

bdaos ancesy read -write

Walue list: 1:enabled (1)
2: dimbled (2)

Feference 9.6.1, SvatembuthControl

Dléscription The adminiztrative enablefdizable state for
Port Access Control in a Swstem.
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Module: [IEEER00 A5 E

aome:
Tupe:
oI

Full paths
boduls

Parent;
et #hling:

Mhrmerical syt
Blaze sntac:
Comipozed, omta
Stat

Moo access:

Walue list:

Feference:

Dlescriphion:

dotl xhuthPaeitate

CBJECT-TYEE

loganzililzlid

201 )5t {00 1508802 (3302) deeeB02d otl (1) deeeB02dot] mibe(l) ieeeBl:
IEEERDZ1-PAE-MIE

dotl whuthConfigEntor
dotl whuthBackend AuthState

Integer (32 i)
INTEGER
INTEGEE

current

read-omndyr

1: dnitializeil)

2 disrommected (20
3 connectag(3)
4 amthenticatingid)
5 amthenticated (59
fr: abortinza)

T held T

A force Luthid)

9 forcelTnanth(d)

9.4.1, futhenticator PAE =ztate

The current walue of the futhenticator PAE state
machine .
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Module: J FERSOZL-PAE-MIE
Wame: dotlxhuthEackend AnthState
Tupe: CBIECT-TYPE
I loge0z11112112
Eull path: 15001 2 (00 1an 8802 (3802 deeeB02dot] (1) deeeB02d ot L mibse(l
Fdoidule: IEEES02]1-PAE-MIE
Paremnt dotl b uthConfigEntor
Prew zibling: dotl b uthPasitate
M et sibling: dotl b uth i d rdnControlled Divectinns
Imerical swntams Integer (32 it
Ease st INTEGEE
Composed syt INTEGER
Slatns: current
bdaos ancesy read -omly
Walue list: 1: reguest(l)
2 responEe(d)
3 acesz(T)
4 failid)
5 HmeontiS)
G idled)
T indtialize (7]
Feference 09.4.1, Backend Authentication state
Dléscription The current state of the Backend Authentication
atate machine.
Module: |/50E000
Mame: dotl s uihid minControlled Directions
Tups CBIECT-TYPE
QID: 108802111121123
Full path: im0 1) 24 (00 1:0 8802 (3802) ieeeB02dot] (1) deeeB02d ot mdba(1) de
Fiodule: IEEES021-FAE-MIB
Parent: dotl b nthConfigEntor
Prrey zibling dotl b uthBackend & uthitate
et sibling: dotl b nthOperControlled Directinns
Mumerieal sytas: Integer (32 bit)
Baze smita INTEGER
Composed st PaeControlled Direc tions
Etatus clrrent
bdao acess: read-write
Eeference 9.4.1, fdmin Control Mode
Déstription: The current value of the adminiztrative controlled

directionz parameter for the Port.
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Modnle:
Weme: dotl b uthOperContiolled Directions
Tame: CBIECT-TYPE
IIIER 10880211112114
Full path: ie0i1 ) atd (00 1208802 (3302} deeeB02d otl (1) deeeB02d otl mibs(
tdod ule: IEEER021-FLE-MIE
Parent dotl xbuthConfigEntry
Prey sibling: dotl b uthAd minContolled Directions:
et sthling; dotl =8 uthA nthControlled Ports tatos

Fumerical sytas: Integer (32 bit)

Blaze svmitax INTEGEE

Composed st PaeControlled Divections
Etatus current

bloor access: read-only

Feference 941, Oper Control Mode
Digscriphion: The current walue of the operational controlled
directions parameter for the Port.
Maodule:
Mame: dotld uthinthControlled PartS tatus
Tame: CBIECT-TYPE
IINER 108802111121.15
Bl path: ieni 1 et (00 108802 (3802) ieeeB02dot] (1) ieesB02d
tdodule: IEEES021-FLE-MIE
Paremnt dotl b uthConfigEntry
Prey =bling: dotl b uthO perControlled Directions
et sthling: dotl b nthd nthControlled PortContoal

Plumencal swtas: Integer (32 bify

Blaze smtax INTEGEER

Composed st PapControlled PortBtatos

et current

hiam access: read-only

Feference 941, duthControlledPortitatus
Digsnriptiom: The current wvalue of the controlled Port

statuz parameter for the Port.
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Modnle:

Narme:
Tame:
IR
Full path:
bdodule:

Pareint
Prey sibling:
et sthling:;

Blaze svmta

St
blax ancess

Mumercal sytas:

Composed st

dotl b uthd othControlled PorContol
OBIECT-TYPE

10880211112114

iz0i1 ) std (00 1208802 (3302} ieeeB02dot] (1) deeaB02dc
IEEE&021-FAE-MIE

dotl A nthConfigEntry
dotl A ntha nthControlled PortEtatng
dotl b uthmietPeriod

Integer (32 bit)
INTEGER

PaeControlled PortComtrol
current

read-write

Feference 9.4.1, duthControlledPortCont ol
Digscriphion: The current wvalue of the controlled Port
control parameter for the Port.
Module:

Mane: dotl seh uthimistPeriod

Tome: CBIECT-TYPE

IINER 10880211112117

Full path; iz 24 (00 1208802 (3802) deeeB02dat] (1) deeeB02d ot miba{1) i

Edodule: IEEES021-FAE-MIE

Paremnt dotl b uthConfigEntos

Frey =bling: dotl b nthA nthControlled PortiContool

et sthling: dotl b uth TxPeriod

Iumerical switass
Baze st
Compiosed syt
St

bla access
Diefault valves:

Feference

Digscriptiom:

Crange (32 bit)
Unsigned 32
Unsigned 32
current
read-write

1: 60 fint)

9.4.1, quietPeriod

The walue, in zecondz, of the quietPeriod conztant
currently in uze hy the Authenticator PAE ztate
machine .
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Module: [IEEER(71-1
Name: dotlxd uth TxPeriod
Tupe CBIECT-TYPE
OID: loge0z11112118
Full path: te0i 1 s {00 1an 8802 (3802 jeeel(2dot] (1) jeeeB02d ot muibsi]
bodule: IEEE2021-FAE-MIE
Parent: dotl b uthConfigEntor
Pres zibling dotl b uthOnietPeriod
et zibling: dotl b uthSupp Timeont
Mumerical syt CGramge (32 hit)
Baze swmta Tnsigned 32
Composed st Tnsigned 32
Statuz et
b ancesy read -write
Diefanlt values: 1: 30 {mf)
Eeference 9.4.1, txPeriod
Description: The walue, in zecondz, of the txPeriod constant
currently in uze by the Suthenticator PAE state
machineg.
Module: EEECA2 ) <FAE-MIE
Wane: dotl b uthiupp Timeont
Tome: CBIECT-TYPE
LD 108802111121.19
Full path: ieni 1 et (00 1e0B802 (3802) ieeeB02dot] (1) deeeB02dotl mibse{1) ieeel
Fodule: IEEES021-FLE-MIE
Parsmnt dotl b uthConfigEntry
Frey zibling: dotl b uthTxPeriod
et sthling: dotl xh uthServer Timeont

Plumercal sytac:
Blaze st
Cormposed st
Statns:

biam access:
Diefault values:

Feference

Digsnriprtio:

CGauge (32 bat)
Tnsigned 32
Tnsigned 32
curreit
read-write
1:20 {int)

941, suppTimeout

The walue, 1n zeconds, of the suppTimeout constant
currently in uze by the Backend Suthentication state
machine .
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Mane:
Tope:

LD

Full path:
bdod ule:
Parent

Frey =bling:

et sibling:

Mumerical svtas

Module: EEEBOZ ] -FAE-MIE

dotlxb vthZerverTimeout

CBIECT-TYPE

108802111121.1.10

iza 1 st (00 1e0 8802 (3802) ieeeB02dot] (1) deeeB02d ot miba{l) ieeel
IEEES021-PAE-MIEB

dotl b uthConfigEntoy
dotl b uthiupp Timeont
dotl b uthidaxEeq

CGramge (32 bit)

Ilnerical syt

Statn:
blaor access
Dietanit values:

Feference

Diézcriphion

Comnposed syt

Baze smtac nsigned 32

Composed syt nsigned 32

Statns: current

Maxaccess read-write

Diefanlt values: 1:30 fint)

Feterence 9.4.1, serverTimeout

Diesnriprtio: The walue, in zecondz, of the serverTimeout constant
currently in uze by the Backend Suthentication state
machine .

Module: ] EEEROZI-PAE-MIE

M eame: dntlxﬂuﬂﬂds:-:Req

Tupe: CBIECT-TYPE

IR logeozil11211.11

Full path: iz001 ) st (0 1208802 (3302) deeeB02d 0t] (1) jeeeB02d0t] mibsil) deee

bl o ule: [EEE2021-FAE-MIE

Parent dotl b uthConfigEntor

Prew sihling: dotl b uthServer Timennt

et sihling: dotl b uthFEe b uthPerind

CGrange (32 bit)
Tnsgned 32
Tnsigned 32
current
read-write
152 (it

0.4.1, maxReq

The walue of the maxBeq constant currently in use hy
the Backend Authentication state machine.
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Module: |IEEES021-EAE-MIB
Mame: dotlsch ufhFefnthPerind
Tups CBIECT-TYPE
QID: 108802111121.1.12
Full path: im0 1) 24 (001208802 (3802} deeeB02datl (1) deeeB02d otl mibse(1) ieeet
Fiodule: IEEES021-FAE-MIE
Parent: dotlxb uthConfigEntos
Prew sibling dotl b uthiaxEeq
et sibling: dotl b uthEefuthEnabled
Mumerieal sytas: Crange 32 bit)
Baze smita Unsgned 32
Composed st Unsgned 32
Etatus current
bdao acess: read-write
Dietanlt valves: 12600 {int)
Eeference 9.4.1, refuthPeriod
Déstription: The value, in zecondz, of the refuthPericd constant
currently in uze by the Reauthentication Timer state
machine .
Module: |IEEERDZ]-FAE-MIE
Hane: dotl xénthEe & uthEnabled
Twpe OBIECT-TYPE
QI 1088021111211.13
Full path: izni] ) 2t (00 1208802 (3302) deeeB02d otl (1) deeeB02datl mibs(l) ieeeB2
bodule: IEEES021-FAE-MIB
Parent: dotl A nthConfigEntor
Frew sibling; dotl xdnthEe b uthPeriod
et sbling: dotl xénthEevTxEnabled
Mumerical syt Integer (32 bit)
Blaze atacs INTEGER
Compozed. syt TrathValue
Statoz current
blax access read-write
Drefanlt valnes; 1: falze (uame)
Eeference 9.4.1, refuthEnabled
Digscriphion: The enablefdizable control wsed by the Reauthentication

Timer ztate machine (8.5.5.1).
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Module: |

Mane:
Tope:
DD

Full path:
bdodnle:

Parent
Prey sihling:

Mumerical svntas

omnpossd, st

Slatog
belos access:

Feference

Déscriphion

dotl whuthi ey TxEnabled

OEJECT-TYEPE

1088021111211.14

o0 (135 (0 is0BE02 (3502 deeeB02d0t] (1) iseel02d ntl mibs(l
IEEES021-PAE-MIE

dotl b uthConfigEntor
dotl b uthFe b nthEnabled

Integer (32 bith
INTEGEE
TruthValue
current
read-write

9.4.1, kevTransnizsionEnahled

The walue of the kewTransmizzionEnabled constant
currently in use hy the futhenticator PAE =state
machine .



