How to change firmware image id into bootup image

Test example: DGS-3200 2.21.B006

Step1) Check the image id of DUT:

Command | snmpwalk -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.1.2.13.1.1

Example The first entry is ID for image 1, the second entry is for image 2:

C:senmpuwalk —vZ2e —c private 18.99.969.980 1. 3.6.1.4.1.171.12.1.2.13.1.1
SHMPu2—-SHMI : tenterprises 171 .12 .1.2_13.1.1.257 INTEGER: 257

SMMPw2-SMI : tenterprises.171.12.1.2.13.1.1.258 INTEGER: 258

SNMP OID | swMultilmageCtriTable — swMultilmageCtrlEntry — swMultilmageCtrlID:

Cibiect name gyt nltlmageCillD

Cihject ID 12614117112121311

Fodule AGENT-FENERAL-KIE

Blaze swmtax Integer

Compozed symtax INTEGEER

& coesn Fead-Cnly

Statnz Curent

Parent node st ultlmageCilEntor

First child None

Dlescription The stacking zection [T of the finmware image.
The stacking section [0 = 256 # Tndt [0 + Image File [T

Step2) Change the bootup image to image_id 2:

Command snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.1.2.13.1.2.258

Example - Now we know image 1is ID 257, and image 2 is ID 258 after step1.

- Andthe means action config-as-bootup-fw(1)

C:*“>znmpset —vZ2c —c private 18.98.98.980 1. 3.6.1.4.1.171.12.1_.2.13.1_.2.258 i 1

SHMPuv2-8MI: :enterprises.171.12.1.2.13.1.2.258 = INTEGER: 1

SNMP OID | swMultilmageCtriTable — swMultilmageCtrlEntry — swMultilmageCtrlAction:

Cibject name s b ultilmageCirldction

Ohject ID 136141171 12121312

todule AFENT-GENERAL-MIB

Baze svmtax Integer

Compozed symtax [N TEGGEE

brcess Eead- Write

Status Current

Talue list 1 : config-as-bootap-fw (1)
2 delete(2)
3 none()

Parent node g bl ultilmageC il Entry

First child Hone

Dlescription Thiz object indicates the ronning status of the image which iz
gpecified by swbdultlmageC D and swbdultlng geClTndtlD
config-as-bootup-fw (13 - Configured az the bootop firmyare b the indicated firmemears T0.
delete (2 - Delete the fivmware by indicated firmwears ID.
none (37 - Mo action.




Step 3) before upload firmware, we need to check a table

Command | snmpwalk -v2c -c private 10.90.90.901.3.6.1.4.1.171.12.1.2.1.1.2

Example You need to know the “boot file” belongs to which ID (the following frame | marked
red):
C:s2znmpwalk —wv2c —c private 18.970.90.78 J.6.1.4.1.1"M1.12.1.2.1.1.2
SNMPuZ2-SMI::enterprises.171.12.1.2.1.1.2[1 |= STRING: "hoot file"
SNMPu2-SMI::enterprises.171.12.1.2.1.1.2[2 |= STRING: “log file"
SHMPuZ2-SMI: enterprises.171.12.1.2. = STRING: "config file'"
SHMPuZ2-SMI - enterprises 171 .12 _.1.2. = STRIMG: "attack log file"

SNMP OID | agentBasicConfig — agentBscSwrFileTable — agentBscSwFileEntry —

agentBscSwFileDscr:

CObject name agentBaedw File Deer

Cibject ID 1361411711212112

todule AGENT-GENEERAL-MIB

Bam smtax Octet Btring

Composed symtax Dizplayitring

Access Read- Wirite

Status Crrrent

Walue list 1:0.64

Parent node agentBaciw FileEntor

Firat child None

Desmription The description of the software file purpose in this entey,
Wote: For swrstenns that do not support a change to thiz object, setting a valoe for
thiz object will canse the sywstem o retorn bad-walve error mesages,

Step 4) now we upgrade firmware to the bootup image:

Command snmpset -v2c -c private 10.90.90.90 1.3.6.1.4.1.171.12.1.2.13.1.2.258

Example snmpset -v2c -c private 10.90.90.901.3.6.1.4.1.171.12.1.2.1.1.3.1 2 10.90.90.200
1.3.6.1.4.1.171.12.1.2.1.11.4.1121.3.6.1.4.1.171.12.1.2.1.1.5.1 x 3132332e686164
1.3.6.1.4.1.171.12.1.2.1.1.7 1.3.6.1.4.1.171.12.1.2.1.1.8

Explanation
a 10.90.90.200 = TFTP Server IP address
i 2 = action “network-load(2)”
x 3132332e686164 = the firmware name, character turns into HEX, please refer to
ASCII code table.

SNMP OID | agentBasicConfig — agentBscSwrFileTable — agentBscSwFileEntry —

agentBscSwFileAddr 1.3.6.1.4.1.171.12.1.2.1.1.3

Object name agentBaciwFils Addr

Object ID 1361411711213113

Module AGENT-GENERAL-MIB

Baze sntax IP Address

Composed syntas IpAddress

brcess Read-Wnte

Status Current

Parent node agentBaiwFileEntror

First child Hone

Description The IF address where the file that needs to be downloaded iz located, or the [F addres:

where the file will be vploaded to.




agentBscSwFileTransferType 1.3.6.1.4.1.171.12.1.2.1.1.4

agentBscSwrFile 1.3.6.1.4.1.171.12.1.2.1.1.5

agentBscSwFileLoadType 1.3.6.1.4.1.171.12.1.2.1.1.7




agentBscSwrFileCtrl 1.3.6.1.4.1.171.12.1.2.1.1.8




