How to upload SSH user public-key

Enable SSH and create an user account on DES-3028.

In SecureCRT, please select the “Tools” tab and clk the option of “Create
Public Key".
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3. The window of “Key Generation Wizard” will show.
Please click NEXT to continue the wizard.
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Thie Key Gereration Wizard helps pou create a public -
private key pair uzed for authentication. S eparate files will be
created for pour public and private keps

T begin using your key, you will need to copy the public key
file bo & directom on the S5H host after the wizard iz finizhed.
See Help or contact vour S5H server administrator far more
irbarmaticn. :
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felect the twpe of public ke to zenerate. Most servers support DA
kews. Many servers may not support BRA keys
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4. Enter a passphrase and click the NEXT button.

Eey Generation Wizand

Enter a pagsphrase w/hich protects sour enciopted private kew. The
pazzphrase iz optional, but if it i not veed, the private ke will not be
encrypied (ot recommended ).

Pazsphrase: ! ]

Copnfirm Passphrass: i il

Entera comiment that will be displased when wou are asked for wour
passphrase; It will be stored weith sromr ke

e | Jason Chang@iason-24960:06d
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5. The next screen requires you to input the key lenbt
Please use the default value.
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Select the length of your key pair betweaen 512 and 2048 bitz.
Key length in bits: 1102

& lower number provides less securnity, takes less time to
generate and authenticates faster, & higher number provides
greater security, takes more time o generate, and
authenticates more slowly, 1024 i the recommended value.
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6. Click NEXT and the key generation is in the process
Please wait for a moment to finish this step.
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Fleaze move the mouze until the progrezs bar stope moving.
T hiz provides important randonm input that i used during key
generation. :

The key iz now being generated. Thiz could take from a few
geconds o several minutes depending on the key length
selected and the PC's processor speed.
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7. Click NEXT.
You should decide the file name and the path to st the public key.

Eey Generation Wizand

Choose a directors and filename for the private kew. The public
ke weill vze the same divectorr and filename with a pub extenson.
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Private ke filename:
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Public ke filerame:
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Atter exiting the Wizand, upload the public key file 1o the appropriate
folder on wour 35H mirver. See help or refer to your 35H srver
documentation for more tformation.
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8. Click FINISH button.
You will find a pop-up window.
Please click on YES button.
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9. Backto CLI.
Configure the SSH user account authmode to be “puldkey”.
After that, show SSH user authmode.
You will find the change is applied.




10. Select on File tab and click on the option of “Quik connect”.
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11. Please enter each item as the screenshot displayed.
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Enter Secnre Shell Fassphrase

Enter a pazzphraze to decropt vour private key for
adrminfz10.30:90.90 ’

Comment:  Jazon Chang@jazon-2d960c06d
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Pazzphraze:

Enter the passphrase which was specified in Step4.



12. After step 11, please click CONNECT button.
You should be able to connect to DES-3028 via SSH.
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Copyright () 2008 D-Link Corporation. all rights reserved.
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