How to export traplogs to syslog server :

1. Connect syslog server to 5000 on CLI port with console cable , and connect syslog
server to 5000 on serviceport with RJ45 cable .
(serviceport default IP is 192.168.0.1 )

Console cable

RJAS cable

syslog server :
192.168.0.169

2. Red parts are Key configurations on5000 :
vlan database

exit

configure

logging host "192.168.0.169" ipv4 514 debug
logging syslog

line console

exit

line telnet

exit

line ssh

exit

!

logging syslog source-interface serviceport
router ospf

exit

ipv6 router ospf

exit

exit



3. key configurations explanation :

a. logging host "192.168.0.169" ipv4 514 debug --- > setup syslog server IP, and 514
is syslog port number, debug is Severity Level 7, you should modify this for
testing .

level 7 can send all traplogs to syslog server .

b. logging syslog ---->enable global syslog

c. logging syslog source-interface serviceport --- > setup syslog source interface
port, we connect on serviceport, so set it .

4. testing and check result :

a. enable syslog server (for example : enable TFTP64 )

clear old logs to keep empty first .
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b. clear traplogs on CLI first to keep it empty :

(Switch) #clear traplog

Are you sure you want to clear the Trap Log? (y/n) vy

Trap Log Cleared.

(Switch) #sh logg traplogs
Number of Traps Since Last Reset
Trap Log Capacit

Numger of Traps

Log System Up Time

(Switch)



insert SFP on portl and port2 check syslog server :
& Thpd64 by Ph. Jounin

= [m] X
Current Diectory || ~| Browse
Serverinteifaces 1111 SSLYPN TAPWin32 ddapter v3 | Show Dir
Thtp Server | Thp Eientl DHCP server  Syslog server l Log viewerl
text from date |
<189> Jul 28 00:48:31 Switch TRAPMGR[trapT ask]: traputil.c(721) 10521 %% SFP inserted in 011 192168.0.1 21/0917:17:.09.444
<191> Jul 28 00:48:33 Switch OSAPI[fptiMonT ask]: osapi_fpti.c(1371) 10522 %% Link state of fpti1_0_1 to Up 192168.01 21/091717:11.236
<189 Jul 28 00:48:33 Switch TRAPMGR[trapT ask]: riaputil.c(721) 10523 %2 Link Up: 041 192168.0.1 21/0917.17.11.242
<191> Jul 28 00:48:33 Switch OSAPI[fptiMonT ask]: osapi_fipti.c(1371) 10524 %7% Link state of fpti1_0_2to Up 192168.0.1 21/0917.17:11.245
<189> Jul 28 00:48 33 Switch TRAPMGRI[trapT ask]: traputil c[721) 10525 %% Link Up: 0/2 192.168.0.1 21/091717:11.246
<189> Jul 28 00:48:33 Switch TRAPMGR[dot1s_task]: traputil.c[763) 10526 %% Spanning Tree Topolagy Change: 0, Unit: 1 192168.0.1 21/0917:17:11.279
<189 Jul 28 00:48:33 Switch TRAPMGR[dot1s_task] traputil c{763) 10527 %% Spanning Tree Topology Change Received: MSTID: 0... 132168.0.1 21/091717:11.280
<189 Jul 28 00:48:33 Switch 0SAPI[nim_t}: osapi_net.c(2886) 10528 %% Failed to send gratuitous arp on dtill with enor Inappropriate i..  192.168.0.1 21/0917:17:11.285
<189 Jul 28 00:48:35 Switch TRAPMGR[dot1s_task]: traputil. c{763) 10523 %% Spanning Tree Topology Change Received: MSTID: 0... 192.168.0.1 21/03171713.217
Clear | Copy |
About | Seftings Help
shutdown port 1 then check syslog sever :
7 |1tpdb4 by Ph. Jounin - ] X
Cunent Directary || EI Browse
Servet interfaces |1.1.1.1 SSL VPN TAPWin32 Adapter V9 j Showt Dir
Ttp Server | Titp Client | DHCP server  Syslog server l Log viewer |
test fiom date |
<189 Jul 26 00:48:31 Switch TRAPMGR[apT ask]: taputilc(721] 10521 %% SFP inserted in 041 19216801 21/0317:17:09 444
<191> Jul 28 00:48:33 Switch DSAP[fptiMonT ask} osapi_fpti.c{1371) 10522 %% Link state of fpti1_0_1 to Up 192.168.0.1 21/0917:17:11.236
<189> Jul 28 00:48:33 Switch TRAPMGR|trapT ask]: traputil. c(721) 10523 %% Link Up: 041 192.168.0.1 21/0917:17:11.242
<1915 Jul 26 00:48:33 Switch DSAPI[fptiMonT ask]: osapi_fpti.c(1371) 10524 %% Link state of fptil_0_2to Up 192.168.0.1 21/0917:17.11.245
<189 Jul 26 00:48:33 Switch TRAPMGR|trapT ask]: traputil c[721) 10525 %7 Link UUp: 0/2 192.168.0.1 21/0917:17:11.246
<189> Jul 28 00:48:33 Switch TRAPMGR([dot1s_task]: traputil. c(763) 10526 %% Spanning Tree Topology Change: 0, Unit: 1 192.168.0.1 21/0317:17:11.279
189> Jul 28 00:48:33 Switch TRAPMGR[dot1s_task] traputil c(763) 10527 %% Spanning Tree Topology Change Received: MSTID: 0... 192.168.0.1 21/0917:17:11.280
<1895 Jul 28 00:48:33 Switch OSAPI[rim_t} osapi_net.c[2886] 10528 %% Failed to send gratuitous arp on dti0 with eror Inappropriate 1. 192.168.0.1 21/0917:17:11.285
<1895 Jul 26 00:48 35 Switch TRAPMGR[dot1s_task] traputil (763) 10529 %% Spanning Tree Topology Change Received MSTID: 0., 19216801 2140917171317
191> Jul 28 00:50: 43 Switch DSAPI[fptiMonT ask] osapi_fpti.c(1321) 10630 %% State of fpti1_0_1 is changed to Down 192.168.0.1 21/0917:19:21.330
2 e s 5 pehialatiaaablatd 0 1toDown 192.168.0.1 21/0917:19:21 523
192.168.0.1 21/0917:19:21 526
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