How to setup SSH Public Key Authentication on DGS-1510
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[Overview]

1) Generate an RSA public / private keypair via PUTTY Key Generator
2) Copy RSA public key to Switch
3) Configure SSH on Switch

4) Access to Switch via PuTTY



[Configure]

Step 1. Generate an RSA public / private keypair via PuTTY Key Generator

1. Generate a 1024 bit SSH-2-RSA keypair
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Ke Generate key pair
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55H-1 key (RS54
S5H-2 DSA key
55H-2 ECDSA key
55H-2 ED25519 key

Actions

Generate a public/private key pair [ Generate ]

Load an existing private key file Load

Save the generated ey .SE.I'\-'E |:II;I|:.I.|i-IZ; beey 1] éa'-.-'e private I-:-e;.- .

() ECDSA () ED25519 _ (©) SSH-1(RSA)
1024




2. To generate a random key, PuTTY key generator uses the input
of your mouse movement. Swing it around a bit until the keys
are ready.

2 DUTTY Key €
File Key Conversions Help
Key

Please generate some randomness by moving the mouse aver the blank area.

|
Actions
Generate a public/private key pair Generate |
Load an existing private key file | Load |
Save the generated key I_ Save pul:u_li-c beey | i__Save private key |
Parameters
Type of key to generate:
@ RSA DSA ECDSA ED25515 S5H-1 (RSA)

Mumber of bits in a generated key: iT[SETi |




”

3. After finishing generate keys, please key-in Password “admin

for keys

File IKe],r Conwversions  Help

Generate key pair

P ized_keys file:
= S5H-1 key (RSA) e

& 55H-2 RSA key B DwbY 1gHndeWC 1aa3DRZ2urZac Tl

TocMBlsMYRot fgSPljuCiby LWE1J 1w ASRy
B 55H-2 D5A key BEip2+rqdfd+Has@YZPLunOOEhgdCTk=
2 S5H-2 ECDSA key i
= SSH-2 ED25519 key f8:06:be:0df2:1e:83:1b:54:22 01 4b 25
Key comment: reatoey-201 70825
Key passphrase: tenen admin
AL

Confim passphrase:  essss G
Actions
Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated ey Save public key ] [ Save private key ]
Parameters
Type of key to generate:
@ RSA (") DSA i) ECDSA i) ED25519 (71 S5H-1(RSA)

Mumber of bits in a generated key: 1024



4. Copy the red part and save a public key file to
“public key for DUT.pub”
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Public key for pasting into OpenSSH authorized_keys file: m £ Courier New 11 o |[A 5 :5' [ I:%)fj @ ik e

eplace
sshfea 2 Past =||=5 || Pict Paint Dateand Insert |
AARABINzAC ycZEAARABJQARAIEAZZ 4Bt Dwb Y 1aHndeWC 1aa3DRZuZac Trllg oas s SHEM e i e bt
SFKABWP5eteBC.A 117 SuldfYjHkaezvlg 3 xe MRIsMYRet fg SPijuQibyL WE 1 TvASRy _ .
BvGyHP4eL/mVGQtoKPz4h TzFLF4XHUs|BEp2+rqdfd+HasGYZP LunOO EhqdCTh= Clipboard Font : Paragraph Insert Editing
reatey-20170825 b e NG .g.......l...".2.......3....‘“4.......5....."$.......7
Key fingerprint: ssh=3 1024 c0:598:06 be:0df2: 1e:83:1b:34:a2b 1:4b Za: %
Key comment: rsatey-20170825 ssh-rsa
Key h X i I ARARB3NzaClyc2EARRABJIQARATEAZ2Zk/ 4ELtDwbY1lgHndcWClaa3DREurAgeTnlIQs
I PRrat FR/£7xWPSeteBC/£117j8ukfYiHkaezvIgI1lxcMR]l sMYRctJfg9P1jucibyLWEL 1
Confirm passphrase: vASRyBvGyHP4eL/mVQtoRPz4fxTzFLF4XjHUs1BEip2
+rgdfd+HasQY¥ZPLunCOEhgdCTk= rsa-key-20170825
Actions
Generate a public/private key pair Generate ‘
|

Load an existing private key file Load

Save the generated key [ Save public key ] [ Save private key ]

Farameters
Type of key to generate:

i @ RSA () DSA @ ECDSA () ED25519 () S5H-1 (RSA)
Mumber of bits in & generated key: 1024 |

5. Hit the save private key buttons,

“pub.v2.pri.ppk”

File Key Conversions

Help |
Key
Public key for pasting into OpenSSH authorized_keys file:
ssh1sa =

AAAAB3NzaC TycZEAAAABJQAAAIEAZZ /4B Dwb Y 1gHndeWC1aa 3DRZurZge TrllQ
SFKARWPBete BCA 117 SuldfYjHkaezvlg G e MRIsMYRot fg SPuOjbyLWE 1) v ASRy
BvGyHP4eL/mVGto KPz4fx Tz FLF4XH UsIBEip 2+rqdfd+HasQYZP LunOOEhgdCTh=

satkey-20170825 -
Key fingemrint: sshsa 1024 c0:5918:06:be:0df2:1e:83:1b:94:a2:b1:4b:2a: X
I Key comment: rsakey-20170825
Key passphrase: I
Confirm passphrase:
Actions

Load

Generate a public/private key pair

Load an existing private key file

Save the generated key Save public key | Save private key l
Parameters

Type of key to generate:

@ RSA @) DSA () ECDSA () ED25519 ) 55H-1 (RSA)

Mumber of bits in a generated key: 1024

and save private key to
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New folder BT ~ (7]
. Favorites u Today 1) 3
B Desktop =
] key
W Dowenloads Ll-  Filefolder
“Zl Recent Places
4 Yesterday (4)
-l Libraries £ pub.v2.pri.ppk
& Documents (25| | PPKFile
J) Music 869 bytes
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) A PPK File
E Videos — 301 bytes
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Save as type: [PuTI'Y Private Key Files (*.ppk) v]
(% Hide Folders save | | Cancel




Step 2. Copy RSA public key to Switch

Copy public key to file system via tftp server (10.90.90.99)
Modify file name to “admin.pub”

Input the below commands on Switch:

copy tftp: //10.90.90.99/ public key for DUT.pub flash: admin.pub

Step 3. Configure SSH on Switch

1. Create user dlink ; password dlink

config t
username dlink privilege 15 password dlink

exit

2. Enable SSH

configure terminal
line ssh
password ssh
login local
exit
ip ssh server

end
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config t

3. Configure authentication method to Public-Key for user "dlink"

ssh user dlink authentication-method publickey c:/admin.pub

Step 4. Access to Switch via PuTTY

1. Open PuTTY and look for the Connection > SSH setting. Click on
the browse button and select your private key file

“pub.v2.pri.ppk”

Category:
' Features
él--"ﬂﬁndow
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- Translation
- Selection
i - Colours
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- Data
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=~ S5H
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QOptions controlling SSH authenticatio

Display pre-authentication banner (S5SH-2 of
[ Bypass authentication entirely (S5H-2 only)

Authertication methods

Attempt aLthentication using Pageant
Attempt TIS or CryptoCard auth (SSH-1)
Attempt "keyboard-interactive” auth (SSH-3

Authentication parameters
Allow agent forwarding

. Alow attempted changes of usemamein 54|

Private key file for authentication:
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i More bugs
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1o key
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- [ File folder
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2. Go to the main screen, key in 10.90.90.90 Switch IP and choose

SSH connection. After finish settings, hit open button.

ﬁ PuTTY Configuration E_l .
Categony:
= Sgassiun | Basic options for your PuTTY session
& TE"" L.nglging Specify the destination you want to connect to
e Host Mame (or IP address) Port
- Keyboard
10.90.90.50 22
Bell
- Features Connection type:
- Window i Raw () Telnet () Rlogin @ SSH () Seral
;;ppea@nce Load, save or delete a stored session
- Behaviour
... Tranalation Saved Sessions
.. Selection publick
- Colours :
Default Settings
= Connection 3130 haod
- Data new
R
- Rlogin
- S5H
-~ Senial Close window on exit:
() Mways @ Mever (7 Only on clean exit
About Open ] [ Cancel

3. Keep to hit Yes button when the windows prompts out.

l" The first key-exchange algorithm supported by the server
FE Y

is diffie-hellrnan-groupl-shal, which is below the configured
warning threshold,

Do you want to continue with this connection?




WARMING - POTEMTIAL SECURITY BEREACH!

The server's host key does not match the one PuTTY has
cached in the registry, This means that either the

server administrator has changed the host key, oryou
have actually connected to ancther computer pretending
to be the server,

The new rsa2 key fingerprint is:

ssh-rsa 1023 b8:04:0f: ed:23:31:8f:55:b7:d%:a1 : 3a: de:B5:10:9d
If you were expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting.
If you want to carry on connecting but without updating
the cache, hit Ma.

If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the ONLY guaranteed safe
choice.

| Yes | Mo | | Cancel

4. Input username “dlink” and then input the key password ”admin”




5. The key fingerprints match, let’s see if we can connect:




