How to setup MAC-Based-Access-Control with Microsoft Windows Server 2008 NPS
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1. Install NPS role on Windows Server 2008.
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2. Create a new username as allowed host MAC address, password is “dlink”.
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3. Add RADIUS client (Switch) into NPS, key is 123456.
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To manually type a shared secret. click Manual, To automatically generate a shared
secret, click Generate. You must corfigure the RADIUS client with I'hesamgshafed
secret entered here. Shared secrets are case-sensitive.
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4. Create NPS policy as “RADIUS server for 802.1x Wireless or Wired connections”.
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5. Select Secure Wired (Ethernet) Connections.
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Type of 802.1X connections:

" Secure Wireless Connections
When you deploy B02.1X wirsless access points on your network, NPS can authenticate and authorize
rconnection requests made by wireless clients connecting through the access points.

¥ Secure Wired {Ethemet) Connections o
When you deploy 802 1X autherticating switches on your network, NPS can autherticate and authorize
connection requests mads by Ethemet clients connecting through the switches. j

Name:
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EAP Type select “EAP-MSCHAP v2”.
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Clieck “next” to finish.
Edit the policy, select “constraints” label. And check below options. Then click

“OK” and ignore warning message.

Xlix|
& | Configure the constraints for this network policy.
m | all constraints are not matched by the connection request, network access is denied. —
B E
| Allow access only to those clients that autherticate with the specified methods.
al LT
5_3 Idle Timeout EAP types are negotiated between NPS and the client in the order in which they are
a, Session Timeout g,
1| i called station D = T
L u"tl Microsoft: Secured password (EAP-MSCHAP v2) Move s |

) Day and time restrictions
L NAS Part Type e Do | .

A, || i Beove | =

Less secure authertication methods:
o P e =
¥ User can change password after t has expired
¥ Microsoft Encrypted Authertication (MS-CHAP)
¥ User can change password after it has expied
¥ Engrypted authentication (CHAP)
¥ Unencrypted authertication (PAP. SPAF)
¥ Alow clients to conmect without negatiating an authentication method
[~ Perform machine heatth check only

| T

e | - . 1 ey § —
frstart| | 5 | &) Nebwork Cormections [@ wetworkpolicy server | A Compute Management £ il 10:58 A



Apply below command on switch:
config mac_based_access_control method radius
config mac_based_access_control password dlink //this password must be the same

to step 2
config mac_based_access_control ports 1:1-1:8 state enable

enable mac_based_access_control
config radius add 1 10.90.90.201 key 123456 default //this key must be the same to

step 3

After connect client on port 2, you can see RADIUS-Accept packet on Server side.
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~ Expression.. Clear Apply

Filter: | radius
Protocal Infa
Access-Request{1) (id=1, 1=103)
Access-Accept(2) (id=1, 1=78)

Destination
10.90.90. 201 RADIUS

No. Time Source
2 18,554797 10.90.90.90
5 19.112618 10.90.90. 201

i

@ Frame 5: 120 bytes on wire (960 bits), 120 bytes captured (960 bits)
thernet II, Src: Microsof_40:75:fd (00:03:Ff:40:75:fd), Dst: ac:f1:df:bd:ce:20 (ac:fl:df:b4:ce:20)

nternet Protocol, Src: 10.90.90.201 (10.90.90.201), Dst: 10.90.90.90 (10.90.90.90)
ser Datagram Protocol, Src Port: radius (1812), Dst Port: intu-sc-client (8021)

@ Radius protocol

And show port status on Switch:

DG5-3120-24TC: admin#show mac_based_access_control auth_state ports 2
Command: show mac_based_access_control auth_state ports 1:2

{(P): Port-based

Port MAC Address State VID Priority A?in Time/
Block Time

1:2 FO-DE-F1-93-2D-E2 authenticated 1 -

Total Authenticating Hosts : O
Total authenticated Hosts 01
Total Blocked Hosts : 0

DGS-3120-24TC : admin#



