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The Goals:

1.Enable the Ethernet OAM & monitor the remote client status
2.Enable OAM Remote Loopback mechanism

3.Enable the Critical Event notification



Ethernet OAM

DGS-3528
config ethernet_oam ports 1-2 state enable
config ethernet_oam ports 1-2 mode active

DES-3200 (1 & 2)
config ethernet_oam ports 1 state enable
config ethernet_oam ports 1 mode passive

Pull and plug Port 1 of DES-3200 and check the OAM status on Port 1 of DES-3200
or Port 1 of DGS-3538
>show ethernet_oam ports 1-2 status

DES—-3528P : 5#fshow ethernet_oam porits 1I-7 status]
Command: show ethernet_oam porits 12 status

Port 1

Local Client
oAH : Enabled
Hode : Active
Ma=x OAMPDU : 1518 Bytes
Remote Loopback : Support
Unidirection : Mot Supported
Link Monitoring : Support
Variable Request : NHot Supported
PDU Rewvision 1 2
Operation Status : Operational
Loopback Status : No Loopback

Remote Client

Hode : Passive

HMAC Address : BA-1E-58-6E—97-80
Vendor (0OUTI)} : APR55d

HMa=x OAMPDU : 1518 Bytes
Unidirection : NHot Supported
Link Monitoring : Support

Variable Request : Mot Supported

PDU Rewvision 1

VYendor Infto - 8




Ethernet OAM Packet Capture

Mo, . Time Boume Destination Frotocol Info
O0:22:pQ0:7a:aa:81 ) oo QAMPDU: Information
T B N B O A== e YY) =TT FTOTOCT S T TP T LT O T Lo
3 1.000006 00:22:b0:7a:66:81 Slow-Protocols 0.4 oaMPD]: Information
4 1.056723 D-Link_&e:97:80 Slow-Protocols 0. camMPoU: Information

=

1 (&4 bwtes on wire, &4 bwtes captured)

Ethernet II, Src: 00:22:h0:73:66:81 (00:22:h0:7a:66:81), Dst: Slow-Protocols (01:80:c2:00:00:027
@ Moctdmatdon: SlowDroto-nle 0] =S =2 s e e 12
B Source: 00:22:b0:7a:66:8L (00:22:h0:7a:66:8L)
Type: Slow Protocols (OxEE09)
OAM Protocol

Slow Protocols subtype: oam (0x030 |

H Flags: 0x0050 (local: Discovery complete, remote: Discovery complete)
oaMPDld code: Information (0x000

H Type: Local Information TLv (Ox0Ll)

H Type: Remote Information TLv (0x0Z)

OAMPDU, which is the multicast MAC address “01-80-C2-00-00-02"
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Remote Loopback OAM Configurations

DGS-3528

config vlan vlanid 1 delete 3

create vlan 3 tag 3

config vlan vlanid 3 add untagged 3

config mirror port 3 add source ports 1 both
enable mirror

config ipif System ipaddress 10.90.90.90/8

config ethernet_oam ports 1 mode active

config ethernet_oam ports 1 state enable

config ethernet_oam ports 1 received _remote_loopback process

DES-3200 (1 & 2)

config ipif System ipaddress 10.90.90.91/8

config ethernet_oam ports 1 mode active

config ethernet_oam ports 1 state enable

config ethernet_oam ports 1 received_remote_loopback process

Issue the following command to Start/Stop the Remote_Loopback on DES-3528
>config ethernet_oam ports 1 remote_loop start
>config ethernet_oam ports 1 remote_loop stop




Remote Loopback OAM Status

Show Ethernet_ OAM Statistics by the following commands

DES—-3200-28: 4flshow ethernet _cam ports 1 statistics]
show

Command : erne t_oam por ts 1 statistics
Port 1
Information OAMPDU Tx 246
Information OAMPDU Rx= 22
Unigue Event Hotification O0OAMPDU Tx a
Unigue Event Hotification O0OAMPDU Rx : a
Dupllcate Euent Notlflcatlon OHHPDU Tx: (5]
D - @
Lo back Control oAaHdPDOU Tx 1

Control OAMPDU R«
Request OAMPDU T
Reguest OAMPDU Rk
Variable Response O0AMPDU Tk
Variable Response OAMPDU Rx
Organization Specific 0AMPDUs T=
Organization Specific OAMPDUs R=<
Un=supported OAMPDU T
Unsupported O0OAMPDU R

Frames Lost Due To O0OHHM

L oopback
VYariable
Variable

[Slofeleiolol ool

Remote loopback packet (Start)

Source

=57
52: 81 Coo: 80 C8 03 :

Ethernet 11, =Ssrc: D-Link _03: 52:810, DsTt: slow—Protocols
= oamM Protocol
Slow Protocols subtype: Coap COxO30
Flags: O0=x0050 (Clocal: Discoweaery <Compleste, ramote: Discoweaery Completeal

CAMPDU code: Loopback Control Oxoa2

ICDmmandS: Oxx01 (CEnable rRemote Loopack
-1 Ernable rRemote Loophbhack:

.o risable remote Loopback:

Trues
Fal=se

COl :80:c2:100:00:0270

Remote loopback packet (Stop)

Frame 18 (64 byrtes on wire, &4 bytes capturead)
Ethernet II, Src: D-LIink 03:52:81 (00:80:Cc8:03:52:810.
cam Protocol

Slow Protocols subtype: oM COox030

Flags: o0oxo0o050 Clocal: pDiscowvery complete,
oAMPDU code: Loopback Comtrol COmodal

| Commands : Ox02 (Disable remote Loopback2
Enakble remote Loopback: False
Disable rRemote Loopback: True

Dst: Slow-Protocols

ramote: Discovery Complateal

CO1lL:80:C2:00:00:0270




Remote Loopback OAM Status

Check DES-3528 Ethernet Remote Loopback Port’'s Status

|DES—3528:admin#show ethernet_oam ports 1:1 Statusl
Command: show ethernet oam poris 1:1 status
Port 1:1
Local Client
0AK : Enabled
Mode : Active
Max OAMPDU : 1518 Bytes
Remote Loopback : Support
Unidirection : Not Supported
Link Monitoring : Support
Yariable Request : Not Supported
PDU Revision 5 l
| Loopback Status : Remote Loopback |

Check DES-3200 Ethernet Remote Loopback Port’'s Status

|DES-3208: admin#ishow ethernet oam ports 1 status|

Command: show ethernet_oam poris 1 status

Port 1

Local Client
OAH : Enabled
Mode : Active
Max OAMPDU : 1518 Butes
Remote Loopback : Support
Unidirection : Not Supported
Link Monitoring : Support
Variable Request : Not Supported
PDU Revision : B _ l
'.l' O ) O ] 5 el d Blil=
L oopback Status Local lLoopback




Send data from DES-3528 to DES-3200 when
Remote Loopback started

Steps:
1. Start the Remote loopback on DES-3528
>config ethernet_oam ports 1 remote_loop start
2. Issue a ‘ping’ packet from DES-3528's console to DES-3200
> ping 10.90.90.91
3. From the sniff PC, you will see 2 ICMP packets captured as below.
a.) The first ICMP packet is from DES-3528 to DES3200
b.) the second ICMP packet is returned by DES-3200. The original packet’'s
format will be kept without changed.

The first packet is from DES-3528

Mo . | Time Soure | Destination Protocol i Info
HE oS0 EnEs0 T I Y S L L clow_bratorals i oakiE il Tetormat S on
| B3 39, 287693 10, S50, 90, 90 10,50, 590, 9 ( Echo (ping) reguest
UL 50, 900 S Echo Cpingl reguest
W=7 |_||_|_|u_u7 T LT - LTI AL T
. p—— m

[P = A= LT L LU N M= B e = L= e

P T e TR e P T T S o | et T, R BT & e e o s i, 2B

(]
&'_'_','

Frame 83 (74 bytes on wire, 74 bytes captured)

Ethernet II. Src: D-Link 03:52:80 (00:80:c8:03:5
# Internet Protocol, Src: 10.90.90.90 (10,90, 90,
® Internet Control Message Protocol

[+

D3, Dsth 10.90.90.91 (10.90.90.91)

(800, Dst: 00:21:9):afie9:do (00:21:91:af:e9:d0)

/
I: The second packet Is returned by DES- ]
3200




Enable Ethernet OAM Critical Event
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Enable Ethernet OAM Critical Event

DGS-3528

config ethernet_oam ports 1-2 state enable

config ethernet_oam ports 1-2 mode active

config ethernet_oam ports 1-2 critical_link_event critical _event notify _state enable

DES-3200 (1 & 2)

config ethernet_oam ports 1 state enable

config ethernet_oam ports 1 mode active

config ethernet_oam ports 1 critical_link_event critical _event notify _state enable

Issue the following command to disaply the event_log
>show ethernet_oam ports 1 event log

DES—32@@—1@:ﬁ43h0W ethernet_ocam ports 1 event_log I
Command: show = =

Port 1

Euvent Listing

Index Tvpe Location Time Stamp
1 Critical Event Local B-0-0 B:16

Local Ewvent Statistics
Error Svmbol Ewvent
Error Frame Event
Error Frame Period Ewvent
Errored Frame Seconds Ewvent

ICritical Event

Remote Event Statistics
Error Symbol Event
Error Frame Event
Error Frame Period Ewvent

_EoO®

Errored Frame Seconds Ewvent
Dvying Gasp
Critical Event

LoEEe®




Ethernet OAM Critical Event Packet Capture

Info
CapP ol :

Protocol

uuuuuuuuuuuuuuu a:2a:e0:10 = otocols 1A Intarmatian

# Frame 1 (60 hbytes on wire, 60 bytes captured)

¥ Ethernet II, Src: 00:26:5a:2a:e0:10 (00:26:5a:2a:e0:107,

= oaM Protocol
Slow Protocols subtype: oaMm (0x03)

[= Flags: 0x0054 (CriticalEvent, local: Discovery complete, remote: Discovery complete) |

D=t : Slow-Protocols (0L:80:c2:00:00:020

.0 = Link Fault: False
.0, = Dying Gasp: False
... .1.. = Critical Event: True |
.. 0... = Local eEvaluating: False
.1 .... = Local stable: True
0. .... = Remote Evaluating: False

. «... = Remote stable: True
OAMPDU code: Information (0x00)

F Type: Local Information TLv (0x01)

F Type: Remote Information TLV (0x02)

[T
|




