How to set up 802.1x Port-based with Windows Server 2008

[Topology]:

Client(192.168.0.78)--(p8)DES-3200-18(192.168.0.1/24)(17)—Radius(192.168.0.100)

Radius server is used Windows Server 2008.
DES-3200-18 is used the firmware 1.30B04

[Configuration]:

[DES-3200-18]

config 802.1x capability ports 1:1-1:12 authenticator
enable 802.1x

config radius add 1 192.168.0.100 key 123456 default

config 802.1x auth_mode port_based

[Windows Server 2008]

1. Click the Network Policy Server under Start->Administrative Tools->Network

Policy Server.
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2. Click New RADIUS Client under NPS(Local)-> RADIUS Clients and Servers->

RADIUS Clients.
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RADIUS clients allow you to specify the network access servers. that provide access to your network.

192.168.0.1 RADIUS Standard Enabled

New Network Access Device

3. Filled the Friendly name, Address, and Shared secret as follows:

x|
I~ Enable this RADIUS client
— Name and Address L\€

Friendly name:

IDES—3200—28

Address (IP or DNS):

j1s2.168.0.1 Verify ... I
— Vendor
Specify RADIUS Standard for most RADIUS clients. or select the RADIUS client
wvendor from the list.

Vendor name:

|RADIUS Standard ~1
— Shared S

Ton\anualytype shared secret. click Manual. To otnwcdygenotaead'larod

click Generate Youn-.ﬂeorﬁg..ethe RADIUS client with the same shared
seauerletedhele Shared

<~ Manual < Generate
Shared secret:

jecccee

Confirm shared secret:

— Additional Options
I~ Access-Request messages must contain the Message-Authenticator attribute

I RADIUS client is NAPcapable

[ OK ] Cancel |

4. Click a New under NPS(Local)->Polices->Network Polices.
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= ici @3 RADIUS Disabled 1 Grant Access
@4 RADIUS_Rule_SWITCH Disabled 2 Grant Access
T4 802 1x_test Enabled 3 Grant Access—|
. &fConnections to Microsoft Routing and Remote Access server Disabled 4 Deny Access _
o enst el = ;- _>'_l
Conditions - If the ing jons are met: =
Condition | Value I
User Groups CORP\Domain Users
Settings - Then the following settings are applied:
Setting | Value
Access Permission Grant Access :] =
Extensible Authentication Py Method Py EAP (PEAP) OR Microsoft: Secured p..
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5. Specify the Policy name and then click the Next button.
New Network Policy <1

You can specify a name for your network policy and the type of connections to which the policy is applied.

! Specify Network Policy Name and Connection Type

Policy name:
Jeo23d

Network connection method
Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Vendor specific.

= Type of network access server:
|Unspecifiea = |

€~ Vendor specific:

10 =

Previous | [ Next ] Firish | Cancel |

6. Add the domain user group in to the condition:

New Network Policy 1

Specify Conditions
* Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum
Conditions

of one condition is required.

Condition [ Value |
&R, User Groups CORP\Domain Users

Previous | Next | Finish | Cancel |

7. Specify Access granted and click Next:
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Specify Access Permission
* Configure whether you want to grant network access or deny network if the ion t matches this
policy.

& Access granted
Grant access if client connection attempts match the conditions of this policy .

T Access deried
Deny access if client connection attempts match the conditions of this policy .

I Access is detemined by User Dialin Gwhich NPS
Grant or deny access according to user dial4in properties if client connection attempts match the conditions of this policy.

Previous | [ Next ] Firish | Cancel |

8. Configure Authentication Methods as follows:

| new Network Policy | =<|

Configure one or more authentication methods required forthe connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
. Protected EAP in connection request policy, which overrides network policy authentication settings.

! Configure Authentication Methods

| EAP types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:
Microsoft: Protected EAP (PEAP) Move Up

Move Down

Agd.. | Edit.. | Remove |

Less a
I Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
I User can change password after it has expired
I Microsoft Encrypted Authentication (MS-CHAP)
I User can change password after it has expired %
I Encrypted authentication (CHAP)
I¥ Unencrypted authentication (PAP. SPAP)

I Allow clients to connect without r iating an authentication method.
I~ Perform machine health check only

Previous || Net | Firish | Cancel |

New Network Policy x|

Configure Constraints

Constraints are additional parameters of the network policy that are required to match the connection request. Ifa
constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are
optional; if you do not want to configure constraints, click Next.

Configure the constraints for this network policy.
I all constraints are not matched by the connection request. network access is denied.

Constraints:
_Constraints ify the maximum time in minutes that the server can remain idle before the connection
is disconnected
¥ Session Timeout I~ Disconnect after the maximum idle time

=] Called Station ID

<D Day and time
restrictions

| TE = |

NAS Port Type

Previous I I Next I Finish I Cancel l
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Configure Settings
* NPS applies settings to the connection request if all of the network policy conditions and constraints forthe policy

are matched.

Cotiiguethemforﬂisnawod(poicy
if conditions and constraints match the connection request and the policy grants access. settings are applied.

Settings:

RADIUS Attstustos 1| To send addtional attributes to RADIUS clients. select a RADIUS standard attribute, and

Standard then click Edit. f you do not configure an attribute. it is not sent to RADIUS clients. See
. your RADIUS client documentation for required attributes.

Vendor Specific

Network Access

Protection

B, NAP Enforcement Attributes: | 0

Name Value

L)

j® Extended State Fro Protocol PPP

2:01509 and Remote Service-Type Framed

cess

@& Muiltilink and
Bandwidth Allocation
Protocol (BAP)

£ IPFilters

4% Encryption = Add... Edit. | I Remeve |

IP Settings Ll

Previous [[ Net |  Finish |  Cancel |
New Network Policy Al

! Completing New Network Policy

d the following r rk policy:

iUser Groups CORP\Domain Users

Policy settings:
Condition ] Value -
Authentication Method EAP OR Unencrypted authentication (PAP, SPAP)
Access Pemission Grant Access
Update Noncompliant Clients True
NAP Enforcement Allow full network access -
Framed-Protocol PPP
Service-Type Framed - [
To close this wizard. click Finish. k

9. Add user under Active Directory Users and Computers.
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& (] Saved Queries "2, Administrator Built-in account for admini
£ 53 corp.diink.com RODC d R » Group Members in this group car
3 Builtin 2, Benson wu
2, Cert Publishers Members of this group are
#2, Denied RODC Password Replication Group Members in this group car
52, DnsAdmins DNS Administrators Group

ain Controllers

RAS and IAS Servers

DNS dlients who are permi
Designated administrators
All workstations and serve
All domain controllers in th

Designated administrators
Members of this group are
Members in this group car
Built-in account for guest

Servers in this group can

Read-only Domain Controllers Members of this group are
H2, schema Admins Security Group ... Designated administrators
2, summer Chang User
2, test User
ol — 2>l i (=
Create a new object... [ [
Lrstart| | 3 mm | € Network Policy Server ": Active Directory User... [ S §o@ =2ds 1:00 aMm

[Client Vista]:

1. Use the MMC and go to the Services, check the Wired AutoConfig services is

Started.

Consolel

l@ File Action Favorites  Window  Help
e 2@ 06 =]

] Console Root

rvices (Lo

View

Actions

Services (Local)
More Actions

Wired AutoConfig
More Actions

Wired AutoConfig Name Description  Status  Startup Type  Log On As
£% Windows Error Re... Allows error... Started  Automatic Local Syste...
Stop the service b W!ndows Event C... Th!s seNch Manual ) Network &
Restartihe seilice Windows Event Log This service ... Started  Automatic Local Service
— 4 Windows Firewall Windows Started Automatic Local Service
Optimizes p... Started  Manual Local Service
. Providesim.. Started  Automatic Local Service
Description: Adds, mo Manual Local Syste...
This service performs IEEE This service Manual
802.1X authentication on Started  Automatic
Ethernet interfaces Disabled
Started  Automatic Local Syste...
Disabled Local Service
4 Windows Media C. Manual Network S...
4% Windows Media C... Starts and st... Manual Network
% Windows Media C... Starts Wind... Automatic (D... Local Service
{4 Windows Media P... Shares Win... Manual Network S...
4% Windows Module... Enables inst... Manual Local Syste...
Optimizes p... Started  Manual Local Service
. Optimizes p... Manual Local Service
. Windows R... Manual Network S...
% Windows Search  Provides co... Started  Automatic Local Syste...
Windows Time Maintains d. Started Automatic Local Service
% Windows Update  Enablesthe .. Started  Automatic (D.. LocalSyste.
WMI Performance... Provides pe. Manual Local Syste.
% Workstation Createsand... Stated  Automatic Local Service
% XAudioServi u de... Started i Local Syste...
Extended /( Standard /

2. Under the NIC setting, make sure the Authentication tab come up. Then click the

Settings button.

@ Local Area Connection Status [T U Local Area Connection Properties =S
General | [ " !l Auther I[ Sharing |
< ; n Select f
e this option to auther or
IPv4 Connectivity: Local this EtF 3 r ¥
IPv6 Connectivity: Limited
. X authentication
Media State: Enabled ¥ Enable IEEE 802.1X
Duration: 05:02:30
Choo: network authentication method:
Speed: 100.0 Mbps ===
| Microsoft: Protected EAP (PEAF_~ Settings
=1 [ senoe. |
[— Cache user information for subsequent connections
to this network
Activity
Sent —— *g —— Received
Bytes: 5,806,159 30,857,056
[ @Properties | [ @9 pisable | [ bDiagnose |
L [ oK ] [ Cancet |




3. Click the Configure.. button and disselect the Automatically......

- . - e - W 9
Protected EAP Properties %

l ¢ Normal l ¢ No Spac... Heat

When connecting:

~I validate server certificate

I~ Connect to these servers:

Trusted Root Certification Authorities:

] DigiCert High Assurance EV Root CA

[C]1DST Root CA X3

[l entrust.net Certification Authority (2048)
[C]entrust.net Secure Server Certification Authority

certification authorities,

Select Authentication Method:

|secured password (EAP-MSCHAP v2)

=

[~ Enable Fast Reconnect
[” Enable Quarantine checks
™ Disconnect if server does not present cryptobinding TLV

|| AddTrust External CA Root =

[T] Class 3 Public Primary Certification Authority (=]

] Equifax Secure Certificate Authority Y,
< n ] »
™ Do not prompt user to authorize new servers or trusted

Configure...

LAB e 120 122 )AH‘_‘J&‘_
s L_ U Local Area Con
Networking | Auth
Select this opt
e this Ethemet a
Limited
Enabled [V Enable IEE
05:03:56
100.0 Mbps L
Microsoft: Prc
.
EAP MSCHAPV2 Properties 2Sm]
When connecting:

r Automatically use my Windows logon name and
password (and domain if any).

Cancel |

[Testing Result]:

command Line Interface

Firmware: Build 1.30.8004
Copyright(c) 2010
UserName:
Password:

DES-3200-18:4#

DES-3200-18:4#

DES-3200-18:4#

DES-3200_18-4%

DES-3200-18:4#show 802.1x auth_state
command: show 802.1x auth_state

DES-3200-18 Fast Ethernet Switch

D-Link Corporation. A1l rig*

Enter Credentials ‘

Port Auth PAE State Backend State Port Status
1 Disconnected Idle Unauthorized
2 Disconnected Idle uUnauthorized
3 Disconnected Idle Unauthorized
4 Disconnected Idle unauthorized
5 Disconnected Idle unauthorized
6 Disconnected Idle unauthorized
7 Disconnected Idle uUnauthorized
8 Disconnected Idle unauthorized
9 Disconnected Idle unauthorized
10 connecting Idle unauthorized
11 Disconnected Idle Unauthorized
12 Disconnected Idle unauthorized
13 ForceAuth success Authorized
14 ForceAuth success Authorized
15 ForceAuth success Authorized
16 ForceAuth success Authorized
17 ForceAuth success Authorized
18 ForceAuth success Authorized

User name:

Password:

test

Logon domain:

["]Save this user name and password for future use

Quit Next Page [J Previous Page [§ Refresh




DES-3200-18:4#show 802.1x auth_state
command: show 802.1x auth_state

Port Auth PAE State Backend State Port Status
1 Disconnected Idle Unauthorized
2 Disconnected Idle Unauthorized
3 Disconnected Idle uUnauthorized
4 Disconnected Idle Unauthorized
5 Disconnected Idle Unauthorized
6 Disconnected Idle Unauthorized
Z Disconnected Idle Unauthorized
8 Disconnecteg Igle Unauthorized
D odccosmmocte Sl ! 3

10 Authenticated Idle Authorized
12 Disconnected Idle Unauthorized
13 ForceAuth success Authorized
14 ForceAuth success Authorized
15 ForceAuth success Authorized
16 ForceAuth success Authorized
17 ForceAuth success Authorized
18 ForceAuth success Authorized
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