How to configure 802.1x guest vlan in Windows Server 2008

[Topology]:
Client(192.168.1.90)------- P11 DES-3200-18 P15----Radius_Server(192.168.1.100)

Client is used Windows Vista for testing.

Radius Server is used Windows Server 2008.

[Configuration]:

[DES-3200-18]:

config vlan default delete 1-18

create vlan v10 tag 10

config vlan v10 add untagged 10-16

create vlan v20 tag 20

config vlan v20 add untagged 1-10

config ipif System ipaddress 192.168.1.1/24 vlan v10

enable 802.1x

create 802.1x guest_vlan v10

config 802.1x guest_vlan ports 10-16 state enable

config 802.1x capability ports 10-14 authenticator

config radius add 1 192.168.1.100 key 123456 default

config ipif System ipaddress 192.168.1.1/24

[Windows Server 2008]:

1. Under the Network Policy Server-> RADIUS Clients and new a RADIUS Client. You
have to type the Switch IP address and key in this parts.
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Specify RADIUS Standard for most RADIUS clients. or select the RADIUS client vendor
from the list.

B, Accounting Vendor name: |RADIUS Standard ~1
Tomanuﬂylypeashaedsecvu click Manual. To automatically generate a shared secret.
click Generate. You must configure the RADIUS client with the same shared secret entered

here. Shared secrets are case-sensitive.
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I~ RADIUS client is NAP-capable
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2. Under the Policies-> Network Policies and new a policy as follows
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3. Specify the Policy name and click the Next.
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4.Click Add button and select the Domain Users into the condition and click the

Next.
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5.Select Access granted and click the Next button.

| New Network Policy
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policy.

(* Access granted
Grant access if client connection attempts match the conditions of this policy.

" Access denied
Deny access if client connection attempts match the conditions of this policy.

I~ Access is determined by User Dialin p ies (which de NPS policy)

Grant or deny access according to user dialin properties if client connection attempts match the conditions of this policy.

[ Previous | | Next I Finish I
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Specify Access Permission |
* Configure whether you want to grant network access or deny network access if the connection request matches this |
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New Network Policy | ll

! Configure Authentication Methods

Configure one or more authentication methods required forthe connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

EAP types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:

Microsoft: Protected EAP (PEAP) Move Up I
Move Down l

Add... Edit... Hemove

Less secure authentication methods:

[V Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[~ User can change password after it has expired

¥ Microsoft Encrypted Authentication (MS-CHAP) [
[~ User can change password after it has expired

[V Encrypted authentication (CHAP)

[V Unencrypted authentication (PAP, SPAP)

[~ Allow clients to connect without negotiating an authentication method.

[~ Perform machine health check only
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Configure Constraints
* Constraints are additional parameters of the network policy that are required to match the connection request. If a

constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are
optional; if you do not wantto configure constraints, click Next.

Configure the constraints for this network policy.
If all constraints are not matched by the connection request. network access is denied.

Constraints:
Constraints _ Specify the maximum time in minutes that the server can remain idle before the connection
is disconnected
8% Session Timeout I~ Disconnect after the maximum idle time

Z] Called Station ID

<D Day and time
i restrictions
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7 NAS Port Type
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7. Click Add to add the following information (IMPORTANT):




| New Network Policy 5]
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Configure Settings
* NPS applies settings to the connection request if all of the network policy conditions and constraints forthe policy

i 3 are matched.

¢

I Configure the settings for this network policy.
i I conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

_RADIUS Attribusies = To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
$ Standard then click Edit. if you do not configure an attribute, it is not sent to RADIUS clients. See
¢ . your RADIUS client documentation for required attributes.
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IP Settings ;l
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Choose the Access type as All and find the Attributes called Tunnel-Medum-Type
and click Add button as follows.

Add Standard RADIUS Attribute x|

To add an attribute to the settings, select the attribute, and then click Add.
To add a custom or predefined Vendor Specffic attribute, close this dialog and select Vendor Specific, and then click
Add.

Access type:
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Attributes:

Name ;I
Service-Type

Temination-Action

Tunnel-Assignment-1D

Tunnel-Client-Auth-ID

Tunnel-Medium-Type

!
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Dot
Specffies the transport medium used when creating a tunnel for protocols for example, L2TP) that can operate over

multiple transports.

Click Add and select the Attribute Value as follows. Then Click OK
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¢ Commonly used for 802.1x

|802 (includes all 802 media plus Ethemet canonical format)
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I tols for example, L2TP) that can operate over l

Secondly, you have to find the Attributes called Tunnel-Pvt-Group-ID and click the

Add.

Add Standard RADIUS Attribute |

To add an attribute to the settings. select the attribute. and then click Add.

To add a custom or predefined Vendor Specific attribute. close this dialog and select Vendor Specific. and then click
Add.

Access type:
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Attributes:
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Name

Tunnel-Password
Tunnel-Preference

C

Tunnel-Pvt-Group-1D
TFFESETTEr =T
Tunnel-Server-Endpt
Tunnel-Type

| S
Description:
Specifies the Group ID for a tunneled session.
Specify the String to 20 as follows
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Finally, you have to find the Attributes called Tunnel Type:

Add Standard RADIUS Attribute x|

To add an attribute to the settings. select the attribute. and then click Add.

To add a custom or predefined Vendor Specific attribute, close this dialog and select Vendor Specific. and then click
Add.

Access type:
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Attributes:

Name ZI
Tunnel-Password

Tunnel-Preference

Tunnel-Pvt-Group-ID

Tunnel-Server-Auth-ID

Tunnel-Server-Endpt
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Description:
Specifies the tunneling protocols used.
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Attribute name:
Tunnel-Type

€ Attribute number:
64

f  Attibute format:
Enumerator

Attribute Value:
¢ Commonly used for Dial-Up or VPN
<none> j
& Commonly used for 802.1x
[ Vitual LANs (VLAN)
L Qthers
I <none> j
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[Testing Procedure]:
1. Client have to download the certificate from the Server through
http://IP_address/certsrv . The IP_address isthe server_IP. Then import the client

2. For the client’s NIC setting, you can refer the following:



' Local Area Connection Properties lLJ

Protected EAP Properties [

When ing:
I ~ IV validate server certificate

Select this option to provide authenticated network access for
Ethemet adapter.

this I~ Connect to these servers:
Inapsrv.hq-Jab.dImk.com tw
I [ Enable IEEE 802.1X authentication I
Trusted Root Certification Authorities:
Choose a network authentication d

[[] AddTrust External CA Root

[[] Class 3 Public Primary Certification Authority
corp-IPsec-CA

[ DigiCert High Assurance EV Root CA

[C1DST Root CA X3

[JEntrust.net Certification Authority (2048)
DlEntrust.net Secure Server Certification Authority ] ~
« mn »
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| Microsoft: Protected EAP (PEAF v | Settings... | ‘

r Cache user information for subsequent connections
to this network

I~ Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
|Secured password (EAP-MSCHAP v2) LI Configure...

|~ Enable Fast Reconnect

l Iv Enable Quarantine checks I
Disconnect if server not present cryptobinding TLV

[ ox ] conce

3. Plugthe cable on the port 11 and type the username/ password for it.

[Testing result]:

DES-3200-18:4#show vlanshow vlanshow 802.1x auth_state port llshow vlan

19
I Command: show 802.1x auth_state ports 11 I
-

Port Auth PAE State Backend State| Port Status

11 Authenticated Idle Authorized
DES—3200—18:4#fshow vianshow wvian
Command: show wvian
VID a VILAN Name = defaulc
WVLAN Type Sctacic Adverctisement : Enabled
Membex Porxrcts
Stactic Porxrcts =
Currxrent Tagged Porxcts ]
Current Untagged Porxrts :
Static Tagged Porxrcts =
Static Untagged Porxrcts s
Forbidden Poxcts =

broD = 10 VILAN Name = 10
PaN Tvpe = Sctacic Adverctisement = Disabled

fember Porxrcs 10.,312-316
Ecacic Poxrcts : 210,22-316
Furrent Taggea Poxrcs
Furrenct Unctagged Poxcts
Fratic Tagged Poxcts
Ecatic Untagged Poxrcts : 10,12-316

Foxpiaden Porco =

CTITRL+C ESC g Quit SPACE n Next Page ENIER Next Enctry a All

10,32-36

vID

VLAN Tyvpe
Membexr Porcts 1-9,13123
Static Porcts = 1-—9.,223
Current Tagged Poxcts

20 VLAN Name
Adverctcisement

w20
Disabled

0
d
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[
b
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Current Untagged Poxrts = oflaa
Stacic Tagged Poxrcts =
Stactic Untagged Poxcts = oflaa
Forbidden Poxrts =z

Total Enctries = =

802.1x_Guest_VLAN
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