
How to use 802.1x Dynamic ACL Assignments on DGS-1510   

 
 

[Topology] 

 

 

 

 

 

 

 

 

 

[Version] 
 

PC (Ubuntu 14.04.1 x86_64)  

 

Switch (DGS-1510 FW v1.40.B24) 
 
 
Radius Server (Ubuntu 12.04_FreeRADIUS v2.1.10) 

 
 

 

 

 



[Target] 
 
There are two 802.1x users created in Radius server DB. (sale & market)  
 
Two requirements below: 
 
1) 802.1x user (sale) cannot use ICMP ping to any host, but can execute other actions without 
problem 
 
2) 802.1x user (market) cannot use TCP telnet to any host, but can execute other actions without 
problem.      
 
 
[Configuration] 
 
#FreeRadius:  
 

1) Setup information of 802.1x users & client.conf on Radius DB. 
 
vim /etc/freeradius/clients.conf 
 

    
 
 
 
 
 
 
 
 
 



 
vim /etc/freeradius/users   
 
File: 

users

 
 
sale’s ACL: “ip access-list extended sales;deny icmp any any;permit ip any any;exit” 
 
market’s ACL: ”ip access-list extended market;deny tcp any any;permit ip any any;exit” 
 
 

 
 
 
 

2) Put the below file “dictionary.dlink” under /usr/share/freeradius/. To proclaim vendor code 
171 (D-link) and the identify attributes. 
 
File:  

dictionary.dlink

 
 
 
cp /home/james/Desktop/dictionary.dlink /usr/share/freeradius/ 
 
 
(identify attributes) 



 
 
 
3) Then, go to dictionary and add the below command: 
 
vim /usr/share/freeradius/dictionary 
 

 
 
Or, you also can refer to the file: 
 

dictionary

 
 
4) After finishing, enable Freeradius server on Ubuntu. 
 
freeradius -X 

 
 

 
 
 
 



 
 
#Switch: 
 
-IP: 
config t 
interface vlan 1 
ip address 192.168.0.254 255.255.255.0 
exit 
 
-802.1xglobal: 
dot1x system-auth-control 
 
-AAA new model: 
aaa new-model 
 
-Radius server: 
radius-server host 192.168.0.167 key 111111 
 
-802.1x port setting: 
interface ethernet 1/0/1 
dot1x pae authenticator 
exit 
 
-AAA group server assign: 
aaa group server radius dot1x 
server 192.168.0.167 
exit 
 
-Network Access Authentication: 
aaa authentication dot1x default group dot1x 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

[Result] 
 
 
#802.1x Client: 
 
1) Configure PC’s ip address: 192.168.0.2/24 and Enable 802.1x MD5 authentication 
 

 
 
 
2) Input username: sale /password:123 
 

   
 
 
3) After pass authentication, user “sale” cannot ping to switch IP: 192.168.0.254 by ACL 
assigned from Radius. 
 



 
 
4) After pass authentication, user “sale” can telnet to switch IP: 192.168.0.254 by ACL assigned 
from Radius. 
 

 
 
 
5) Input username: market /password: 456 
 

 
 
6) After pass authentication, user “market” can ping to switch IP: 192.168.0.254 by ACL 



assigned from Radius. 
 

 
 
 
7) After pass authentication, user “market” cannot telnet to switch IP: 192.168.0.254 by ACL 
assigned from Radius. 
 

 
 
 
8) Also, you are able to see the log & captured packets information on Radius server:  
 
#user “sale”: 
Captured File:  
 

sale.pcapng

 
  
 
 
 
 
 
 
 
 
 
 
 



 
#user “market”: 
 
Captured File: 
 

market.pcapng

 
 

 


