How to use SNMP to query some WLAN information on DWS-302x series
MIB: dlinkwlan.mib

- % MIB Tree

= 3 i=0
=] dwe302wLAN S witch
= :,.3 wzGlobalConfig
& wibode
' wzCountryCode
& wzPeerGroupld
& wed PV alidationkd ethod
i webPauthenticationbdode
8 wiClientRoambgeTime
 wzRFScandgeTime
i webPFaluredoeTime
8 waClientFailuredgeTime
i webdHocClentdgeTime
+ walid&PConfigT able
+ Jl wzGlobalStatus
+ Jl wzllobalStatiztics
8 wsTunnelkiu
i watPClientQoskode
1.3 dizcovery
1.3 apFrofile
1.3 apCodel ownload
1.3 itk anagement
+ wilChannelPlanT able
+ wsChannelPlanHiztoryT able
+ wzChannelPlankd anualProposedddjustrment T able
W wePowerddiustmentidode
i wePowerddiustrentinterval
8 wsPowerk anualProposedadiustmentaction
 watanualPowerbdiustmentStatus
+ wiPowertd anualProposedadiustrentT able
- 1.3 managedsP
+ vt anaged®PStatusT able
W watanageddPF ailedE ntiezPurge
+ wsM anagedtPStatisticsT able
+ wsM anagedt PR adioStatusT able
+ wibd anagedtPR adioStatisticsT able
W webManagedadPHeighborEntriezPurge
wihd anageddPHeighborClientListT able
wiManageddPYAPStatusT able
wizbd ahageddP'APS atisticsT able
wihd anagedd PR adiok lgibleChannellizt T able
wihd anageddPHeighbordPListT able
W weManageddPReszetill
4,3 snmp T rapzConfig
4,3 wilraps
4,3 azzociatedClient
4,3 peerSwitch
4,3 intruzionl etection
+ 4,3 wzCapability
+ "5 SMMPY1 Traps
+ \;] Type Aszignments
+ ™% Textual Conventions

[ [F

3 [FH~[F-[F-[E

][] [ [ [




There are many Objects in dlinkwlan.mib, here just provide some examples of “Wireless Global
Status/Statistic”:

IP Discovery

Wireless Global Status/Statistics

Wireless Global Status

WLAN Switch Operational Status Enabled
IP Address 10.90.90.90
Peer Switches 0

Total Access Points 2
Standalone Access Points 0
Managed Access Points 2
Connection Failed Access Points 0
Discovered Access Points 0
Rogue Access Points 67
Authentication Failed Access Points ]

Total Clients ]
Authenticated Clients 0
802.11a Clients 0
802.11b/g Clients 2
802.11n Clients 0
Black-listed Clients 0
WLAN Utilization 11 %
Rogue AP Mitigation Count 0
Rogue AP Mitigation Limit 16

Note: The Black-listed Clients are the clients that are configured to be disallowed fo associafe with any AP with the default profile.

Wireless Global Statistics

WLAN Bytes Transmitted 18801

WLAHN Bytes Received 8959

WLAN Packets Transmitted a8

WLAN Packets Received 95
Refresh ] [ Clear Statistics

1) Wireless Global Status
. WLAN Switch Operational Status

Object name wsDperationalStatus

Object 1D 1.3.6.1.4.1.171.10.73.30.1.12.2
ModLle Dy S30ZX-WLAN-SWITCH-MIB
Base syntax Integer

Composed syntax INTEGER

ACCESS Read-Only

Status Current

talle list 1: enabled(1)

2 enable-pending(2)
3 disabled(3)
4 ; disable-pendingl4)

Parent node wesElobalStatus

First child Mo

Diescription Indicates the current operating status of the wirgless
system,

SNMP Command:
# snmpwalk -v2c -c public 10.90.90.90 1.3.6.1.4.1.171.10.73.30.1.12.2
C=~rsnmpwalk —vZ2c —c¢ public 18.98.96.96 1.3.6.1.4.1.171.18.73.38.1.12.2

SHMPv2-SMI: enterprises.171.10.73.38.1.12.2.8 = INTEGER: 1




IP Address

Chject name wslPAddress

Chject 1D 1.36.1.4.1.171.10.73.30.1.12.1

Module DWSI02K-WLAN-SWITCH-MIB

Base syntax IP Address

Composed syntax IpAddress

ACCEss Read-Only

Status Current

Parent node waElobalStatus

First child More

Diescription This object represents wireless switch IP address.
Wihen wireless mode is in disabled state, the value
of switch IP address is zero,

SNMP Command:
# snmpwalk -v2c -c public 10.90.90.90 1.3.6.1.4.1.171.10.73.30.1.12.1

C:srsnmpwalk —v2c —c public 18.98.98.98 1.3.6.1.4.1.17M1.18.73.38.1.12.1

SHHMPuZ-SHI - tenterprizes . 171.10.73.38.1.12.1.8 = IpAddre=s=: 18.98.780.9@

Peer Switches

DOhiject name wis TotalPeerSwitches

Chject ID 1.2.6.1.4.1.171.10.73.320.1.12 .4

Mociule D S302 % - L AN-SWITCH-MIE

Base syntax Integer

Cormposed syntay Integera2

ACCEss Fead-Only

Status CLrrent

W alLie list 1:0.4

Parent node wisGlobalStatus

First child Mo

Drescription Total number of peer switches detected on the
hiEtwiork,

Total Access Points

Dhject narme ws TotalsPs

Cbject ID 1.2.61.4,1,171.10,73,20,1.125

Module Do S302X-WLAMN-SWITCH-MIE

Base syntax FaLge

Composed syntax Unsigned3z2

ACCess Read-Cinly

Status CLrrent

Parent nods wsGlobalStatus

First child Mo

Description Surn of all the WS managed APs, connection faled APs, and
discovered APs in the database,




L 2 Standalone Access Points

. Managed Access Points

L 2 Connection Failed Access Points

L 2 Discovered Access Points




* Rogue Access Points

* Authentication Failed Access Points

L 2 Total Clients

L 2 Authenticated Clients




* 802.11a Clients

* 802.11b/g Clients

L 2 802.11n Clients




WLAN Utilization

Dhject name st ANz ation

Chject ID 1.3.6.1.41.171.10.73.30.1.12.13

Mocule Oy S0 - WL AN-SWITCH-MIB

Base syntax Integer

Cornposedd sytas Integer32

ACCess Read-Crly

Status Current

Walle list 1:0..100

Parent node waGlobalStatus

First child Mone

Diescription Total network utiization across all &Ps managed by
this switch, This is based on global statistics,

SNMP Command:
# snmpwalk -v2c -c public 10.90.90.90 1.3.6.1.4.1.171.10.73.30.1.12.13
C:\>snmpwalk —v2c¢ —c¢ public 10.90.90.90 1.3.6.1.4.1.171.10.73.30.1.12.13

SHMPu2-SMI: :enterprises.171.10.73.38.1.12.13.8 = INTEGER: 11



2) Wireless Global Statistics

¢ WLAN Bytes Transmitted

Chject name ws TotalwlLANEytesTransmitted

Ohject 1D 1.3.6.1.4.1.171.10.73.30.1.13.1

Module DS 302 -WL A N-SWITCH-MIB

Base syntax Countera4d

Composed syntax Counterad

BCCEES Read-Cinly

Status current

Parent node wsGlobalStatistics

First child Mone

Diescription Total bytes transritted across all APs managed by
this switch,

SNMP Command: # snmpwalk -v2c -c public 10.90.90.90 1.3.6.1.4.1.171.10.73.30.1.13.1
srznmpwalk —v2c —¢ public 18.98.28.989 1.3.6.1.4.1.171.18.73.38.1.13.1

EMMPUZ2—SHI - tenterprises . 171.18.73.30.1.13.1.8 = Countertd: 18801

¢ WLAN Bytes Received

Ohject name ws TotalWLANBytesRecyd

Chject IO 1.26.14.1.171.10.73.20.1.13.2

Module O S302 K- wWLAM-SWITCH-MIB

Baze syntax Counterad

Cornposed syhtax Counterc

BCCEss Read-COrily

StafLs Current

Parent node wsiGlobalStatistics

Firzt chilcl Mone

Diescription Total bytes received across all APs managed by
by this switch,

SNMP Command: # snmpwalk -v2c -c public 10.90.90.90 1.3.6.1.4.1.171.10.73.30.1.13.2
C:senmpwalk —vZ2c —¢ public 18.98.98.98 1.3 .6.1.4.1.171.18.73.38.1 .13 .2

SHHPu2—SHI - tenterprises . 171 .18.93.38.1.13.2.8 = Countertcd: 8959

2 WLAN Packets Transmitted

Ohiject name wis TotalwLANPktsTransmitted

Ohject ID 1.36.1.4.1.171.10.73.20.1.13.3

Module CoS302%-WLAN-SWITCH-MIB

Base syntax Courterod

Cornposed symtas Counteras

ACCESS Read-Cirly

Status Current

Parent node wisGlobalStatistics

First child Mone

Ciescription Total packets transmitted across all &Ps managed by
this switch.

SNMP Command: # snmpwalk -v2c -c public 10.90.90.90 1.3.6.1.4.1.171.10.73.30.1.13.3

C:senmpwalk —vZ2e —c¢ public 18.98.98.980 1.3.6.1.4.1_171_18_.73_38.1.13.3

SHHPu2—-5MI - centerprises . 171 .18.73.30.1.13.3_.8 = Countert4d: 88



L 2 WLAN Packets Received

Chject name wsTotalLANPkEsRecyd

Dhject ID 1.2.6.14.1.171.10.73.30.1.13.4

Module DS 302X-WLAN-SWITCH-MIB

Baze syntax Counterc

Cornposed syntax Counterad

ACCEss Fead-Cirly

Status Current

Parent node wiiGlobalStatistics

First child Mone

Diescription Total packets received across all AP managed by
this switch,

SNMP Command: # snmpwalk -v2c -c public 10.90.90.90 1.3.6.1.4.1.171.10.73.30.1.13.4
C:senmpuwalk —wv2e —¢ public 18.98.90.98 1.3.6.1.4.1.1°/1.18.Y3.38.1.13.4

SHMPu2—S5HMI - tenterprises .11 .10.73.38.1.13.4.8 = Counterbcd: 96




