Scenario 5 — Dynamic VLAN Assignment

NOTE: Before beginning to configure the Switch and Admember to reset all the
configurations to factory default.

To reset the switch configuration, click theols menu and sele®eset Configuration,
or with the “clear config” command

To reset the AP configuration, you will need ta&tlinto the AP CLI and use the
“factory-reset” command

This scenario will show you when and how to uselljpamic VLAN Assignment
function.

The objectives in this setup are as follows:
* To understand how to use dynamic vlan function
* To know how to set up the RADIUS server for DynaMIAAN environment
» Different users assign to Different VLAN

Wireless Switch

SSID Server

Userl User2

An overview of the configuration steps needed foifidd Switch and APs are as follows:

5.1 Configure VLAN Settings



5.2 Configure VLAN Routing
5.3 Setup DHCP Server

5.4 Configure WLAN Settings
5.5 Setup RADIUS Servers
5.6 Device Connections

5.7 Verify Configuration

5.1 Configure VLAN Settings

All of the features you configure in this sectiae avithin theL AN tab on the D-LINK
Unified Switch.

5.1.1 Configure the VLANs

The summary information for the VLAN configuratiemshown in following table

VLANID VLAN Name | Include Ports IP Address

VLAN 100 (Interface 4/1) AP1 Port 0/1 and 0/9 (Untagged}]92.168.100.254
VLAN 101 (Interface 4/2) User Group 1| Port 0/1 (Tagged) 192.168.101.p54
VLAN 102 (Interface 4/3) User Group 2| Ports 0/1 (Tagged) 192.168.102]254

Use the following steps to create and configure YL200, and then repeat them to
configure VLAN 101, 102. Refer to the table foramhation about what value to
configure for each VLAN.

a. From the LAN tab on the switch Web interfacegkcl 2 Features>VLAN > VLAN
Configuration.

b. SelectCreate from VLAN 1D and Name dropdown menu.

c. Enter theVLAN ID.

d. EnterVLAN Name.

e.On the Slot/Port row, sele@tl choosd nclude from theParticipation dropdown
menu, Tagging menu selddhtagged, repeat to por@/9

f. Click Submit.
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Repeat the steps to create VLAN 101 and 102.

5.1.2 Configure PVID

Configure the Port VLAN ID for ports 0/1, 0/9

a From the LAN tab on the switch Web interface, clickFeatures> VL AN > Port
Configuration.

- Select port 0/1 from the Slot/Port dropdown menu.
- Enter 100 in théort VLAN ID field.
- Click Submit.
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b. Select port 0/9 from the Slot/Port dropdown menu
- Enter 100 in th@ort VLAN ID field.
- Click Submit.

5.2 Configure VLAN Routing

5.2.1 Create Routing Interface

To configure the new VLAN routing interfaces, uke following steps.

a. Select the LAN tab from the navigation panel elick L 3 Features>VLAN
Routing Configuration.

b. To create a routing interface for VLAN 100, erit60 into the/L AN ID field and
selectCreate.

This creates a logical routing interface with thet/port designation of 4/1 for VLAN
100.
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c. Repeat the previous step to create the VLANimguhterfaces for VLAN 101 and 102

5.2.2 Configure Routing Interface

Navigate td_3 Features > | P > Interface Configuration.

a. Select interface 4/1 from the Slot/Port dropdomenu and enter the following
information:

- [P Address: 192.168.100.254



- Subnet Mask: 255.255.255.0
- Routing Mode: Enable

Click Submit.
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b. Select interface 4/2 from the Slot/Port dropdemenu and enter the following
information:

- |IP Address: 192.168.101.254
- Subnet Mask: 255.255.255.0
- Routing Mode: Enable

Click Submit.

c. Select interface 4/3 from the Slot/Port dropdewenu and enter the following
information:

- |IP Address: 192.168.102.254
- Subnet Mask: 255.255.255.0
- Routing Mode: Enable

Click Submit.

5.2.3 Enable Global Routing

You need to enable the routing mode to allow thiécévio operate as a L3 device in this
scenario. To do this, navigate to thé Features > |P > Configuration
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5.3 Setup DHCP Server

5.3.1 Enable DHCP Server

Use the following procedures to configure the gldbidCP settings.

a. Select the LAN tab from the navigation panel accesg\dministration > DHCP
Server = Global Configuration, enable th&dmin Mode

b. Add the excluded addresses as following:
- From 192.168.100.100 to 192.168.100.255
- From 192.168.101.100 to 192.168.101.255
- From 192.168.102.100 to 192.168.102.255
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5.3.2 Pool Configuration

This section describes how to configure the addvessfor the wireless clients.
a. SelecPool Configuration in the Navigation tree.

Selectcreate and specify the following settings:
- Pool Name — AP1
- Type of Binding - Dynamic
- Network Number — 192.168.100.0
- Network Mask - 255.255.255.0
- Default Router Addresses— 192.168.100.254

Click Submit to create the address pool.
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b. From the Pool Configuration, seleceate and specify the following settings:
- Pool Name — User Group 1
- Type of Binding - Dynamic
- Network Number — 192.168.101.0
- Network Mask - 255.255.255.0
- Default Router Addresses—192.168.101.254
Click Submit to create the address pool.
c. From the Pool Configuration, seleceate and specify the following settings:
- Pool Name — User Group 2
- Type of Binding - Dynamic
- Network Number — 192.168.102.0
- Network Mask - 255.255.255.0
- Default Router Addresses— 192.168.102.254

Click Submit to create the address pool.

5.4 Configure WLAN Settings

5.4.1 Add L2 Discovery

Use the following steps to configure the Unifiedi®v and the APs.



a. Go toWLAN tab >Administration > Basic Setup page, clickDiscovery tab.
b. Add VLAN 100 to thd.2/VLAN Discovery (to allow automatic discovery of the APs
connected to ports on VLAN 100), then cl@libmit.
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default profile configuration in the next 3 tabs. That profile will be sent to the AP.
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5.4.2 Configure RADIUS Server

Click Next to go toAAA/RADIUS page, enter 192.168.100.100 aslthé ddr ess of
RADIUS Server Secret equal to 12345678
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5.4.3 Configure WLAN settings



a.Click theSSID tab to configure the VAP and Network settings
b. Select the 802.11b/g radio.

c. Select the check box nextteGuest Network and clickEdit.

d. Change the following Network parameters andcs&gbmit:

-SSID: S5-Group1-DVLAN (depend on your group.)
- Security: WPA/WPA2 — WPA Enterprise

-WPA Versions: WPA & WPA2

-WPA Ciphers: TKIP & CCMP
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5.5 Setup RADIUS Servers

a. Setup the IP address of your RADIUS server &2168.100.100/24
b. Add a client entry to the FreeRADIUS senetrent.conf file for the 192.168.0.0/16
network:

client 192.168.0.0/16 {
secr et = 12345678
shortname = private-network-1

}

c. Add a user to the the users.conf file for therdSroup 1 as following:

DVLANUser 1 User - Password == "12345678"
Tunnel - Type = "VLAN',
Tunnel - Medi um Type = "I EEE- 802",

Tunnel -Private-Goup-1d = "101",

d. Add a user to the the users.conf file for theldSroup 2 as following:



DVLANUser 2 User - Password == "12345678"
Tunnel - Type = "VLAN',
Tunnel - Medi um Type = "I EEE- 802",
Tunnel -Private-Goup-1d = "102",

e. Save and restart your RADIUS server

5.6 Device Connections

5.6.1 Connect AP and RADIUS Server

a. Connect AP1 tport 1 of the switch
b. Connect the RADIUS tport 9 of the Wireless Switch.

5.6.2 Manage APs

Wait about 60 seconds and cligkonitoring > Access Points > All Access Paints,
check AP1’'s MAC Address and clidk anage

5.6.3 Save Changes

Save the switch configuration
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5.7 Verify Configuration



a. Follow 3.11.2, connect a wireless client to$seGroupl-DVLAN, enter the username
and password d3VLANUser1, 12345678

Enter Credentials

User name: DVLAMLIser1 |

I
i
Password: |!Oooo--o |

Lagon domain:

l, Ok ,] [ Cancel ]

b. Make sure you get the IP address belong to 682101.0/24 subnet, then ping
192.168.100.100.

c. Follow 3.11.2, connect another wireless clierthe S5-Groupl-DVLAN, enter the
username and passwordgL ANUser2, 12345678

d. Make sure you get the 192.168.102.0/24 |IP addres

e. Ping between both wireless clients



