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Introduction:

Here | provide the SOP to setup the “Dynamic vlans” for the Windows 2008 Radius server with
DWS-4026.

To process this feature you need four steps, DHCP, here | use DSR, DWS, Windows Radius
server, and the user’s laptop.

Step:
For the DHCP, here | used DSR, setting, what you need to take care is the tracking port.
First, you create the vlan2, and then modify the vlan2 IP as you want, as 1-1.

Second, you need to setup the port as trunk which DHCP server connect to the DWS, as 1-2.
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2.

For the DWS, you need to setup the Radius setting, as 2-1, vlans setting, as 2-2 and the AP

profile, as 2-3.

What you need to be careful is the vlan participation, should let the port which connect to the
DHCP and AP participate with the vlan2, in my case, tagged.
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3.

We can divide the windows setting for user and radius parts.
First, for user part, you need to create the groups for vlans. Ex: two group for two vlans, as 3-1

Second, for the radius part, you need to setup the radius client, connection require policy, and
network policy. 3-2~3-5.

What you need to be careful is network policy. You need to create the network policy based on
how many vlans you want, as 3-4.

And then, you need to setup the “constraint” for the network policy. Remove the previous
setting, and then add the Tunnel-media-type, Tunnel-pvt-group-ID, and Tunnel-type, as 3-5.
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To send addtional attibutes to RADIUS clients, select a RADIUS standard attribute
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The last but not lease, you need to setup the user’s laptop, as 4-1 and 4-2.

Nothing special, but please follow the setting, for the security type, please refer to your setting.
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