How to Setup Windows 2008 RADIUS Server for DWS-4026?

Topology:
Windows Server 2008 (RADIUS Server) DWS-4026

Windows Server 2008 IP address: 10.90.90.100
DWS-4026 IP address: 10.90.90.90

RADIUS Server Settings:
1-1. Setup the Radius client as your switch on NPS
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1-2. Enter the IP address of your wireless switch then click OK.
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1-3. The RADIUS client item will be shown in the list.
Double click the item to configure it.
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1-4. Enter the RADIUS secret into the Shared secret fields.




DWS-4000 Settings:
2-1. Configure the RADIUS server.

Input the RADIUS server’s IP address into Host Address field and click Submit.

Building Networks for People

V4
CWIAN >,

DIW5-4024
B Administration
ot
=
el |
BHEA Access Control Lists
a Security

Port Security Administ

LAN

L2 Features
L2 Features

Cos

Pert Security Interface
Port Security Static

SSL Configuraticn

RADIUS Accounting

| —T— B

/D-Linid

VI_BFT‘E&.—E—

O Powsr O LicklACTiSpse
© Console o PoE
© RPS

B Too

.| Named Server Status

RADIUS Authentication Server Configuration

RADIUS Server Host Address
Host Address

Add [+
(" [10.90 30 100 {

IDefau[t-RADlUS-Sewer

RADIUS Server Name

Clear RADIUS Statir
B2

2-2. Input the secret key into the Secret field and check Apply enabled. The secret
key should be the same as the one you configured in step 1-4.
Input a preferred RADIUS server name into RADIUS Server Name field.
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2-3. Confirm if the RADIUS Authentication Server Name in WLAN Global settings is

the same as that you configured in step 2-2.
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same as that you configured in step 2-2.
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2-3. Confirm if the RADIUS Authentication Server Name in WLAN SSID settings is the
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Wireless Client Settings:
3-1. Change the Network Authentication to WPA2.
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3-2. In the “Authentication” tab, select “Protected EAP (PEAP)” as the EAP type.
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Click “Properties”.



3-3. Check disabled “Validate server certificate”.
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3-4. Check disabled “Automatically use my Windows logon name and password

(and domain if any).”
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Save the settings and try to connect the SSID you setup.
Input username and password which are setup in the server.

Then you can connect successfully.



