1. Disable “password complexity requirements” frGmoup Policy Object Editor.
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3. Create new user for MAC authentication.
a. The logon name is the client's MAC address.
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Last name: |1 40
Full name: IDWA 140
User logon name:
[00-26-5-07-9¢-37 |@T552RADILS. com =l
User logon name (pre-windows 2000):
|TSSZRADIUS'~. |uu-2s—5a-07-9c-37
< Back I Nest > I Cancel
b. The password has to be “NOPASSWORD”
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g Create in:.  TSS2RADIUS.com/Users

Password: Ioooooooooo

Confirm password: Ionoooou.

™ User must change password at nest logon

™ User cannot change password
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[ Account is disabled
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c. Setup the remote access permission as “Allowssic
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4. Create one Remote Access Policy for MAC Autloatiton.
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5. Add Policy Conditions

a.“NAS-Ildentifier”. And configure NAS- Identifier as DWS-4000’s MAC address.
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i
i New Remote Access Policy Wizard

; Policy Conditions
i To be authenticated, connection requestz must match the conditiong you specify,

Specify the conditions that connection requests muzst match to be aranted or denied
anrare

Type award or a wild card [for example, abc.™);
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(] 4 Cancel
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Permissions

A remote access policy can either grant or deny access to users who match the
specified conditions.

If a connection request matches the specified conditions:

" Deny remote access permission

« @ant remote access permissior

< Back I MNest > I Cancel

6. Edit Authentication methods and grant remot@ss@ermission.



New Remote Access Policy Wizard - x| ]
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You can make changes to the profile for
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authenticated. To review or change the

Select the authentication methods you want to allow for this connection.

Edit Profile... I

™ Microsoft Encrypted Authentication version 2 (MS-CHAP v2)
" | User can change password after it has expired

™ Microsoft Encrypted Authentication (MS-CHAP)
™ User can change password after it has expired

™ Encrypted authentication [CHAP)

IV Unencrypted authentication [PAP, SPAP)

Unauthenticated access

r Allow clients to connect without negaotiating an authentication
method.

Complete the remote policy configuration.

7. Add the connection request policies
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8. Add the NAS-Identifier for Connection Request Policies and the same fill into the MAC address of the
DWS Switch then click the next the all the way through.




