1. Disable “password complexity requirements” fr@moup Policy Object Editor.
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2. Create users
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a. Create new user for MAC authentication. Tdgoh name and client's MAC address has to be the
same as each other.
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c. Create new user for WPA/WPA2-EAP. Just ingdgrname and password as what you want.
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c. EnableBOTH accounts
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3. Create one Remote Access Policy for MAC Autloariton.
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Edit Authentication methods and grant remote acpes®sission.
x|

Profile
'ou can make changes to the profile for Edit Dial-in Profile

Dialin Constraints I IF
& profile iz a collection of zettings appliec Authentication
authenticated. To review ar change the

Encryption

| Multilink
Advanced

Select the authentication methods you want ba allaw far thiz connectian.

Edit Profile. .. |

™ Microzoft Enciypted Authentication version 2 [M5-CHAP 2]

™| Wser can change password after it has expied

™ Microzoft Enciypted Authentication [M5-CHAP)

™| Wsger zan change pazsword attern it has expired

[ Encrypted authentication [CHAP]
¥ Urencrypted authentication [PAR, SPAP]

Ihauthenticated access

il
|

method.

MNew Remote Access Policy Wizard x|

Permizsions

A remaote access policy can either grant or deny access to users who match the HIJ
gpecifiied conditions.

If & connection request matches the specified conditions:

™ Dery remote access permission

o) {Grant remote access permissior

< Back I Hest » I Cancel

r Allow clients o connect without negotiating an authentication




4. Create another one Remote Access Policy for WPXN2-EAP.
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New Remote Access Policy Wizard |
User or Group Access fi}’

ou can grant access to individual users, or you can grant access to selected
groups.

Grant acceszs bazed on the following:

o

3
Uszer access permizsions are specified in the user account.

" Group
Individual user permisgions overide group permissions.




d. Enable Fast Reconnect
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e. Enable Remote Access Policies
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f. Edit profile to enable MS-CHAP v2 for WPA/WPAZ2AP user.
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b. Enable MAC Authentication and WPA/WPA2-EAP
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