2.6 Enable IEEE802.1X on switch.

2.6.1. Setup your FreeRADIUS server

a. Setup the IP address of your RADIUS server t6.60.100/8
b. Add a client entry to the FreeRADIUS senebrent.conf file for the 10.0.0.0/8
network:

client 10.0.0.0/8 {

secr et = 12345678
shortnamre = Radi us_Aut hentication

c. Add a user to the the users.conf file as foliayvi

Userl Auth-Type := EAP, User-Password == "123456789"

B D:ADeanMy\D-Link Relativel20080910-Switch BO2.1x\users.conf - Notepad++
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B charnelog ]E clients eont 1 B eapcont ]E redislon = users cond lE L can

221 HDEFAULT pid

ZaE # Gervice-Type = Login-User,

223 # Login-3ervice = Rlogin,

2z # Login-IP-Host = shellbox.ispdotwain. com

225

Zie # #

ZZ7 # # Last default: shell on the local terminal server.

ZE2E ##

229 # DEFAULT

230 # SGervice-Type = Shell-User

31

282 # On no match, the ugser iz denied access.

283

araa:

L # For Wireless Clients MAC Aluthentication security

Z38 00-13-02-20-33-B3 Luth-Type := Local, User-Fassword == "NOPAZIWORD™

237  00-1C-BF-LA-0Z-AE ALuth-Type := Local, User-FPassword == "HNOPAIIWORD"

238

Z38 # For AP Validation

Z40 00-17-9a-dz2-8d-70 Auth-Type := Local, User-Fassword == ""

241

z4Z # For 3witch 802.1X

243 Userl Luth-Type := EALP, User—-Password == "12345573"

z44

245 # For EAP-PEAP

296 Test Auth-Type := EAP, User-Password == "testtest™

247 ¥
Mormal kext file | nb char ; 8196 Lm: 243 Col:52 Sel:0 Dositindows | ARSI NS

d. Save and restart your RADIUS server



2.6.2. Add the IP address of the RADIUS server on S witch, and give it
correct settings

a. Go toL AN tabSecurity = RADIUS - RADIUS Authentication Server
Configuration, selectAdd and give the 10.90.90.100 as tiieAddress
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b. Specify the following settings
-Port — 1812
- Secret — 12345678 (Apply)
-Primary Server - Yes

Then press the “Submit”.
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2.6.3. Add a new authentication list on switch.

a. Go toL AN tab-> Administration - Authentication List, SelectCreate and give it
a name a®Vired_Auth

Lan OIWEAN s N Tool B Logout
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System Description Authentication List ICreate VI

Switch Configurati S =
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Card Configuration

Authentication List Configuration

PoE Configuration
Serial Port
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MNetwork DHCP Client ¢}
HTTP Configuraticn
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Uszer Login
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Telnet Sessions

Cutbound Telnet Clien
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b. Set the radius as the first authentication naefbothis list.
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c.LAN - Security = Port Access Control - User Login Configuration, choose
Wired_Auth, and clicksubmit to assign the Wire_auth as the Non-configured user
authentication list for 802.1x
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EHEY Security Port Access Control User Login Configuration
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Port Access Frivileg
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2.6.4. Configure the ports that don’'t need to be au  thenticated.

a. Go toLAN - Security = Port Access Control - Port Configuration, selectPort
0/1 and from theControl M ode option, selecForce Authorized.
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b. Do the same setting &ort 0/20

2.6.5. Enable the 802.1X

(0 to 6535)

[ |dreesee)
o (oto3965)
[a0 {1to300)
o (oto39865)
[30 |teesge)
[ (11065535)
T Taten
[3600 (110 65535)
[False =]

1R 1 ta AR1

a. Connect your RADIUS Server to port 19, your R& tised to configure Switch

connect to port 20

b. Enable the 802.1X

Go toLAN - Security = Port Access Control = configuration, Enable the

Administrative M ode

NOTE: Before you enable the 802.1X, please make surdiyh the step 2.6.4, and

connect to the correct port, or you will looseta# connections.
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2.7 Configure the PC as the 802.1X supplicant.

[Client XP or Vistaor Win7]:
1. Use the MMC and go to the Services, check the Wired AutoConfig services is Started.

Consalel - [Console Root\Ser
[ File Action View Favorites Window Help

| Eell=H

| Console Root

- Services (Local)

Wired AutoConfig

Stop the service
Restart the service

Description:
This service performs IEEE
802.1X authentication on
Ethernet interfaces

Name

£ Windows Error Re
i Windows Event C...
i Windows Event Log
4 Windows Firewall
£, Windows Font Ca
%, Windows Image A...
£ Windows Installer
£ Windows Live Fa..
i Windows Live ID S...
4 Windows Live Me.

£, Windows Manage.
£ Windows Media C...
£ Windows Media C...
£ Windows Media C...
i Windows Media C...
4 Windows Media P..
£, Windows Module
£ Windows Presenta..
£ Windows Present
i Windows Remote ...
i Windows Search

4, Windows Time

%, Windows Update

Description

Allows error..
This service ..
This service ...

Windows Fi

Optimizes p.
Provides im...

Adds, modi

This service ..
Enables Win...
Lets you co..
Provides a c.
Allows Win...
Windows M.
Starts and st...
Starts Wind...

Shares Win.

Enables inst...
Optimizes p.
Optimizes p...
Windews R...
Provides co...
Maintains d...
Enables the .

Status
Started

Started

Started

Started

Started

Started

Started

Started

Started
Started
Started

Startup Type
Automatic
Manual
Automatic
Automatic
Manual
Automatic
Manual
Manual
Automatic
Disabled
Automatic
Disabled
Manual
Manual

Automatic (D...

Manual
Manual
Manual
Manual
Manual
Automatic
Automatic
Automatic (D.

Log On As
Local Syste...

Network S.

Local Service
Local Service
Local Service
Local Service
Local Syste...

Lacal Syst
Local Syst
Local Syste..

Local Syste...
Local Service
Network S.
Network S.
Local Service
Network S.
Local Syste...
Local Service
Local Service
Netwark S..
Local Syste...
Local Service
Local Syste...

% WMI Performance...
£ Workstation

2 XAudioService

Provides pe

Creates and...
User-mode ...

Started
Started

Manual
Automatic
Automatic

Local Syste..
Local Service
Local Syste..

I

Extended / Standard /

Actions

Services (Local)
More Actions

Wired AutoCenfig
More Actions

2. Under the NIC setting, make sure the Authentication tab come up. Then click the

Settings button.



T Local Area Connection Status L & @ Local Area Connection Properties e ]
General | N.a:worklrugl -Al.ﬂhenlica'llonll Sharng |
Connection
IPva Connectivity: —- Site e phme (e bt 2 srlpstrentc o ees
IPwE Connectivity: Limited >
Media State: Enabled ¥ Ensble IEEE BOZ. 1X authentication
Duraton: 05:02:30
Choose a network authentication method:
Speed: 100.0 Mbps
[Microsoft: Protected EAP (PEAF | Settings... |
[— Cachs user information for subsequent connections
to this networ
Actwvity
Sent — ;_g" ——  Received
Bytes: 5,805,159 | 30,857,056
[[#irroperties | [ @ipisable | [ Diagnese |
Close
[ aK ] [ Sancat ]
3. Click the Configure.. button and disselect the Automatically......
Ll L " "
E T W W W W '”.@' '| | « Marmal |9N05pac... Hear
Protected EAP Properties - ] = -
When connecting:

~I validate server certificate

[T Conpect ta these s

Trusted Root Cerbification duthorHes:

M| AddTrust External CA Roat

[ class 3 Public Primary Certification Authority

[] DigiCert High Assurance EV Root CA

[]DST Root CA X3

[l Entrust.net Certification Autharity (2048)

] Entrust.net Secure Server Certification Authority

[[] Equifax Secure Certificate Authority >
Hl . ¥

] »

certification authoribies;

Select Authentication Method:

ISecured password (EAP-MSCHAP v2)

£

[~ Enable Fast Reconnect
™ Enable Quarantine checks
[ Disconnect if server does not present cryptobinding TLY

Configure... |

P S e S - T -
@ Local Area Con
Metworking | Auth
Select this opt
Lo this Bthemet a
Limited
Enabled ¥ Enable IEE
05:03:56
Choose a nety
100.0 Mbps
,i |Micmsoﬂ: Pre
EAP MSCHAPv2 Properties S5

‘When connecting:

Automatically use my Windows logon name and
password {and domain if any).

ok | coce |
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