How to setup DWC Radius Authentication with Windows server 2003 Active Directory
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Windows Server 2003
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[DWC Setup] Firmware: 4.1.0.2_10244W
1. Status > Access Point Info > Managed AP Status > Mange
Managed AP

ACCESS POINTS SUMMARY

The All AP Summary page shows summary information about managed, failed, and rogue access points the
controller has discovered or detected.

List of APs
MAC Address IP Address Age Status Radio Channel
cc:b2:55:83:30:20 192,168.10.100 0Oh:0m:0s Managed 2-802.11b/g/n 6

2. Setup > Network Settings > LAN Setup Configuration > Enable DHCP Server
2.1 Setup DHCP IP pool

DHCP Mode: DHCP Server v
Starting IP Address: 192.168.10.110
Ending IP Address: 192.168.10.120

3. Setup > Network Settings > LAN DHCP Reserved IPs > Setup AP IP address
Make sure the AP IP address.

DHCP Reserved IPs (LAN)

7 1P Address MAC Address

D 192.168.10.100 cc:b2:55:83:30:20

4. Advanced > Radius Settings
Setup the Radius Server IP address and secret.

Radius Server Configuration

Authentication Server IP Address 182.165.10.200
(Primary):

Authentication Port: 1812

Secret: secssccee
Timeout: 1 (Seconds)
Retries: 2




5. Advanced > SSIDs

Setup the Wireless Network Configuration.

Wireless Network Configuration

[Windows Server 2003 Setup] Windows Server 2003 R2 Enterprise Edition SP2
1. Setup Server and Preferred DNS server IP to 192.168.10.200/24 the Gateway is 192.168.10.1
2.

3.

SSID

Hide SSID
Ignore Broadcast
VLAN

MAC Authentication
Redirect

Redirect URL
Wireless ARP Suppression Mode

L2 Distributed Tunneling Mode

RADIUS Authentication Server
Name

RADIUS Authentication Server
Status

RADIUS Accounting Server Name

RADIUS Accounting Server Status

RADIUS Use Network
Configuration

RADIUS Accounting
Security

WPA Versions

WPA Ciphers
Pre-Authentication
Pre-Authentication Limit
Key Caching Hold Time

Bcast Key Refresh Rate(seconds)

Session Key Refresh Rate(seconds)

Install Active Directory.
Install DNS Server
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4. Start > Control Panel > Add or Remove Programs > Add/Remote Windows Components
Make sure those of service is already install.
4.1
4.2

Application Server > IIS > World Wide Web Service > Remote Administration (HTML)

Network Services > Internet Authentication Service



5. Administrative Tools > Active Directory Users and Computers
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"Th Group Policy Dbject Editor
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» Default Domain Policy [windows-r2-
) Computer Configuration |

][] Software Settings

B[] Windows Settings

2] Seripts (Startup/shutd:

18| Minirmurn password length

E@ Security Settings

policy | Policy Setting
EnForce password history 24 passwords remembered
Maximum password age 42 days

Minimum password age 1 days

7 characters
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Security Palicy Setting | E xplain This Setting |

Paseword must meet complexity requirements
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New Object - User x|

g Create in:  test.com/Users

<
K
<
E
E

First name: Itest Initials: I

Last name: I

Full name: Itest

User logon name:

Itest I@test.com j

Uzer logon name [pre-windows 2000]:
ITES T |tesﬂ
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[ User must change password at nest logon

[ User cannot change password

Ird Password never expires |

[ Account is disabled
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Internet Authenti

ion Service

Administrative Tools > Internet Authentication Service
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{1 RADIUS Clients

{:I Remote Access Logging

% Remote Access Policies

{:I Conneckion Reguest Processing
% Connection Request Palicies
D Remoke RADILS Server Groups

EAP

domain?

o,

/

1
Connections to Microsoft Routing and Remoke ... 2

Connections ko other access servers 3

Register Internet Authentication Server in Active Directory:

Cancel |

Do wou wish ko authorize this computer to read users' dial-in properties from the test.com

To enable 145 to authenticate users in the Active Directory, the computers running IS must be
authorized to read users' dial-in properties from the domain.
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Internet Authentication Service

Eile Action Wiew Help
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D Remote Access Logging

% Remote Access Policies
Conneckion Reguest Processing
Connection Request Policies
D Remate RADIUS Server Groups

domain.

% Internet Authentication Service {Local) Name I 0. /
{1 RADIUS Clients EEAR

Connections to Microsoft Routing and Remote ... 2

Connections to ather access servers

Server registered: 5[

'j This camputer is now suthorized o read users' dial-in properties from domain test.com.

To authorize this computer to read users' dial-in properties from other domains, you
must register this computer to be a member of the RAS/IAS Servers Group in that

—-
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Export List, .,
Help
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| Protocol | Client-Yendor

There are no items to show in this view,
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% Internet Authentication Service {Local) I Friendly Manne | Address | Prokacol
423 RADIUS Clients 1

Ty e = = ew RADIUS Client

% Remote Access Policies
S ) Mame and Address
D Conneckion Request Proc

x|

Type a friendly name and either an [P Address or DHMS name for the client.

Friendly narne: | IDWC-1 0oo

Client address [IP or DMS]:

DWC-1000 IP address

||1 92.168.10.1 | Werify... |

< Back I Mest > I

Cancel

4
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s Internet Authentication Service
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i.25] RADIUS Clients |

33 Remote Access Logging

% Remote Access Policies

Additional Inf ti
D Conneckion Request Proc tional fntarmation

|

If pou are using remote access policies bazed on the client wendor attribute, specify the
wendor of the RADIUS client.

LClient*endar;

WHADIUS Standard

Shared secret: prT—

=

Canfirm shared secret: Ixxxxxxxx>1

[ Bequest must contain the Message Authenticator attribute

As same as DWC Radius secret

< Back I Finizh I

Cancel
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Internet Authenti

ion Service
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Mame
{1 RADIUS Clignts

| Order |

Connections to ather access servers

Conne-:tic-ns to Microsoft Routing and Remate ... 1

2
equest Processing
Connection Request Policies
D Remate RADIUS Server Groups
[iew ¥
Refresh
Expart List...
e 3
Arrange Icons 3
Lime up Icons
Help
|New Remote Access Policy
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% Internet Authentication Service (Local) Mame | order |
{12 RADIUS Clients Conne-:tic-ns to Microsoft Routing and Remate .., 1
% Remote Access Logging Connections to other access servers 2
PO s Remote Access Policy Wizard
y New R ke A Policy Wizard
= Conneckion Reguest Pr e LEmO tE ACCESSESTIEHRATEES
Connection Reques Policy Configuration Method
Remote RADILS 3e The wizard can create a typical policy. or you can create a custom policy
How do you want to get up this policy?
¢ Uze the wizard bo zet up a tpical policy for & common scenario
" Set up a cuztom policy
Tupe a name that describes this policy.
Policy name: EAP
Example: Authenticate all WPH connections.
< Back I Mest » I Cancel |
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& Internet Authentication Service
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{1 RADIUS Clignts
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D Remote Access Logging

% Remote Access Policies

| Order |
Conne-:tic-ns to Microsoft Routing and Remate ... 1

Connections to ather access servers
Conneckion Reguest Pr

2
New Remote Access Policy Wizard
Connection Reques

Access Method
{1 Remaote RADILS Se

Paolicy conditions are bazed on the method used to gain access to the network.

Select the method of access for which pou want to create a policy.
PN

 Dialup

Use for wireless LAN connections only.

£ Ethemet

Usze far Ethemet connections, such as connections that use a switch.

Use for all ¥PM connections. To create a policy for a specific WP type. go back ta the
previous page, and gelect Set up a custom policy.

Use for dial-up connections that use a tradiional phone line or an Integrated Services
Digital Metwork. (ISDM) line.

< Back I Mext » I

Cancel |
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D Remote Access Logging

% Remote Access Policies

| Order |
Conne-:tic-ns to Microsoft Routing and Remate ... 1

Connections to ather access servers
Conneckion Reguest Pr

2
New Remote Access Policy Wizard
Connection Reques

User or Group Access
Remate RADILS Se

f'ou can grant access to individual users, or you can grant access to selected
groups.

Grant access bazed on the fallowing:
T User

User acoess permizsions are specified in the uger account.
& Group

Individual user permizsions overnde group permissions.
Group name:

l TEST“Domain Users |

Add
Bemaove |

< Back

f.tj'startl | & &

Cancel |

I
J I%B Internet Authenticati...

The domain user account has default group are "Domain Users”.
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& Internet Authentication Service
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% Internet Authentication Service {Local)

{1 RADIUS Clignts

Mare

D Remote Access Logging

% Remote Access Policies

| Order |
Conne-:tic-ns to Microsoft Routing and Remate ... 1

Connections to ather access servers
Conneckion Reguest Pr

2
New Remote Access Policy Wizard
Connection Reques

Authentication Methods
{1 Remaote RADILS Se

EAP uses different types of secunty devices to authenticate users.

Select the EAP type for thiz palicy.

Tupe:
Protected EAP [PEAP] Configure ...
< Back I Mext » I Cancel |
|
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% Internet Authentication Service {Local)

{1 RADIUS Clignts

D Remote Access Logging

% Remote Access Policies

¥ Conneckions ko Microsoft Routing am

Connections to ather access servers
Conneckion Reguest Processing

Connection Request Policies
Remate RADIUS Server Groups

[k =4 ]
Move Down

Celete

Renamme

Help

|Opens the properties dialog baox For the current selection.
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Internet Authenti

ion Service
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% Internet Authentication Service {Loc
{1 RADIUS Clignts
D Remote Access Logging
% Remote Access Policies
Conneckion Reguest Processing
Connection Request Policies
{1 Remate RADIUS Server Gror

Settings I

S pecify the conditions that connection requests must match,

sdd. | Ed. Remove |

If connection requests match the conditions specified in thiz policy, the
azsociated profile will be applied to the connection.

Unless individual access permissions are specified in the user profile, this
palicy cortrols access to the netwark.

If & connection request matches the specified conditions:
™ Deny remote access permission

(& Grant remate access permission

2 x]

|

[ o |

Cancel Apply
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% Internet Authentication Service {Lac
{1 RADIUS Clignts

D Remote Access Logging |

% Remote Access Policies

Conneckion Reguest Processing

Connection Request Policies

Remate RADILS Server Gro

Dialin Constraints | IP | Multlink,
Authentication I

Enciyption I Advanced

Select the authentication methods you want ta allow for this connection,

EAP Methods

¥ Microzoft Encrypted Authentication version 2 [M5-CHAP «2]

¥ User can change password after it has expired

[ Microsoft Encrypted Authentication [M5-CHAP)

[w izer can change paszword after it haz expired

V¥ Encrypted authentication [CHAP)

[ Unencrypted authertication [PAP, SPAP)

Unauthenticated access

r Allow clients to connect without negotiating an authentication
method,

2l

kK Cancel Apply |
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Internet Authentication Service
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% Internet Authentication Service {Local)

Mare

{1 RADIUS Clignts

D Remote Access Logging

% Remote Access Policies
Conneckion Reguest Processing
Connection Request Policies
] Remate RADIUS Server Groups

|New Connection Reguest Policy

Processing Order |
Use Windows authentication For all users 1

Hew 3

Refresh
Expork List. ..

Miew 3

Arrange [cons 3
Line up Icons

Help

|
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% Internet Authentication Service {Local)

{1 RADIUS Clignts

% Remote Access Policie
Conneckion Reguest F
Conneckion Reque
Remate RADILS £

Policy Configuration

{2 Remate Access Loggir New Connection Request Policy Wizard

Yol can set up a tppical policy or a custom policy. @

I Mame | Processing Order |

x
Method

What kind of palicy do pou want to et up?

A typical policy for a common scenario

& A custom policy

Type a name that describes this policy.

Palicy name: IE-‘QP

Example: Authenticate all requests on this server

< Back I Mest » I Cancel
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| Processing Order |

{1 RADIUS Clignts

D Remote Access Loggin
% Remote Access Policie
Conneckion Reguest F
" Connection Reque

Policy Conditions

you specify.

New Connection Request Policy Wizard

To be processed using this policy, connection requests must match the conditions

B,

Remate RADILS £

Puolicy conditions:

Specify the conditions that connection requests must match,

Add...

Edit...

Bemove

i

Hest > Cancel

< Back I

|
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% Internet Authentication Service {Local)

| Processing Order |

I Mame
{1 RADIUS Clignts =
D Remote Access Loggin

m lect Attribute

2x| X

Client-Friendly-Mame
Client-| P-bddress
Client-/endor
Dray-snd-Time-Restric. .
Framed-Pratacal

% Remote Access Policie Policy . .
Connection Request F i Select the type of attibute to add, and then click the Add button, @
% Connection Reque yo  Attibute tppes:
+{] Remote RADILIS £ Mamne | Description
Specit | Called-Station-d Specifiez the phone number dialed by the user.
Policy Calling-Station-Id Specifies the phone number from which the call

Specifies the fiendly nare for the RADIUS clier
Specifies the [P address of the RADIUS client [l
Specifies the manufacturer of the BADIUS pros,
Specifies the time periods and days of week duri
Specifiez the protocal that iz used.

|
: |

- |

] [l | =]
Specifies the [P address of the MAS

Service-Type
Turnnel-Type
User-Mame

<

Speciies the type of phyzsical port that 1z used by
Specifies the type of service that the user has e
Specifiez the tunneling protocols uzed.
Specifiez the user requesting authentication.

| i

Cancel |

ancel |
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% Internet Authentication Service {Local) I MName
{1 RADIUS Clignts .
D Remote Access Loggin

x|
% Remote Access Policie Paolicy Conditions
Conneckion Reguest F

To be processed using this policy, connection requests must match the conditions @
Connection Reque you specify.
{11 Remaote RADIUS <

| Processing Order |
New Connection Request Policy Wizard

Specify the conditions that connection requests must match,

Puolicy conditions:

Add...

Edit... |
Remove |

< Back I Mest » I Cancel

| |
It,’startl J @ é ”%3 Internet Authenticati...

%O 1z2:24rm
"_,:;.D Internet Authentication Service

=18l
Eile Action Wiew Help
&« | BE DR &2
% Internet Authentication Service {Local) ! Mame | Processing Crder |
PSRN~ Connection Request Policy Wizard =
% Remote Access Policie

x|
Request Processing Method
Conneckion Reguest F

Yol can make changes ta the profile for thiz palicy. @
Conneckion Reque
Remate RADILS £

A profile is a collection of settings that are applied to connection requests that meet the
conditions zpecified in a policy.
Ta review or change the default profile for this policy, click Edit Prafils.

Edit Prafile. . |

< Back

Cancel |

|
Et,’startl | & &

|
J I%B Internet Authenticati...

o %[O 12:25rm



[Windows 7 Setup]

| )

® :L: <« All Control Pan... » Network and Sharing Center v | ¥4 |'| Search Con... P

@ -~
View your basic network information and set
up connections

Control Panel Home

IManage wireless networks I

Change adapter settings &4' — § DR @ See full map

f e aoamen dEE MICHAEL-T4.. 3600Test  Internet A
2E0gs (This compu... 3
View your active networks Connect or disconnect
Access type: Neo
3600Test Internet
See also Public A
—~ b Connections: § Local |
Akamai NetSession Interface Area
Control Panel Conne
HomeGroup i ;
Change your networking settings
IntelR PROSet/Wireless Tools
] ? Set up a new connection or network
Internet Options -t 3 2
X ) Set up a wireless, broadband, dial-up, ad hoc, or
Windows Firewall VPN connection; or set up a router or access

point. -

- " v‘dﬂ] « Network and Int... » Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

/| Add Remove Adapter properties Profiletypes  Network and Sharing Center 0
Networks you can view, modify, and reorder (1) -
| j{ 3600_Michael Security: WPA2-Enterprise
f
‘s‘; Properties “
Remove network

I Rename




[Properties] [Settings]

| Protected EAP Properties u

When connecting:
’ N .
3600_Michael Wireless Network Properties u I Validate server certificate I

3 L\ Connect to these servers;
Connection | Security T ‘

Trusted Root Certification Authorities:
) st e ca ot
Encryption type:  [AES -] [ Baltimore CyberTrust Root
Certum CA
[”] Class 3 Public Primary Certification Authority
DigiCert Assured ID Root CA
DigiCert High Assurance EV Root CA

Security type: (wPA2-Enterprise

[ >

Choose a network authentication method: I
[”] DST Root CA X3 -
Il || [Microsoft: Protected EAP (PEAP) ~ || settngs | I l

<[z m
Remember my credentials for this connection each
time I'm logged on

G Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

pEmEL e =

|[§ecued password (EAP-MSCHAP v2) '] 'iConﬁgu'e... I
S0 SETN0S Enable Fast Reconnect

[7]Enforce Network Access Protection
[| Disconnect if server does not present cryptobinding TLV
Enable Identity Privacy J i

[Configure]

r ——
EAP MSCHAPY2 Properties o

When connecting:

F Automatically use my Windows logon name and
password (and domain if any).

o1 [ oo

e V]
[Advanced Settings]
v - Ny - —
Advanced settings g Advanced settings u
|| | 802.1X settings | 802, 11 settings || | 802.1X settings | 802.11 settings
Specify authentication mode: Fast roaming
[User or computer authentication "} ‘ Save credentials Enable Pairwise Master Key (PMK) caching T,
PMK time to live (minutes): 720
[ el jal il
i e " Number of entries in PMK cache: 128
) ) _ [] This network uses pre-authentication
E‘ Enable single sighon fer: s netork Maximum pre-authentication attempts: ‘3 S|
A G|

| @ Perform immediately before user logon ||
l Perform immediately after user logon ) | ' Enable Federal Information Processing Standards (FIPS)
| Maximum delay (seconds): [10 compliance for this network

[7] Aliow additional dialogs to be displayed during single

sign on ||
[ This network uses separate virtual LANs for machine
and user authentication
| |
ok J[ concal ] [ o ) [ cancel |




[Test]
When Wireless client sueect dail-in. You can use two way in Windows server to check the information.

1. Computer Management > System Tools > Event Viewer > System

E Computer Management = | =1 |5|

g Eile Action ‘Wiew Window Help | oy |
e |[BEEEDR ®E
E Computer Management {Local)
EI@ System Tools L‘
El@ Event viewer (ZM nformation 10/8/2012 12:42,56 PM  Service Control Manager  Mone 7036 Mi&
Application
2 Disk Defragmenter
-feggd Disk Managemant

[]--& Services and Applications
o | o)l | i
i[;'startl J & a8 J & Internet nuthentic...llg Computer Mana... | CWINDOWSsys. .. | ) INlZlDDB.IDg-ND...l % rosem
Event Type: Information
Event Source: IAS
Event Category: None
Event ID: 1
Date: 10/8/2012
Time: 12:43:21 PM
User: N/A
compu;er WINDOWS-R2-ENG
Description:

User test was granted access.
Fully-qualified-user-Name = test.com/Users/test
NAS-IP-Address = 192.168.10.1
NAS-Identifier = <not present>
client-Friendly-Name = DWC-100
Client-IP-Address = 192.168.10.1
calling-station-Identifier = EO-F8-47-49-13-81
NAS-Port-Type = wireless - IEEE 802.11
NAS-Port = 0
Proxy-Policy-Name = Use windows authentication for all users
Authentication-Provider = windows
Authentication-Server = <undetermined>
Policy-Name = EAP
Authentication-Type = PEAP
EAP-Type = Secured password (EAP-MSCHAP v2)

For more information, see Help and Support Center at http://go.microsoft.com/fwlink/events. asp.
Data:
0000: 00 00 00 OO



2. Enable Internet Authentication Service Log.

9 Internet Authentication Service ;Iilll

Eile  Action  Wiew Help

= |BEm R @0

i@ Internet Authentication Service {Local)
i ] RADIUS Clients

Remote Access Logging

5y Remote ccess Policies

E|{:| Conneckion Request Processing
% Connection Request Palicies

{1 Remote RADIUS Server Groups

Logging Method Description

| I |
ft.‘Startl | & & Jllga Internet Authen... =) Computer Manage...l ) CRWINDOWS\sys. ., | & INlZlUDB.Iog—No...l W %@ o7

192.168.10.1,test,10/08/2012,12:43:21,IAS,WINDOWS-R2-ENG,4128,DWC-
1000,4,192.168.10.1,5,0,30,CC-B2-55-83-30-20:3600_Michael,31,E0-F8-47-49-13-
81,12,1400,61,19,77,CONNECT OMbps 802.119,4108,192.168.10.1,4116,0,4155,1,4154,Use
Windows authentication for all users,4129,TEST\test,4149,EAP,25,311 1 192.168.10.200
10/08/2012 18:37:24 57,4132,Secured password (EAP-MSCHAP
v2),4127,11,4130,test.com/Users/test,4136,1,4142,0

192.168.10.1,test,10/08/2012,12:43:21,IAS,WINDOWS-R2-ENG,4128,DWC-1000,25,311 1
192.168.10.200 10/08/2012 18:37:24 57,4132,Secured password (EAP-MSCHAP
v2),4127,11,8100,0,4108,192.168.10.1,4116,0,4155,1,4154,Use Windows authentication for all
users,4129,TEST\test,4149,EAP,6,2,4130,test.com/Users/test,4120,0x01544553,4136,2,4142,0




The IPhone Wireless can work in this topology too.
Settings > Wi-Fi > [Accept]

Type in domain account and password

il EEE D @ 90%mmb il HEEZZ 3G @ 90% m=b

Enter Password | Certificate

windows-r2-eng.te... ‘

cancel Enter Password

Username test

Not Verified

Description Server Authentication
Expires 2013/10/9 9:32:52

Password eeeeeeee?d

More Details >

1]2]3fa]s]s]7]afs]o]
-1/ LD slefe] ]

HEHBOE s

return
[Connect Success] [Use “Fing” App to screen Wireless Network]
il FEEE D @ 0%z [IPEEEETRC
Settings *

[ ap B 3600_Michael 5/8
Wi-Fi @ *  Wireless network now
Choose a Network...

| ! 8C:89:A5:88:AC:8E Micro-Star INT'L
v 3600_Michael 8= ©

- - CC:B2:55:04:9F:24 D-Link

connie -~ © gof 192.168.10.1 dwc—1000
- 1C:7E:E5:2D:2C:E0 D-Link

M_n BT © = 192168.10.100 dlink—wlan—ap
- v CC:B2:55:83:30:20 D-Link

Other... ? 6°9 192.168.10.111 michael-t420
00:21:CC:6C:02:DC Flextronics

) \ @ 192.168.10.120 My iPhone
Ask to Join Networks ) OFF ) E0:F8:47:49:13:81 Apple

6°9 192.168.10.200 WINDOWS—R2-ENG
Known networks will be joined 00:0C:29:E4:58:54 VMware

automatically. If no known networks are
available, you will have to manually select Q E,/ g ¢'

a nahwarls



[Use “Ping Analyzer” app to ping network device]

il PEEE D @ 89% b
) 192.168.10.111
4 N

500

100

10
ms| o—0—o0—o0— o0—0—"0°

28 29 30 31 32 33 34 35

Average RTT 8.33 ms

Min / Max RTT 5.26 /81.60 ms

Jitter 12.98 ms
Packet Loss 0.00%
Line Quality .6 l‘zl.;gbmlo‘s
Reply From 192.168.10.111
A\ v
4 [ | g —

END



