How to use Application Control feature to block specific application?

[Topology]
Internet---(WAN)DSR-150N/250N(LAN)---PC

DSR-150/250,150N/250N HW:C1 firmware v.3.13WW&RU
DSR-500/1000 HW:B1,500AC/1000AC HW:A1 firmware v. 3.13WW&RU

[Procedure]

1.

Go to Security»App Control Policy»Application Control»Auto Upgrade to enbale “Auto Upgrade” to get

laster version Package.

D-LinH Logged in as: admi

o Serial: QBC

Unified Services Router - DSR-2

OM

Security = App Control Policy = Application Control = Auto Upgrade

Policies | Network Profiles | Auto Upgrade

This page will provide information about Package and to allow configure Auto Upgrade related fields.

Auto Upgrade

Package [EELN 1.0.0.0 ( Updated on - Tue Nov 13 10:10:07 GMT 20
Auto Upgrade m
o 2 1

Go to Security»App Control Policy»Application Control»Policies, check default policy to "always allow".



Logged in as: admin

Serial:

Security = App Control Policy = Application Control = Policies

Policies | Hetwork Profiles | Auto Upgrade

Application Control feature allows network administrators to allow or block or control the traffic of ag
Application Control feature will be license based subscription. Administrator needs to enable Applicati
functions related to the feature. User can select particular app or can select group to manage the app
more options to administrators to set up policies to control access to the applications for selected net

Application Control Policies

Default Policy
Always ® Allow ' Block

Save Cancel

3. Add a new group for which you want to block application to list at Application Control Group List.(ex.
Youtube&facebook)

Application Control Group List

Show | 10 ¥ |entries [Right click on record to get more options |

blockO1 Facebook, YouTube

Showing 1 to 1 of 1 entries



4. Add a new Application Policy for which you want to block. (if need config more detailed for what traffic

for use it and QOS, please select Policy type for”Feature” to set it)

Policy Mame policy1

Application Type . Group U APP

Group Mame block01 r
Action Always Block r
Policy Type ® Glabal ' Feature

5. After settings is being activated, the client is not able to connect to the predefined web service.

(If not, please clear browser cache and then test it again.)



