Configuration Guide

How to Configure an IPSec VPN
tunnel between the DSR router and
DFL firewall

Overview

The IPSec gateway-to-gateway VPN tunnel using pre-shared keys (PSK) is the most secure
method to ensure end-to-end data security across the Internet.
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Scope
This document describes the configuration of D-Link DSR Series routers to implement an IPSec
VPN tunnel secured with pre-shared keys. This use case will cover IPSec VPN tunnel configuration

between a D-Link DSR-250N router and DFL-860E firewall.

DSR-1000M
DFL-860E

AN WAN LAN

LAN INTERNET

192.168.402

132.168.5.1 192.168.10.254 192.168.1.1
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Configuring the DFL-860E

Step 1. Go to Object>>InterfaceAddresses

Home " Configuration~ || Tools+ 5 Statusw " Maintenance v
7 =S InterfaceAddresses
#51P Settings - 7 n address folder can be used to group related adcress objects forbefer ovenvew.
#5TCP Settings
v
#5ICMP Settings [QAddw '] Editthis object
¢ State Settings
%7 Conn. Timeout Settings # Name ‘Address User Auth Groups Comments
%5 Length Limit Settings 1 3 wanlip 0.0.0.0 1PAddress of interface wan1
- Fragmentation Settings 2 '3 waninet 0.0.0.0/0 ‘The network on interface wan1
5 Local Reassembly Settings B % ban_ip 92100101 e IPAddress of interface lan
¢ ssL settings 4 ' lannet 102.168.10.024 | = — The network on interface lan
$5 Misc. Settings 5 3 dmz_ip 172.17.100.254 | 8 D=k IPAddress of interface dmz.
=) Objects 6 2 dmznet 172.17.100.0/24 | Ui Disabe The network on interface dmz
£ Address Book 7 2 wan2_ip 192.168.120.254 New Group IPAddress of interface wan2.
{3, DHCPAddresses 8 12 wanznet 192.168.120.0/24 | 1 ove 1o Top ‘The network on interface wan2
) InterfaceAddresses B 13 wani_gw 0.0.0.0 Vove Up Default gateway for interface wan1
- Primary DNS server for interface
foALe i Avivcr 10 2 wan1_dnst 0.0.0.0 Move to Index Glzny
@ services Secondary DNS server for Interface
11 3 wan1_dns2 0.0.0.0 Move Down ry
W IP Pools wanl
= Move to Bottom
s NAT Pools
o (@ Right-clck on a row for additionl optons.
i Schedules

£ Authentication Objects
L4 VPN Objects

Edit lan-ip 192.168.10.1 to 192.168.1.1; Click OK to save the setting.

2 lan_ip

™ Usean IP4 Address item to define a name for a specific IP4 host, network or range.

General User Authentication
ﬁ General
Name: lan_ip

ﬂ Comments

Comments: IPAddress of interface lan

Cancel

Edit lannet 192.168.10.0/24 to 192.168.1.0/24; Click OK to save the setting.

3 lannet

B e e e e e

General User Authentication

ﬂ General

Name. lannet

#] Comments

Comments: | The network on interface lan

D-Link



After editing, the following page will display:
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JAddw ‘_,g Edit this object

1 ' wanl_ip 0.0.0.0

2 = waninet 0.0.0.0/0

3 Q lan_ip 192.168.1.1

4 = lannet 192.168.1.0/24
5 Q dmz_ip 172.17.100.254
6 '3 dmznet 172.17.100.0/24
7 2 wanz_ip 192.168.120.254
8 2 wan2net 192.168.120.0/24
9 2 wan1_gw 0.0.0.0

10 2 wan1_dns1 0.0.0.0

11 'Z wan1_dns2 0.0.0.0

IPAddress of interface wan1
The network on interface wan1
IPAddress of interface lan

The network on interface lan
IPAddress of interface dmz

The network on interface dmz
IPAddress of interface wan2

The network on interface wan2
Default gateway for interface wan1
Primary DNS server for interface
wanl

Secondary DNS server for interface
wanl

Step 2. Go to Object>>DHCPAddresses

(&) Right-click on a row for additional options.

Edit lan_dhcpserver_range 192.168.10.100-192.168.10.200 to 192.168.1.100-192.168.1.200;

Edit lan_dhcpserver_gw 192.168.10.1 to 192.168.1.1;

Edit lan_dhcpserver_dns1 192.168.10.1 to 192.168.1.1;

ﬁ

& Objects =
=}

g Services

v IP Pools.

5 NAT Pools

i Scnedules

£ Authentication Objects

{42, Acaress Book
| {J.DHCPAddresses
4 {4, InterfaceAddresses.
& ALG witn AvWCF

[)Addw | Editthis object

'3 lan_dhcpserver_range

192.168.1.100-192.168.1.200

2 lan_dhepserver_netmask

255.255.255.0

] BN

TJ Tan_dhcpserver_gw
2 lan_dhcpserver_dns1

192.168.1.1
192.168.1.1

Step 3. Go to Configuration>>Save and Activate; click OK to save the settings.

 Home & Configuration v [ Toolsv 75 Status v

S, Maintenance v

@ Logout 7 Helf

[ Save and Actvad[

B Add

0 ALG with AviWCF

@ senvices

P Pools.

4 NAT Pools

7 Schedules

12 Authentication Objects

E3-42 VPN Obiects

[l View Changes

(@ Dscard ? Save Configuration

-(J Objects s

{2, DHCPAddresses #) Save and Activate

Note: Due to configuration changes the currently active user admin (192.168.10.100) will no longer
verfy the new configuration.

ut, and revert o ts

it You wil logi ‘administrator user account to

oK Cancel |
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Step 4. Go to Objects > Address Book > Interface Addresses. Click on Add and select IP4 address.

D-Link

Building Networks for People

w Home & Configuration» T Tools+ 7§ Status» A Maintenance »

| 2 InterfaceAddresses

+ DFL-860E == "= An address folder can be used to group related address objects for better overview.
#- 4 System
El-|.J Objects ) Addw %) Edit this object
=)+, Address Book 174 Group
%, DHCPAddresses L;’lj Ethernet Address Njame Address
- = = wanl_i 0.0.0.0
_tlNElBceAdNEsses 8 Etemet Adaress Group E
i : 0.0.0.0/0
{3 ALG with AviwCF TR
\@Services 192.168.1.1
|t IP Pools 4 4 lannet 192.168.1.0/24
- NAT Pools 5 = dmz_ip 172.17.100.254
7 Schedules 6 2 dmznet 172.17.100.0/24
T . .
i\ Authentication Objects 7 ‘s wan2_ip 192.168.120.254
L, VPN Objects 8 12 wanznet 192.168.120.0/24
; 5
HTTP Banner Files e 5 wanl_gw 0.0.0.0
[#-|.g Rules 10 2 wanil_dns1 0.0.0.0
[ Interfaces ~
N 11 < wanl_dns2 0.0.0.0
[#-| .25 Routing

Specify the settings of the remote network at the other end of the VPN tunnel.
In the Name field enter VPN-Remote-LAN.

In the Address field enter the Subnet ID and Mask Bits for the remote network: in our example it is 192.168.10.0/24.
Click the OK button.

D-Link

Building Networks for People

w Home & Configuration» |T Tools» 7 Status+ " Maintenance ~

3 IP4 Address

-, DFL-860E o Use an IP4 Address item to define a name for a specific IP4 host, network or range.
-y System General ~ User Authentication
E}-|es Objects

348

&L, Address Book #) General

.4, DHCPAddresses
{3/ InterfaceAddresses D VPN-Remote-LAN

- O ALG with AviwCF Address. | 192.168.10.0/24

g Services

i IP Pools #) Comments

-z NAT Pools

&7, Schedules Comments:
-\ Authentication Objects
1. VPN Obiects g
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Step 5. Add another [P Address. Enter the settings of the VPN endpoint-this is the public IP address of DSR-250N.

In the Name field enter VPN-Remote-IP.

In the Address field specify the public IP address of the remote network.

- IP4Address

Use an IP4 Address item to define a name for a specific IP4 host, network or range.

General User Authentication
) General
Name: VPN-Remote-IP

Address:  |172.17.2.17

i] Comments

Comments:

oK Cancel

Step 6. Go to Object > Authentication Objects. Click on Add and select Pre-Shared Key.

>
- @ Loogedin as administrator
admin - 192.168.1.100

Building Networks for People

& Home X Configuraion~ || Toolsw @5 Status+ % Maintenance v @ logout 7 He
% Authenticati Obj
2 DFL-860E W Add,
-9 System
(] Objects DA%y
{2, Address Book @ Certfcate
0 ALG with AVWCF §, Pre-Shared Key Name Type Type ‘Comments
- 2 HTTPSAdminCert
0 Services 2 SSH Clent Key \t) IminCer Certificate Local
1P Pools S
(@ Rigntcick on a row fo aditional options,
@ NAT Pools
2 Schedules

\ Authentication Oblects
B-L25 VPN Objects
HTTP Banner Files
B-(§ Rules
- Interfaces
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Enter the Pre-Shared Key settings for your VPN tunnel.

In the Name field, type Pre-Shared-Key.

In the Shared Secret field, select the type of key you want to use and type in the key. In our example we are using
ASCIl key (passphrase). Note that you will need to use exactly the same key when setting up the firewall on the
other end of the tunnel.

Click OK when done.

Cores B R T —————
(-9 System e
£ Objects,
{4 Address Book #) General
O ALG with AvWCF
B senvices Name Pre-hared-Key
1P Pools
@ NAT Pools %) Shared Secret
i Schedules o Passprase
| prumam o —— TR oo
- 2
HTTP Banner Files Comatn et
(g Rules @Arsk systems and teh, 9. Wind usesUTF-
(-1 Interfaces
-2 Routing Hexadecimal key
(@ DP/IPS Passphrase:
66 User Authentication e
3 Traffic Management e
- 70neNefense =

Step 7. Go to Interfaces > [PSec. Click on Add and select IPSec Tunnel.

& Home @ Configurationv |T Toolsv 5 Statusw 4 Maintenance v

@ logout 7 Hell

1 DFL-860E
@ System
{J Objects [)Addw 5 Advanced Settings
(§ Rules z
-2} Interfaces

et 1) Right-click: for additional opti
Lol £) Rigrtclick on a row for additional options.
EIVLAN

sec Tunnel

8 prPoE

18 PPTPILITP Servers
{9 PPTPIL2TP Clients

+Switch Management
i Interface Groups

@ ArP
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Enter your IPSec tunnel settings.

In the Name field, enter IPSec-tunnel.

In the Local Network field, select lannet (this is the private network on this side of the VPN tunnel).

In the Remote Network field, select VPN-Remote-LAN (this is the private network on the other side of the VPN tunnel, see Step 4).
In the Remote Endpoint field, select VPN-Remote-IP (this is the public IP address of the remote network, see Step 5).
Encapsulation Mode should be set to Tunnel.

Under Algorithms select the desired algorithms and IKE/IPSec Lifetime. In our example we are using Medium settings.

You can modify or add your own set of security algorithms under Objects > VPN Objects > IKE Algorithms and IPSec Algorithms.

& Home & Configurationw || Toolsw 5 Statusv 4 Maintenance + @ Logot 7

7 IPsec Tunnel

= DFL-860E S oo esec b e s s o getne e endpoint and wil appear
L GEED General | Authenfication | XAuth | Rouing | IKESeflings | Keep-alive | Advanced
() Objects
g s 27 General
E-() Interfaces

IgEthemet Name: 1PSec-tunnel

BIVLAN Loeal Network lannet v

& [psee Remote Network: VEN-Remote LAN | W

& crRE

@ prroe RemoieEndoont  VPN-Remote-IP

1 PRTRILITR Servers Encapsulation mode: | Tunnel v

BPPTPIL2TP Clients IKE Config Mode Pool: |(None) 3

== Switch Management

% 4interface Groups S
= g 47 Algorithms

*ARP

-2 Routing IKE Algortms: Medium v

b RIS IKE Lifatime: 28300 seconds

-6 User Authentication

-5 Traffic Management PR y
sec Agoritms: | Medi

- ZoneDefense edium ™
Psec Litime: 36500 seconds
Psec Lifetime: o kiobytes
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Click on Authentication tab. Make sure the Pre-Shared Key option is enabled. Select the Pre-Shared-Key in the

dropdown menu (see Step 6).

Click on the OK button

7)) IPsec Tunnel

An IPsec tunnel item is used o define IPsec endpoint and will appear as a logical interface in the system.

General Authentication XAuth Routing IKE Settings Keep-alive Advanced

8 Authentication

X.509 Certiicate
Root Certficate(s)
Available Selected
HTTPSAdminCert N N
Gateway certficate: | (None) v
Identification list (None) v

(@) Pre-shared Key

Pre-shared key: Pre-Shared-Key v Selects the Pre-shared key fo use with this IPsec Tunnel.

#] Local ID

Step 8. Go to Interfaces > Interface Groups. Click on Add and select Interface Group.

T Tools v . Maintenance v @ Logout 7 Hell

‘ Interface Groups

& Home

& Configuration + 3 Status v

2 DFL-860E
(@ System
- Objects. DAwy

&

&

(g Rues 2 tertace Group

- Interfaces. Name Members ‘Comments

1gEthemet

BWIVLAN

S ipsec

B GRE

8 PPPoE
18 PPTPILITP Servers
{8 PPTPIL2TP Clients
= Switch Management
“interface Groups
#®ARP

(@ Rignht-cick on a row for additional optons.

D-Link
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Create a group which has your IPSec tunnel and your LAN.

In the Name field, type IPSec-LAN.

Under Interfaces add IPSec-tunnel and lan into the Selected field.
Click on the OK button.

Interface Group

Use an interface group to combine several interfaces for a simplified security policy.

General

ﬂ General

Name: IPSec-LAN

() SecurityTransport Equivalent

ﬂ Interfaces

Avallable Selecied

core a PSec-tunnel
dmz lan

wanl

wan2

#] Comments

Comments

oK Cancel

Step 9. Go to Rules > [P Rules. Click on Add and select IP Rule.

& Home X Configuration v T Toolsw 75 Status» & Maintenance v

@ logout 7 Helj

IP Rules
2 DFL-860E ‘ P In aditon,
@ System
-3 Objects DA%y
g Rules 4 P Rue Fosr
= § IPRules 8 Prue Name Action SrcIf Src Net Dest If Dest Net Service
4§ lan_to_wan1 $ ping_fw 8 Allow 124 lan 12 lannet 124 core 2 lan_ip @ ping-inbound
D Access 2 4 lan_to_wan1
- Interfaces
(4 Routing (& Right-cick on a row for agditional options
CEPY
& @10P/IPS

- User Authentication

D-Link
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This rule will allow communication between the LAN and the IPSec tunnel.

In the Name field, type IPSec-Allow.

Under Action select Allow.

Under Service select all_services.

Under Address Filter specify the following:

Source and Destination Interfaces: IPSec-LAN (this is the group you created in Step 8).

Source and Destination Network: select all-nets.

§ IP Rule

An IP rule specifies what action to perform on network traffic that matches the specified fiiter criteria

General ~ LogSettings | NAT | SAT | MultiplexSAT | SLBSAT | SLB Monitors
#) General
Name: 1PSec-Allew
Action Allow M
Service all_services v
Schedule: | (None) v

#/ Address Filter

Specify source interface and source network, together with destination interface and destination network. All parameters have to match for the rule to match

Interface Network
Source: IPSec-LAN v all-nets
Destination:  [PSec-LAN v all-nets

#/ Comments

Comments:

ok || cancel

Click on the Log Settings tab.
Select the Enable Logging option.

Click on the OK button when done.

g IP Rule

An IP fule specifies what action to perform on network traffic that matches the specified fiiter criteria.

General Log Settings. NAT SAT Multiplex SAT SLB SAT SLB Monitors

#J General

Select if logging should be enabled and what severity 0 use.

#) Enable logging

Log with severity: Default M

oK. || cancel

D-Link
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Step 10. To save the new configuration, click on Configuration, in the top menu bar and select Save and Activate.

D-Link

Building Networks for People

w Home a% Configuration» | Toolsw *5 Status~» % Ma
H Save and Aclivate

g Discard Changes m System
= DFL-860E | [ View Changes e S oS S
-\ g Systen
- {7} Date and Time
@ DNs =
-} Remote Management Q Date and Ti

ity Log and Event Receivers
i Set the date, time and time z
| DHCP '

1@ wmisc_ Clients

[+ m Hardware Monitoring

i -~

-2 Whitelist . Remote Mz
& # Advanced Settings

E _J Objects Setup and configure method

Click OK to confirm the new settings.

D-Link
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Configuring the DSR-250N

Go to VPN>>|Psec VPN>>Policies to add an IPSec policy. Click Add New IPSec Policy and input the following:

VPN » IPSec VPN » Policies @@

This page shows the list of configured IPsec VPN policies on the router. A user can alsc add, delete, edit, enable, disable and export IPsec VPN policies

from this page.
Note: Policy with ™' represents a Client Palicy.

IPSec Policies List

D-Link



Policy Name: IPSec

Policy Type: Auto Policy

IP Protocol Version: IPv4

IKE Version: IKEv1

Select Local Gateway: Dedicated WAN
Remote Endpoint: IP Address

IP Address / FQDN: The WAN IP address of your DFL-860E
Local IP: Subnet

Local Start IP Address: 192.168.10.0

Local Subnet Mask: 255.255.255.0

Remote IP: Subnet

Remote Start IP Address: 192.168.1.0

Remote Subnet Mask: 255.255.255.0

Pre share Key: Your DFL-860E Pre share key

IPSec Policy Configuration

How to Configure an IPSec VPN tunnel between the DSR router and DFL firewall 14

General
Policy Name |IFSEC ‘
Policy Type |A.:o Palicy v ‘
IP Protocol Version | IPv4 A ‘
IKE Version [1KEVT v
L2TP Mode | None v ‘
IPSec Mode Tunnel Mode
Select Local Gateway | Dedicated WAN A ‘
Remote Endpoint | IP Address v ‘
IP Address / FQDN [172.1726 ||:> DFL-860E WAN IP
Enable Mode Config OFF
F i uaniae —

Save

D-Link
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Protocol | ESP v|
Enable DHCP ==
Local IP Subnet v i
| | This section refers to the
Local Start IP Address |1Q2,158 10.0 | | | int | t k f
OcCal Internal Network o
Local Subnet Mask |255.255.255.0 | h DSR
the -250N.
Remote IP [ subnet v
Remote Start IP Address |192.168.1 0 -|—| f £i f t th
nIS section rerers to the
Remote Subnet Mask [255.255.255 0 . | k
remote internal networl
Enable Keepalive m
of the DFL-860E.
Phase1({IKE 5A Parameters)
Exchange Mode | Main v |
Direction / Type |Bmh L |

D5 = SHA-1
SHA2-256 [ SHAZ-384

if

SHA2-512 e Authentication Method
S e | e [Pre-shared Key v and Pre-Shared Key
Pre-Shared Key [1234567390 | rength: 8- 49| settings must be
Diffie-Hellman (DH) Group | Group 2 (1024 bit) v ‘ identical with remote

SA-Lifetime [Range: 300 - 604800] Seconds Pre-Shared Key settings
Enable Dead Peer Detection m on the DFL-860E.

Extended Authentication | None v ‘

Phase2-(Auto Policy Parameters)

SA Lifetime |35m]

<

| | Seconds
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Verifying the connection:
Go to Status>>Network Information>>Active VPNs>>|PSec SAs

Right click on IPSec, then select Connect.

Logged in a MIN ) | Language:

serial: QF 5 | Firmwa

Status

Status » MNetwork Information » Active VPNs » IPsec SAs | (7 W)

IPsec SAs | SSL VPN Connections | PPTP VPN Connections | Open VPN Connections | L2ZTP VPN Connections | GRE Tunnel Status

This page lists current established IPsec Security Associations.

Active IPSec SAs List

Show| 10 v |entries [Right click on record to get more options ] o |

Psec 172.17.2.6 0.00 0 | IPsec 5A Not Established
| #| Connect
i i TTFet ] Previos T e o T Loet )]

Connection is established.

Status

Status » MNetwork Information » Active VPNs » IPsec SAs o 0

eration Succeeded

ns | PPTP VPN Connec

IPsec SAs | SSL VPN Connecti 5 | LZTP VPN Connections | GRE Tunnel Status

s | Open VPN Connec!

This page lists current established IPsec Security Associations.

Active IPSec SAs List

entries  [Right click on record to get more options ] a ‘

IPSec 172.17.2.6 0.00 o IPsec SA Established

Showing 1 to 1 of 1 entries |.J First || | Previous | 1 | Mext » || Last ,|

D-Link
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