Configuration Guide

How to set up the IPSec site-to-site
Tunnel between the D-Link DSR
Router and the Sonicwall Firewall

Overview

This document describes how to implement IPSec with pre-shared secrets establishing
site-to-site VPN tunnel between the D-Link DSR-1000N and the Sonicwall 2400. The screenshots
in this document is from firmware version 1.03B12 of DSR-1000N and firmware version 3.0 of
Sonicwall 2400. If you are using an earlier version of the firmware, the screenshots may not be
identical to what you see on your browser.
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Situation note

Site-to-site VPN could be implemented in an enterprise allows to access and exchange data
among more than two geographical sites or offices. Once the site-to-site VPN set up, the clients
in the groups of the different located sites are as in the internal networks. As companies may have
other gateway appliances which are not D-Link products, this document will be useful when you
intend to create IPSec VPN tunnel between DSR and other existing gateway appliance.

v
b=

DSR-1000N SonicWall 2400 PC2
© 192.168.10.100/24 ® 1.1.1./30 © 22.2.2/30 (WAN)
@ 192.168.10.1/24 (LAN 1) O 2221730 € 192.168.1.1/24 (LAN)
@ 1.1.1.2/30 (WAN1) Q 192.168.1.100/24

IP addresses
DSRWAN: 1.1.1.2/30
DSR LAN: 192.168.10.1/24

FortiGate100 WAN: 2.2.2.2/30
ForiGate100 LAN: 192.168.1.1/24

IPSec Parameters

IPSec Mode: Tunnel Mode

IPSec Protocol: ESP

Phasel Exchange Mode: Main

Phasel Encryption: 3DES

Phase1 Authentication: SHA1

Phasel Authentication Method: Pre-Shared Key
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Diffie-Hellman Group: G2
Phasel Lifetime: 28800 sec
Phase2 Encryption: 3DES
Phase2 Authentication: SHA1
Phase2 Lifetime: 3600 sec

Configuration Step

DSR Settings

1. Set up the WAN IP address. Navigate to the Internet Settings > WANT Settings > WANT Setup.
Fill in relative information based on the settings of topology. The IP Address of the field of ISP Connection
Type is the IP address of external network connecting point which is shown as the point“c” on the topology.
Click the button “save settings”to complete WAN [P address settings.the button “save settings’to complete
WAN IP address settings.

Wizard
Internet Settings WAN1 SETUP LOGOUT
Wireless Settings
s This page allows you to set up your Intemet connection. Ensure that you have the Intemet connection
Network Settings information such as the IP Addresses, Account Information ete. This information is usually provided by
your ISP or network administrator.
DMZ Setup - )
VPN Settings
USB Settings i
ISP Connection Type
WLAN Settings
o Conhectich ‘rm: M
IP Address: 1112 |
IP Subnet Mask: |255.255.255.252 |
Gateway IP Address: 1111 |
Domain Name System (DNS) Servers
Primary DNS Server: |168.95.1.1 |
Secondary DNS Server: |8.8.8.8 |
MAC Address
MAC Address Source: SRR A e v
MAC Address: |
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2. Set up the IPSec policy. Navigate to the VPN Settings > [PSec > [PSec Policies.
Press the button "Add" to increase a new policy. In General Section, fill in relative information. The IP address of
Remote Endpoint refers to the external network connecting point of SonicWall 2400 which is shown as the
point “f”on the topology. The internal network group, which is indicates the IP information on Local Start IP
Address, under DSR-1000N allows access to the remote network group, which indicates the IP information on
Remote Start IP Address, under SonicWall 2400 through VPN tunnel.

/ SETUP ADVANCED TOOLS STATUS
IPSEC CONFIGURATION LOGOUT

This page allows user to add/edit VPN (IPsec) policies which includes Auto and Manual policies.

Wizard

Internet Settings

Wireless Settings

Network Settings

Policy Name:

WLAN Settings

Policy Type:
IPsec Mode:

Select Local Gateway:

Remote Endpoint:

Enable Mode Config:
Enable NetBIOS:

Enable RollOver:

Protocol: =3

Enable DHCP:
Local Start IP Address: [192.188.10.0 |

Local End IP Address: [

Local Subnet Mask: [255.255.255.0 |
Remote IP: | Subnet| ¥ |
Remote Start [P Address: [192.168.1.0

Remote End IP Address: [

Remote Subnet Mask: [255.255.255.0 |
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In Phase 1 Section, fill in relative information. Please notice that the Pre-shared Key must be as same as the
Shared Secret which will be inserted on SonicWall 2400 on the later step.

Phasel{IKE SA Parameters)

Exchange Mode:

Direction / Type:

Mat Traversal:
On:
Off:

NAT Keep Alive Frequency (in
seconds):

Local ldentifier Type:
Local ldentifier:

Remote Identifier Type:
Remote Identifier:
Encryption Algerithm:
Key Length:
Authentication Algorithm:

Authentication Method:
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Pre-shared key:

| 1234567890 |

Diffie-Hellman (DH) Group:
SA-Lifetime (sec):

Enable Dead Peer Detection:
Detection Period:

Reconnect after failure count:
Extended Authentication:
Authentication Type:
Username:

Password:

|Group2 (1024bit) | ¥ |

[28800 |
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In Phase 2 Section, fill in relative information.
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Phase2-(Manual Policy Parameters)

Encryption Algorithm: I B

Integrity Algorithm: L1 B

SPl-Incoming:
SPI-Outgoing:

Key Length: ]
Key-In: (e
Key-Out: ]

Key-In: ]
Key-Out: T

Phase2-({Auto Policy Parameters)

SA Lifetime: |

Encryption Algorithm: 3DES v |

Integrity Algorithm: lsHal | v

Key Length:

PFS Key Group: t N]

Click the button “save settings”to complete IPSec Policy settings.

3. Check the VPN status. Navigate to the Status > Active VPNs,
The activity will be shown on the list while the tunnel is established with the other side.

ADVANCED

Operation succeeded
The page will auto-refresh in 10 seconds

ACTIVE VPN LOGOUT

This page displays the active VPN connections, IPSEC as well as SSL.

Active IPsec SAs
Endpoint tx (KB )
IPSec 2222 000 0

Policy Mame

tx ( Packets ) State Action

IPsec SA Not Established L&m

Active SSL VPN Connections

User Mame  |P Address Local PPP Interface

Peer PPP Interface IP Connect Status

Poll Interval: | [Seconds) m i-.
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1. Set up the LAN & WAN IP addresses. Navigate to the Click the icon “Configure”.

SONICWALL> Network Security Appliance

» B System Network

[ & newon Interfaces

-_Inlerfaoes
WAN Failover & LB @

Zmes Interface Settings

DNS

Address Objects * Name Zone IP Address Subnet Mask IP Assignment Status ‘Comment

Routing - X0 LAN 192.168.1.1 2552552550 Static 1000 Mups fullduplex - Defaul LAN

NAT Peoes - o WAN 2222 255255.256.252  Static 100 Mbps fulduplex  Default WAN

ARP

e - %2 Unassigned 0000 0000 NA No ink @

P Helger v x3 Unassigned 0000 0000 NA No ik Z

Web Proxy - X4 Unassigned 0.00.0 0000 NA Na link 7
ic DNS

R . X5 Unassigned 0.0.0.0 0,000 A No fink Z

» &= SonicPoint

» @ Frewan e ertoce

v &g vop
» B3 appication Frewal Interface Traffic Statistics
» @ ven Traffic Statistics X1 x2 X3 x4 X5
»y & s LI R Unicast Packets a7 0 0 0 0
v ~1| | Rx Broadcast Packels 25 0 a 0 0 v
Blatus: Ready

Fill in the relative information for the settings of LAN as below. The IP Address of General tab is the IP address

"

of internal network connecting point which is shown as the point“g”on the topology.

SONICWALL> | Network Securlty Appliance

| General | Advanced

Interface "X0' Settings

Zone:

IP Assignment: J il

IP Address: .

Subnet Mask: [255.255.255.0 i

Comment: [Default LAN |

Management: M Tt M HTTPS ™ Ping sump & ssH
User Login: HTTP HTTPS

Add rule to enable redirect from HTTP to HTTPS
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Fill in the relative information for the settings of WAN as below. The IP Address of General tab is the IP address
of external network connecting point which is shown as the point “f” on the topology.

SONICWALL> | Network Security Appliance

General Advanced

Interface "X1' Settings

Zone: | VLAN Xl

IP Assignment: | Statiq .

IP Address: 22_2_2 __i
Subnet Mask: [255.255.255.252 |
Default Gateway: 220 _I
DNS Server 1: |168.95.1.1 I
DNS Server 2: ] |
DNS Server 3: i
Comment: 5Defau|t WAN J
Management: HTTP HTTPS Ping SNMP || S5H
User Login: HTTP HTTPS

Add rule to enable redirect from HTTP to HTTPS

Press the button “Accept’to confirm the changes.

SONICWALL> Network Security Appliance

» B System
= 8. Netwk Interfaces
Interfaces -
VAN Fanerd L3
Zmies Interface Settings
DNS
Address Objects. * Name Zone IP Address Subnet Mask IP Assignment Status Comment Configure
Routing - %0 LAN 192.168.1.1 2552552550 Saie 1000 Mops fullduplex  Defautt LAN Z
N Hoe . ox WaN 2222 255255255252 Static 100 Mbps fulduplex.  Delault WAN z
ARP
A . x2 Unassigned 00.0.0 0000 A No fink @
1P Helper . X3 Unassigned 0000 0000 i No fink Z
Web Proxy - X4 Unassigned 0000 0000 NA Na link i
L i - X5 Unassigned 0.0.0.0 00,00 A Mo fink Z
» &= SonicPoint
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2, Check the default route. Navigate to

SONICWALL> Network Security Appliance
» & system — =
- X5 (NA) RIP Disabled Z OSPF Disabled z
Interfaces

WAN Failover & LB

Zones Apply the follawing metnc to default rautes received from Advanced Rauting pratocols: [110 ]
e ) 7 tems (1 |ta6 (af6)
. tems |1 to & (of wfas I
Address Objects Route Policies _ Gl
View Style: @ AllPolicies ' Custom Policies | Defau Policies
NAT Poicies
ARP # Source Destinatian Senvice Gateway Interface Metnc Priority Comment Configure
DHCP Server ,.
1 Any Default Gateway Any 0.000 X1 20 1 -
1P Helper
Web Proxy 2 Any 255.265.255.255/32 Any 0000 Xa 20 H
D ER 3 Any X1 Subnet Any 0.0.00 X1 20 3 [=4
» &= SanicPoint =
5 4 e 7 P
+ @ Frena s Ay X0 Subnet Any 0000 X0 20 {
» &) vare 5 X1Subnet Any Any Default Gateway X1 20 5 =
v B3 Appiication Frewall = = —
= &  Any 0.0.000 Any 2221 X1 20 6 =
v @ ven
+ &S Users Delete All
[ Irp——

3. Set up the IPSec Tunnel. Navigate to the

. Press the button “Add".

¥ % VO
» £ Appication Frewal

Advanced

DHCP aver VPN
L2TP Serwver

3 % Users

» B3 High Availabiity

r G Security Services

b A4 Log

VPN Policies Start Tabke Refiesh (1 | Refresh Interval [10] ltems per page (0| fems [T ] ta3 fot3) 2 i
# Name Gateway Destinations Crypto Suite Enshle  Configure
1 WAN GroupVPN ESP: 3DES/HMAC SHAI (IKE) Vs
z 'WLAN GroupVPN ESP: 3DES/HMAC SHA1 (IKE) Vi
3 IPSec_1 @ 192.168.10.0 - 192.168.10.255 ESP: 3DES/HMAC SHA1 (IKE) 7] 7Ix

Settings
@ Accept |

VPN Global Settings

I Enabie VPN

Unique Firewall Identifier. [0017C511849C

[

Site To Site Policies: 1 Policies Defined, 1 Policies Enabled, 75 Maximum Policies Allowed
GroupVPN Policies: 2 Policies Defined, 0 Policies Enabled, 8 Maximum Policies Allowed

>n the D-Link
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In the tab “General’, fill in the name, IPSec primary and secondary gateway, and shared secret. The IPsec
Primary Gateway Name or Address is the IP address of external network connecting point of DSR-1000N

which is shown as the point “c”on the topology. Insert the Shared Secret which is as same as the Pre-shared
Key put in DSR-T000N in the previous step.

SONICWALL> | Netwo rity Appliance

Network | Proposals | Advanced

Security Policy

Authentication Methad:

Name:
IPsec Primary Gateway Mame or Address: s 25 55 |
IPsec Secondary Gateway Name or Address: EO,D,0,0 |

IKE Authentication

Shared Secret: eevecescee J

Confirm Shared Secret: ecssssseee | W Mask Shared Secret
Lacal IKE I jf_&gms— T |
Peer IKE ID: IP Address x| |

Click the tab "Network” In Local Networks section, select LAN Subnets as the local network. In Destination
Networks, create new address object for destination network.

SONICWALL® | Network Security Appliance

T W e

Local Networks

| @ choase local network from fist | LAN Subnets [ v

Local network obtains IP addresses using DHCP through this VPN Tunnel

Any address

Destination Networks

Use this VPN Tunne! as defauli route for all Intemet traffic

Destination network obtains IP addresses using DHCP through this VPN Tunnel

@ Choose destination netvark fromfist | Seleck Remote Network

—Select Remote Network—

Create new address object...

Create new address group...
ipsec_remote net |
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Configure a new address object to define the IP address of the remote group which under DSR-1000N.

Name lipsec_remote net |

Zone Assignment: -‘:m. | ; |

Type: Network " |

Netwaork: 1192.168.10.0
Netmask: |255.255.255.0 |
Ready

General

Local Networks
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@ Choose local network from st

Local network obtains |P addresses using DHCP through this VPN Tunnel
Any address
Destination Networks

Use this VPN Tunnel as default route for all Intemet traffic

Destination network obtains IP addresses using DHCP through this VPN Tunnel

@ Choose destination network fom st | IPSSE EeMOte net )

[Ready

Cancel

oK |

Help

11
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Click the tab “Proposals”. Select the relative settings as below.

IKE (Phase 1) Proposal
Exchange [MainMode  |v|
DH Group: Group2 |v|
Encryption: 3055 | v|
Authentication sHAL v
Life Time (seconds}; |28800 |
Insec (Phase 2) Proposal
Protocot: -551’7- ¥
Encryption T
Authentication SHAL "E7|

Enable Periect Faard Secrecy

DH Group:
Life Time (seconds). [28800

[Ready

oK ][ cancel ][ Help

Click the tab“Advanced”. Select the relative settings as below.

Advanced Setiings

Enable Keep Alive

Suppress autamatic Access Rules creation for VPN Palicy
Require authentication of VPN clients by XAUTH

User group for XAUTH users:

Enable Windows Metworiing (NetBIOS) Broadcast
Enable Muticast

Apply NAT Paices

Translated Local Network

Translated Remote Network:

Management via this SA: & e HTTPS SSH
User login via this SA: o wre HTTPS
Default LAN Gateway foptional): |o.0.0.0
VPN Policy bound to Zone WAN i]
[Ready

oK ][_cancel ][ Hep
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4. Check the VPN status. Navigate to VPN

tings.

SONICWALL> Network Security Appliance

¥ ¥g valr v
— Unique Firewall Identifier. |0017C511849C |
» B2 Appiication Firewall )
- @ ven —— — 1 B
Q_ VPN Policies Start Table Refresh Refresh Interve Items per page (50 | ltems |to3(f3) ﬂ LAY
Settings — —
Aienced - Name Gateway Destinations Crypta Suite Enable  Configure
DHCP aver VPN
S 1 WANGroupVPN ESP: 3DES/HMAC SHAL (IKE) Z
» & vsers 2 WLANGroupVPN ESP: 3DES/HMAC SHAT (IKE) Z
* I Hhoh ooty 3 IPSec_i @ 10.0 - 192.168.10.255 ESP: 3DES/HMAC SHAI (KE) @
» B Securty Senvces
» D Log Add.

Site To Site Policies: 1 Policies Defined, 1 Policies Enabled, 75 Maximum Policies Allowed
GroupWPN Policies: 2 Policies Defined, 0 Policies Enabled, 8 Maximum Policies Allowed

Currently Active VPN Tunnels Start Table Refresh (f) Refresh Interval [10 | ltems perpage (50 | Items

Jto1foryy (& ][0 =

# Created Name Local Remote Gateway
01251011 B 199 168 1.0 . 197 165 1 197 168,100 - 19 168 1 - ¥
=i IPSec_1 192.168.1.0-192.168.1.255  192.168.10.0-192.168.10.255 1.1.12 e

1 Currently Active VPN Tunnels
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