Configuration Guide

How to set up the IPSec site-to-site
Tunnel between the D-Link DSR
Router and the Juniper Firewall

Overview

This document describes how to implement IPSec with pre-shared secrets establishing
site-to-site VPN tunnel between the D-Link DSR-1000N and the Juniper S5G20. The screenshots
in this document is from firmware version 1.03B12 of DSR-1000N and firmware version 6.2 Or 2.0
of Juniper SSG20. If you are using an earlier version of the firmware, the screenshots may not be
identical to what you see on your browser.
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Situation note

Site-to-site VPN could be implemented in an enterprise allows to access and exchange data
among more than two geographical sites or offices. Once the site-to-site VPN set up, the clients
in the groups of the different located sites are as in the internal networks. As companies may have
other gateway appliances which are not D-Link products, this document will be useful when you
intend to create IPSec VPN tunnel between DSR and other existing gateway appliance.

v
b=

DSR-1000N Juniper SSG20 PC2
© 192.168.10.100/24 ® 1.1.1./30 © 22.2.2/30(e0/0)
@ 192.168.10.1/24 (LAN 1) O 2221730 € 192.168.1.1/24 (€0/3)
@ 1.1.1.2/30 (WAN1) Q 192.168.1.100/24

IP addresses
DSRWAN: 1.1.1.2/30
DSR LAN: 192.168.10.1/24

Juniper_SSG20 Untrust_Zone(e0/0): 2.2.2.2/30
Juniper_SSG20 Trust_Zone(e0/3): 192.168.1.1/24

IPSec Parameters

IPSec Mode: Tunnel Mode

IPSec Protocol: ESP

Phasel Exchange Mode: Main

Phasel Encryption: 3DES

Phase1 Authentication: SHA1

Phasel Authentication Method: Pre-Shared Key
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Diffie-Hellman Group: G2
Phasel Lifetime: 28800 sec
Phase2 Encryption: 3DES
Phase2 Authentication: SHA1
Phase2 Lifetime: 3600 sec

Configuration Step

DSR Settings

1. Set up the WAN IP address. Navigate to the Internet Settings > WANT Settings > WANT Setup.
Fill in relative information based on the settings of topology. The IP Address of the field of ISP Connection Type
is the IP address of external network connecting point which is shown as the point “c”on the topology. Click
the button “save settings”to complete WAN IP address settings.

Wizard

Internet Settings

WAN1 SETUP LOGOUT

This page allows you to set up your Intemet connection. Ensure that you have the Intemet connection
information such as the IP Addresses, Account Information etc. This information is usually provided by
your ISP or network administrator.

ISP Cennection Type
=z Canneotion rype: M

IP Address: (1112 |

IP Subnet Mask: |255.255.255.252 |
Gateway IP Address: 1111 |
Primary DNS Server: |168.95.1.1 |
Secondary DNS Server: |8.B.88 |

MAC Address Source: [y — LY
MAC Address: |
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2, Set up the IPSec policy. Navigate to the VPN Settings > IPSec > [PSec Policies.
Press the button "Add"to increase a new policy. In General Section, fill in relative information. The IP address of
Remote Endpoint refers to the external network connecting point of Juniper SSG20 which is shown as the
point “f”on the topology. The internal network group, which indicates the IP information on Local Start [P
Address, under DSR-1000N allows access to the remote network group, which indicates the IP information on
Remote Start [P Address, under Juniper SSG20 through VPN tunnel.

SETUP ADVANCED TOOLS STATUS

IPSEC CONFIGURATION LOGOUT

This page allows user to add/edit VPN (IPsec) policies which includes Auto and Manual policies.

Policy Name: [IPsec1 |
Policy Type: {Auto Policy. | ¥ |

IPsec Mode: \Tumnel Mot | v |

Select Local Gateway:

Remote Endpoint:

Enable Mode Config:
Enable NetBIOS:

Enable RollOver:

Protocol: =2

Enable DHCP:
Local IP: Subnet] v |
Local Start IP Address: [192.168.10.0 |

Local End IP Address: [

Local Subnet Mask: [755.255.255.0 |
Remote IP: | Subnet| v |
Remote Start IP Address: [32.168.1.0 |

Remete End IP Address: [

Remote Subnet Mask: |255.255.255.0 |
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In Phase 1 Section, fill in relative information. Please notice that the Pre-shared Key must be as same as the

pre-shared key which will be inserted on Juniper SSG20 on the later step.

Phase1(IKE SA Parameters)

Exchange Mode:

Direction / Type:
Mat Traversal:
On:

Off:

NAT Keep Alive Frequency (in
seconds):

Local ldentifier Type:
Local ldentifier:

Remote Identifier Type:
Remote ldentifier:
Encryption Algorithm:
Key Length:
Authentication Algorithm:

Authentication Method:

(Main | ¥ |

Pre-shared key: | 1234567830 | |
Diffie-Hellman (DH) Group: W
SA-Lifetime (sec): |28800 |

Enable Dead Peer Detection:

Detection Period: E

Reconnect after failure count: |

Extended Authentication: [More [ v

Authentication Type: [User Database

Username: |

Password: |
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In Phase 2 Section, fill in relative information.

Phase2-(Manual Policy Parameters)

SPlincoming: l—
SPI-Outgoing: ]
Encryption Algorithm: |—1|

Key Length: ]
Key-In: e
Key-Out: ]
Integrity Algorithm: B |

Key-In: ]
Key-Out: [
SA Lifetime: [ | |seconds v |
Encryptien Algarithm: 7ﬁr|

Key Length: ]

Integrity Algorithm: L-—m_]Tl

PFS Key Group: [OH Groop1 (768 6t) B

Click the button “save settings” to complete IPSec Policy settings.

3. Check the VPN status. Navigate to the Status > Active VPN,

The activity will be shown on the list while the tunnel is established with the other side.

ADVANCED

Operation succeeded
The page will aute-refresh in 10 seconds

ACTIVE VPN LOGOUT

This page displays the active VPN connections, IPSEC as well as S5L.

Active IPsec SAs
Endpoint tx (KB )
IPSec 2222 0.00 0 IPsec SA Not Established Lm

Wireless Clients

tx ( Packets ) State Action

Policy Name
LAN Clients

Active S5L VPN Connections

User Name  |P Address Local PPP Interface Peer PPP Interface IP Connect Status

Poll Interval: |- (Seconds) Stop
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Juniper_SSG20 Settings
1. Set up the Untrust_Zone and Trust_Zone IP addresses. Navigate to the Network > Interfaces > List. Click "Edit".

Network > Interfaces (List) 55920 7]
S —
B Juniper (I (L@ frertoces |t | [Tunnel F_[ v
TeTiwoska
55620
Name 1PINetmask Zone Type Link PPPOE Configure

bgroupd 192.165.1.1/24 Trust Layers up Edit

sthemetaiz Down Et

ethemeta/s up Edit

ethemerala Dowm £t

[ o000 nul Unused Down Edit

bgroupz 0000 Nl Unused Down it

bgroups 00000 nul Unused Down et

ethemeto/o 22223 Unirust Layers up Edit

ethemetd/l 172.16.1.124 DMZ Layers Down Edn

senall/o 0.0.0.0/0 Null ‘Unused Down Edit

tunnel.1 unnumbered Trust Tunnel Ready Edit

a vian1 00000 VAN Layers Dowmn Ed
&
g
&
g

Configure Untrust_Zone with relative information as below. The IP Address/ Netmask of Basic tab is the IP
address of external network connecting point which is shown as the point “f" on the topology. Click the button
"OK"to complete this setting.

Metwork » interfaces >

™ r
.Jm‘m ntarfac Mame atharmatf/i 0014, f6es. 7020
L e
3 Obtain B0 g OHCR 1] durvamanic updare DHED survar paramatars
ey [ Hore =] Cruses sau popos sarming
= statie 1w
1P Addruss | ks 1335 Jin | Hamsgaibie
Manage P * 1000 | D014 To0

nberface Made niat () Bose
Plaah Tntrs-Cabast Trabhs [

- - Dl et it (mE (me
[ sraan [ s
Othar Serwices T iy [ push mruiesy O tdunterasar
asimren Trina o Usit{H 10} Adimin MTL [0 Byt (Oparating MTU: 15005 Defasic MTUS £500)
o ey [
W Servr ||
Wabuth (] 1o addreas [a080_ | Ll galy
a7
Traffie andvidth Crass Masim Bandutnh o | nr
Tagrerr Massrom Barduideh 0 | ber
Toggle Menu e [
Ler ] Come J [ cone ]
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Configure Trust_Zone with relative information as below. The IP Address/ Netmask of Basic tab is the [P
address of internal network connecting point which is shown as the point “g”on the topology. Click the button
"OK"to complete this setting.

Wetwork » foriaces » Fat
Intarfaca: baroupt (19 Matmasks 192 180.1.1/24) ach To Intarface Lt

Propartiess Basic Bind Doet MIB DID VID Secondamy 1D [CMD Manites 1RDB

Interface Name barowsd 0014 fled. 70ch

Paa tiamna | Trizt |

2 Dbt TP usiog CHER ) dutzematic wedutn OHE2 sarvar paramatars
0 Dbtain 1P usiog PP Fal | Honw () Srazesnsv pyess paving
Watic 1P

TP Aubdrwss | Hukimash 552 8011 [ |34 | [ Managaatla|
Hanage IP® |52 16511 | 00340506709

Interface Hode (2 yiar O Route
Wock Intra ket Traffic ||

(=1 wab ur {=] Talnat £ san
Hanagemant services = b B

Othar sarces (2] ing L] path, Mrutips) 1] tdant-raset

M Transfer UniE{HTU) Adrmn HTLU 0 [Bstar  (Opersting WTU: 1500; Default MTU: 1500}

ks Praxy [

e sarver [

wrabAuth (] 1o addvass joogo | Clest ey
&ARp [

Traffic Bandwidth Lgrass Masimuen Basduidth o | wbpae
ngrass Mauimuam Banduith 0 | whps

Toggle Menu Izl

2. Add a Tunnel Interface. Navigate to the Network > Interfaces > List.
Select “Tunnel IF" from scroll down menu. Press the button “New” to increase a new tunnel interface.

Network > Interfaces (List)

m-’“nil” ust ALLE)  “imterfaces | |
NETWORKS
EET Name IP /Netmask Zone Type Link PPPoE Configure

bgroup 192.168.1,1/24 Trust Layerd up - Edit

. atherneto/z Doun - Edit

=2 ethernetd/3 Down - Edit

| F ethernetn/d up - Edit

o

| baroup1 0,0,0,0/0 Hull Unused Doun - Edit
baroup2 0,0,0,0/0 Hull Unused Doun 5 Edit
baraup3 0,0,0,0/0 Hull Unused Doun - Edit
ethernet0/o 2.2,2.2/30 Untrust Layerd Down - Edit

= —

i ‘ ethernet0/1 172.16.1.1/24 oMz Layers Doun g Edit

| & serial0/0 0.0.0,0/0 Hull Unusad Doun - Edit

| ‘_ tunnel.1 unnumbered Trust Tunnel Down B Edit

| B vlani 0,0,0,0/0 wLAN Layerd Doun : Edit

(WL

| &

| m
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Configure relative settings as below.

Network > Interfaces > Edit

3. Add an IPSec Remote Gateway. Navigate to the VPNs > AutoKey Advanced > Gateway.
Press the button “New" and fill in relative information as below.
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Press the button “Advanced’ for preshared key setting. Fill in relative information as below. Insert the
Pre-shared Key which is as same as the one put in DSR-1T000N in the previous step.

@l Juniper

55620

4. Create a new VPN tunnel. Navigate to VPNs > AutoKey IKE. Press the button "New”.

VNS > usokey Advanced > Gabeway

st 20 perpaye

iper k=l

— [ rame | Pwer Ty | b /18 User Group. | Al 10 | Security Level | Cunfigure |

] | ose | static | 112 | | Custom | eaw [ e [
-
o
o
o
o
Ll
-
-]
o
-
]

D-Link



How to set up the IPSec site-to-site Tunnel between the D-Link DSR Router and the Juniper Firewall 11

Fill in relative information as below.

Press the button “Advanced”and configure settings as below. The internal network group, which is indicates
the IP information on Local IP/ Netmask, under Juniper SSG20 allows access to the remote network group,
which indicates the IP information on Remote IP/ Netmask, under DSR-1000N through VPN tunnel.

mask [102.168.1.0 |
e [192.168.10.0 |
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5. Create the Routings. Navigate to Network > Routing > Routing Entries.

Select "trust-vt’from the drop down menu on the top and left corner. Press the button "New’”.

@i Juniper

st (B0 per poe
st rowte enries for | All virtual routers| ¥ |

S5G20
trust-vr

2220030 ethemetnio B Root

2.2.2.2/32 ethemetio H Root

0.0.0.0/0 2221 ethemetnio - 1 Root

172.16.1.0/24 ethemetVl 1= Root

172.16.1.132 ‘ethemetl/L H Root

192.168.1.0/24 bgroupd c Root

182 168.1.1/32 bgroupd H Root

192.168.10.0/24 tunnel 1 s 20 1 Root Remaove
* Active route C Connected 1 Imported B8 EBGP O OSPF ELl OSPF extemnal type 1L H Host Route
P Permanent S Siatic A Auto-Exported iB IBGP R RIF E2 OSPF extemnal type 2
D Dynamic N NHRP

Fill in relative information as below.
Network > Routing > Routing Entries > Configuration ssg20 [7]

Virtual Router Name  trust-vi
1P AddressiNetmask |192.168.10.0 D
-
e (gunneidil v
Gateway IP Address 0.0.0.0 )
Permanent
Tag |0
Metric 1 |
preference 20|
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6. Set up the Policies. Navigate to Policy> Policies. Create the first rule. Select “Trust” and “Untrust’in the “From”
and"To"drop down menus respectively. Press the button ‘New”.
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Create the second rule. Select “Untrust” and “Trust”in the “From”and “To" drop down menus respectively.
Press the button "New’".

o p— s
rrom [Untrust. | v]] o [Tt v o ]

From Trust To Untrust, total policy: 2

5w

.nny Any ANY . Edit | Clone Remove
2 m:uii,lm 182 168.10.0024 ANY . Edi |Clone Remove L b

Fill in relative information as below.

CE—
192.168.10.0

mfozicaio e |
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7. Check VPN status. Navigate to VPNs > Monitor Status.

VPNs > Monitor Status s5g20 [7]

[_showil | | Fiter |
[ vonname | sam [ eoliym | peer Gatenay 1P [ we [ sasams [ um |
| psec 1 | DOOOO0OL ‘ -1 ‘ 1112 | AutolKE | Actve | oft |

Toggle Menu
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