Skonfigurowac zdalne zarzadzanie przez SSH
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Name: SSH_from_LAN
Listening Port: 2z
Max Concurrent Clients: 3
Session idle timeout: 1800
Login grace timeout: 30
Greeting Message:

Maximum Authentication Retries: | 3
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Sezlect the user datsbase to use fior login and the access level to grant to the user,

User Diatabase: {AdminUsers
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Przy pomocy klienta SSH np. PuTTY:

http://putty.very.rulez.org/latest/x86/putty.exe

potgczyc sie z urzadzeniem:

& PuTTY Cenfiguration
Category:
[]- Session Basic options for your PuTTY =ession |
i - Llogging
= Temminal
g ?tml-(::board Host Name {or IP address)
. Bell 152.168.1.1
Features Connection type:
- Window () Raw () Telnet () Rlogin @ SSH () Senal
g’;ﬁ:f::s:e Load, save or delete a stored session
... Translation Saved Sessions
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Ccloyrs Default Settings
[=- Connection COM1_115200_8N1
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.. Proxy DFL-800_Office
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PuTTY Security Alert

think it is.

connection.

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you

The server's rsa2 key fingerprint is:

ssh-rsa 1018 4eal:c8:f3:c6:14:ed:9a:0b:b0:9e:e3:77:€7:659:b3
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this hest, hit Cancel to abandon the
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Wygenerowad i zapisa¢ do pliku skrypt konfiguracyjny:

DFL-800:/> script -create -name=konfiguracja
Script has been successfully created
DFL-800:/>

Skrypt konfiguracyjny zostat zapisany w pamieci. Jako alternatywa, polecenie:
script —create

spowoduje wylistowanie skryptu na konsole skagd mozna go bedzie skopiowac przy pomocy
Kopiuj&Wkle;j.

Skrypt zapisany w pamieci mozna skopiowac z urzadzenia przy pomocy narzedzia SCP np.:

http://putty.very.rulez.org/latest/x86/pscp.exe

D:A\PUTTY> pscp admin@192.168.1.1:script/konfiguracj a konfiguracja.txt
admin@192.168.1.1's password:

konfiguracja.txt | 3kB| 4.0kB/s | ETA : 00:00:00 | 100%
DAPUTTY>

Zostanie utworzony plik konfiguracja.txt w aktualnym katalogu na PC.




") konfiguracja.bt - Notepad? (Administratar) == =

File Edit View Settings 7
1hdd LogReceiverMemory MemLog Comments="The internal logger in the firewall” -silent -
set DateTime TimeZone=GMTplusl DSTEnabled=False
add IKeAlgorithms High DEs3enabled=True aAesenabled=True Blowfishenabled=True MD5Enabled=True sHAlEnabled=True Comments="High security” -silent
IKEATgorithms medium DES3Enabled=True Aesenabled=True Blowfishenabled=True Twofishenabled=True CAST128Enabled=True MDSEnabled=True SHAlEnabled=True Comments="Hig

set RemoteMgmtsertings HTTPsCertificate=HTTPSAdminCert
add IPsecalgorithms High DES3Enabled=True Aesenabled=True Blowfishenabled=True MD5Enabled=True sHAlEnabled=True Comments="High security” -silent
=True AEsEnabled=True BlowfisheEnabled=True Twofishenabled=True casTi28enabled=True MD5Enabled=True SHAlEnabled=True Comments="H

add Ipsecalgorithms Medium DES3Enable
sadd Localuserpatabase Adminusers -silent
9 cc Localuserpatabase Adminusers
10 add user admin Password="cryptl:91FM3TYemgE=:FaigkNgoYBs=" Groups=administrators -silent
1cc ..
add Addressrolder Interfaceaddresses Comments="This folder contains addresses for interfaces”
13 cc AddressFolder Interfaceaddresses
14 add IP4Address lannet Address=192.168.1.0/24 comments="The network on interface lan" -silent
15 add IP4Address dmz_ip Address=172.17.100.254 comments="IPaddress of interface dmz" -silent
16 add IP4Address dmznet Address=172.17.100.0/24 comments="The network on interface dmz" -silent
17 add IP4Address wanl_ip Address=192.168.110.254 comments="IPAddress of interface wanl" -silent
18 add IP4Address wanlnet Address=192.168.110.0/24 comments="The network on interface wanl"” -silent
19 add IP4Address wan2_ip Address=192.168.120.254 comments="IPAddress of interface wan2" -silent
20 add IP4Address wan2net Address=192.168.120.0/24 Comments="The network on interface wan2" -silent
21 add IP4Address lan_ip Address=192.168.1.1 comments="IPAddress of interface lan" -silent

-silent

T

RemoTeMgMtHTTP RemoteMgmtHTTP_1 Interface=lan LocaluserDatabase=Adminusers HTTP=True HTTPS=True Network=Interfaceaddresses/lannet -silent

serviceGroup all_tcpudp Members="all_tcp, all_udp" Comments="A11 TCP and UDP services" -silent

scheduleprofile NonworkingHours Mon="0-8, 17-24" Tue="0-8, 17-24" wed="0-8, 17-24" Thu="0-8, 17-24" Fri="0-8, 17-24" sat=0-24 sun=0-24 comments="All hours, excep|
scheduleprofile weekdays Mon=0-24 Tue=0-24 Wed=0-24 Thu=0-24 Fri=0-24 Comments="Monday to Friday, 00:00-23:59" -silent

scheduleprofile weekends sat=0-24 sun=0-24 comments="saturday and sunday, 00:00-23:59" -silent

add scheduleprofile workingHours Mon=8-17 Tue=8-17 Wed=8-17 Thu=8-17 Fri=8-17 Comments="Monday to Friday, 08:00-17:00" -silent

29 set serviceGroup 12tp-raw Members="12tp-ctl, 12tp-encap” Comments="L2TP control and transport, unencrypted”

30 add TPRuleFolder Index=1 Name=lan_to_wanl -silent

21cc IPRulerolder 1
3z add IPRule Inde:
IrrRule Inde
TPRule Index=3
IPRule Index=4

drop_smb-al1l Action=Drop SourceInterface=lan SourceNetwork=InterfaceAddresses/lannet DestinationInterface=wanl DestinationNetwork=all-nets 5
1low_ping-outbound Action=NAT sourceInterface=lan sourcenetwork=Interfaceaddresses/lannet DestinationInterface=wanl Destinationnetwork=all-
1low_ftp-passthrough Action=NAT SourceInterface=lan SourceNetwork=Interfaceaddresses/lannet DestinationInterface=wanl DestinationNetwork=al
1low_standard Action=NAT sourceInterface=]lan sourceNetwork=InterfaceAddresses/lannet DestinationInterface=wanl DestinationNetwork=all-nets

IPRule Index=2 Name=ping_fw Action=allow sourceInterface=lan sourceNetwork=Interfaceaddresses/lannet Destinationinterface=core Destinationnetwork=Interfaceaddre

add RemoteMgmt5SH SSH_from_LaN Interface=lan LocaluserDatabase=Adminusers Network=Interfaceaddresses/lannet -silent
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Skopiowany skrypt mozna ewentualnie skasowac z pamieci RAM urzadzenia

DFL-800:/> script -remove —all
Deleting script "konfiguracja"...Done



