How to use the WAN2 to WAN2 to setup IPsec on DFL series

[Topology]:

Site_A WAN1(1.1.1.1)----(1.1.1.2)DES-3828(3.3.3.2)----(3.3.3.1)Site_B
WAN2(2.2.2.1)-----(2.2.2.2) (4.4.4.2)---(4.4.4.1)

Site_A: Use DFL-860 firmware 2.26.02.05 and LAN1 of Site_A is 192.168.1.0/24
Site_B: Use DFL-860 firmware 2.26.02.05 and LAN1 of Site_B is 192.168.10.0/24

[Configuration]:

[Site A configuration]:
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vJ IPsec

£ an tunnel item is used to define IPsec interface in the system.
General Authentication XAuth Routing IKE Settings Keep-alive Advanced
# 7/ General
Name IPsec
Local Network lannet ~
Remote Network: 192.168.10.0/24 ~
| Remote Enapoint 4.4.4.1 ~ |
Encapsulation mode: Tunnel ~
IKE Config Mode Foot: | (None) ~
#7 Algorithms
IKE Agorithms. High ~
IKE Lifatime. 28800 seconds
1Psec Algorithms. High ~
IPsec Lifetime: 3600 seconds
1Psec Litetime. o Kiobytes
#7 Comments
[~ main
The system has a main table. Alternate tables can be defined by the user.
Y Addw (] Edit this object
- Type Interface Network Gatevay Local IP address Maetric Monitor this route Comments
Direct route for
3 2 network vaninet
1 I Route Edvan1 vaninet 100 No e a At
vani.
Default route
2 I Route B3 van1 2 all-nets 2 vani_gw 100 No over interface
vani.
Direct route for
4 netvork wan2net
3 I Route 3 van2 2 vanznet 100 No A
van2.
Direct route for
4 Q network dmznet
4 I~ Route Bl dmz 5 dmznet 100 No Svac [abacfoce
dmz.
Direct route for
4 9 netvork lannet
5 I Route Edlan lannet 100 No Svar Iabaface
lan.
rect route for
. network
6 J Route 2 1Psec 2 192.168.10.0/24 90 No 192.168.10.0/24
over interface
IPsec.
7 I Route 3 van2 2 4.4.4.0/24 G 2.2.2.2 o No
(@ Right-click on a row for additional options.
IP rules are used to filter IP-based network traffic. In addition, they provide means for address transiation as well as Server Load Balancing.
LJ Add v
1 $§ LAN_IPsec 3 Allow 2 all-nets %) 1Psec 2 all-nets © all_services
2 IPsec_LAN Allov 2 all-nets 153 lan 2 all-nets all_services
3 ping_fw Allows =5 lannet 3 core 5 lan_ip ping-inbound
B IPsec_core Allow 2 all-nets 3 core 2 lan_ip all_icmp |
S 8 lan_to_vani -

(3@ Right-ciick on a row for additional opt

[Site B configuration]:
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@ Loooed in as administrato

admin - 192

IPAddress of interface dmz
The network on interface dmz

The network on interface lan

Primary DNS server for interface van
Secondary DNS server for interface van
Default gatevay for interface wan1.
1PAddress of interface van1

The network on interface van1
1PAddress of interface van2

w Home ‘& Configuration + T Tools+ 3 Status» 4. Maintenance v
| InterfareAdd:
Lf-b
| 1 siteB | 7 An address folder can be used to related address. for better overview.
@@ System
-3 Objects [ Addw (] it v otiect
=, Address Book
L interfaceAddresses| Name Address + User Auth Groups + Comments +
0 ALG with AVAWCF 2 dmaz_ip 172.17.100.254
0 Services 2 dmaznet 172.17.100.0/24
v P Pools 2 lan_i 192.168.10.1 1PAddress of interface lan
NAT Pools 2 lannet 192.168.10.0/24
3 Schedules © vani_dnsi 0.0.0.0
& Authentication Objects 2 van1_dns2 0.0.0.0
-2 VPN Objects 2 van1_gw EEEE
HTTP Banner Files g vani_ip L
(g Rules. © vaninet 3.3.3.0/24
- (i interfaces 3 vanz_ip 4.4.4.1
— 2 vanznet 4.4.4.0/24

The netvork on interface van2

@)L Routing

@@ oP/PS

-1 User Authentication
(i3 Traffic Management
{0 ZoneDefense
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Note! Existing passwords will alway's be shown with 8 characters to hide the actual length.

(@ Hexadecimal key

Pmﬂ'nu:[
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#J Comments

Comments: ‘

\Qobieds General  Authentication | XAuth | Routing | IKE Settings | Keep-aive | Advanced
| B+ Address Book
wi % #J General
A:i_
0 ALG with AviweF Name: [1Psec
@ services Local Network: [lannet v
a9 P Pools
5 NAT Pools Remote Network: 192.168.1.0/24 V;
£ Schedules = Remote Endpont: |2.2.2.1 ~
B Authentication Objects Encapsulation mode: | Tunnel v
B¢ VPN Objects. ) -
HTTP Banner Fles IKE Config Mode Pool: |(None) v]
(g Rules
®-§ P Rules
) Access e
(i nterfaces e
1@ Ethernet — IKE Lifetime: 28800
BIVLAN
) psec IPsec Algorithms: | High
n oo IPsec Lifetime: 3600
{8 prroE )
18 PPTPIL2TP Servers Pses Lifetme: o
{8 PPTPIL2TP Clients
&% Interface Groups #J Comments
o ARP —

Direct route for
network vaninet
1 I Route 3 van1 3 vantnet 100 No il
vani.
Default route
2] J‘ Route vanl B all-nets E vanl_gw 100 No over interface
vani.
Direct route for
network van2net
=
3 I Route van2 g van2net 100 No it
van2.
Direct route for
] network dmznet
4 I Route dmz 3 dmznet 100 No ovar Tntaitaca
dmz.
Direct route for
] network lannet
s I Route lan 2 lannet 100 No Tt
irect route
p network
6 I Route 2 1Psec 2 192.168.1.0/24 90 No 192.168.1.0/24
over interface
IPsec.
7 I Route van2 3 2.2.2.0/24 1) 0 No

(n Right-click on a row for additional options.




g IP Rules

IP rules are used to filter IP-based network traffic. In addition, they provide means for address translation as well as Server Load Balancing.

* Name Action Src If Src Net Dest If Dest Net Service

1 ¥ (AN IPsec 114 Allow: T Tan 7 all-nets i T all-nets O ol_services

2 $ 1Psec_Lan {3 Allow ) IPsec 1 all-nets ! all-nets O all_services

3 $ ping_fw {8 Allow 3 lan 2 lannet 2 lan_ip @ ping-inbound

4 $ 1Psec_core 13 Allow ) IPsec all-nets ) core J lan_ip @ all_icmp

5 § lan_to_van1

(3 Right-click on a row for additional options.
[Testing result]:
.
@ D-Link Firewall 2.26.02 2 v B v @ v Pagev Safetyv Toolsv &
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Logged in as administratol
admin - 192.168.1.111

N Configuration v | |T Tools» ' @§ Status v = . Maintenance v @ Logout
Source Destination
Interface:
o Sy IP Address:
%[ Objects Port
&g Rules
#- (i3 Interfaces Event Action
{4 Routing Severity: [ (Any) =] Category: | (Any) =]
«- (@ 0P/ PS
-6 User Authentication Free Text.
-3 Traffic Management ([search | [(Reset
%0 ZoneDefense —
-0 Internal Logging (1-13:13) ([ Refresh Log | [ Clearlo
Date Severity Category/ID Rule Proto Src/DstIf Src/DstIP Src/DstPort. Event/Action
2010-10-26 CONN IPsec 192.168.1.111 conn_close
10:42:02 isfo 600002 JEsec LAN ICHR lan 192.168.10.21 close
1 id=1
2010-10-26 CONN IPsec 192.168.1.111
10:42:00 iafo 600001 IEsec-LAN LM lan 192.168.10.100 el
con pen connsrcid=1 conndestid=1
2010-10-26 R 1P_PROTO > 192.168.10.100 1261 tt_low
10:41:57 Warsing 7000014 TTLOnLowMulticast UDP tan 239.255.255.250 1900 drop
t#i=1 tiimin=3 ipdatalen=141 udptotien=141
2010-10-26 1P_PROTO 192.168.10.100 1261 ttl_low
10:41:54 sl 7000014 TTOnlowMulticast UDP lan 239.255.255.250 1900 drop
t=1 tiimin=3 ipdatalen=141 udptotien=141
2010-10-26 CONN IPsec 192.168.1.111
10:41:54 D 600001 IPsec_LAN cue lan 192.168.10.21 conn_open
conn=open connsrcid=1 conndestid=1
2010-10-26 RULE 192.168.10.100 ruleset_drop_packe
Syt Warning aodoant Default_Rule 1GMP lan ton s
16 type=34 .0.0.1

1 Administrator: Command Prompt

| Py b
nging 192.168.10.100 with 32 hytes of data
ply from 192.168.10.1008: bhytes=32
ply from 192.168.10.1008: bytes=32
ply 192.168.10.108: hytes=32
ply 192.168.10.1008: bhytes=32

TTL=126
TTL=126
TTL=126
TTL=126

time=2ms
time=1ms
from time=1ms
from time=1ms
ng statistics for 192.168.10.100:

Packets: Sent = 4, Received = 4, Lost = @ (B loss),
pproximate round trip times in milli-seconds

Minimum Maximum = 2ns, = 1ms

= inms, Average

\>ping 192.168.10.100

nging 192.168.10.100 with 32 bhytes of data
ply from 192.168.10.100: bhytes=32 time=2ms
ply 192.168.10.108: bhytes=32
ply 192.168.10.100: hytes=32
ply 192.168.10.100: bytes=32

TTL=126
TTL=126
TTL=126
TTL=126

from time=1ms
from

from

time=1ms
time=1ms

192.168.10.100:
= 4, Lost = @ <(Bx loss
in milli-seconds:

Average

ng statistics for
Packets: Sent = 4, Received

bproximate round trip times
Minimum

= 1ms, Maximum = 2ms, = 1ims

\>

Log on SiteB.log

work Connection Details

etwork Connection Details:

Property
Connection-specific DN
Description Intel(R) PRO/100 VE Network Connectiol
Physical Address 00-07-E9-39-2D-15

DHCP Enabled No

Value

IPv4 IP Address 192.168.1.111

IPv4 Subnet Mask 255.255.255.0

IPv4 Default Gateway 192.168.1.1

IPv4 WINS Server

NetBIOS over Tepip En Yes
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