D-Link

How To Use Windows CA Server For TLS_ALG

In this case, firewall can proxy https service while translates the “HTTPS” traffic to “HTTP_Server”. It
means, http client established a http session with firewall, and get http information from a
HTTP_Server which behind DFL firewall.

1. Topology:

HTTP_Server(192.168.1.2)---(192.168.1.1)DFL-Series(10.1.1.12)---(10.1.1.13)HTTP_client

2. Create CAs for firewall, now setup CA service.

|®% Add or Remove Programs 1l = |EI|5|

Currently installed programs: Fart by: IName 'I
f¥ Crypto4 PKI Siee  B.00ME
Click here For support information. Used pccasionally

Last Used On 11/24/2009

Qe e R T Tl -] Windows Components Wizard )

ﬁE—J Remate Administration Windows Components
You can add or remove components of Windows.

WMware Tools

i5) wirpcap 4.0.2

a Wireshark 1.0.2 To add or remove a comparnent, click the checkbox. A shaded_ box means that 0r_1|_l,l
part of the companent will be installed. To see what's included in & component, click
Details.
Components:
hccessories and Utilities 4.5 MB ;J
W] L8 pplication Senver 24 FRE —

E - Certificate Services

7T I E-mal Services TTHE
[ ¢%% Faw Sevines 22N MR j

Description:  Install: a certification autharity [CA] to izsue certificates for uze with
public key security pragramms.

Total disk space required: 2.9 mMB Details |
Space available on disk: 55969 ME =

< Back I Mest > I Cancel | Help |

3. Download Root CA, go to http://127.0.0.1/certsrv, and:




Welcome

Llze this Weh site to request a cedificate far your Wieh browser
the Wveh, sign and encrypt messanes, and, depending upaon th

You can also use this YWeb site to download a cedificate authal
Far mare infarmation ahout Cedificate Services, see Cedificate
Select a task:

Reguest a cedificate

Wiew the status of a pending cettificate request
| Download a CA cerdificate, certificate chain, or CRL

Nicrosoft Cerdific

Download a CA Certificate, Certificate Chain, or CRL

To trust cedificates issued from this cedification authar

To download a CA cerificate, certificate chain, or CRL, ¢

CA certificate:

Current [Benson CTA

Encoding method:

' DER

" Base 64
{Download CA cerificate]
Download CA cetificate chain
Download latestbase CRL




-Savejn: Iﬁl ca j 0 &: = '

Eiensu:rlj_n:u:ut_ca.u:er'
=1 df16007LS cer
== channel. cer

Dezkto Ju]

o

by Diocuments

T
=
My Computer

File name:

Lef Lo

Save az type; Security Certificate

4. Request a CA for TLS_ALG.
Request a certificate
Or, submit an advanced certificate request.

Create and submit a request to this CA.



3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help
& Back - o) - [¢] 2] r’:*| | Search - Favorites 4 Media 4 | Cir ta B

Address @ httpeff127.0.0, U fcertaryfcerkrqma, asp

NMicrosoft Cedifics ! -- Benzon_CA

Advanced Certificate Request

Identifying Information:

Maime: ||:|en5|:|n

E-Mail |hensnn@dlink.cum

COmpany; Idlink

Department: |tsv

City: |taipei
State: [twd

CourtryRegion; Itw

Type of Certificate Heeded:

SSL/TLS using Server Authentication Certificate

|Sewerﬂxuthenticatiun Ceniﬁcatej

Key Options:

¥ Create new kery et " Use existing key set
SR IMicrnanﬁ Enhanced Cryptographic Provider «1.0 j

Key Usage: © Exchange © Signature ™ Both
Key Size: |“IE|2:1 S o COMMme eyE s 512 1024 2045 406 152 1654
% 2 pomatic key container name  User specified key container name
I Mark keys az expottable
I Enable strong private key protection

I Store certificats in the local computer cedificate store
Stores the certificate In the local computer stove
Ihstead of In the User's certificate store. Does not
Ihatalf the yoot CA's certificate. Yoo must be an

|gb| Lane

5. Now, CA is pending.



<} Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favortes Tools  Help
Oeack - o3 - %] 2] | ) Search -7 Favorites @ Media 421 | i s =
Address @ http:ff127.0.0. 1 jeerteryfcertfnsh, asp

MEcrosoRt Certificate

Certificate Pending

Your cedificate request has been received. However, you mustwait for an administrator to issue the cedificate you requested.
Your Reguestidis 7.
Flease return to this web site in a day or two to retrieve your cerdificate.

Hote: “ou must return with this web broweser within 10 davs to retrieve yvour cerificate

6. Go to MMC-> CA to issued this CA.

Start > mmc

Add/Remove Snap-in’ Bl 21 ]
Standalone I Extensions | Add Standalone Snap-in el

Usze this page ta add or remave a standalone Snap-in from the console.  Awailable Standalane Snap-ins:

Shapring added to: Ia Comsole Foot j Snaprirn | Mendor |~
:ﬁ MET Framewaork 1.1 Configuration Microzoft Corporation
Certificate Templates @E.&ctive Directory Domaing and Trusts  Microsoft Corporation
@ Certificates - Current Lser @.&ctive Directom Sitez and Services  Microgoft Corporation o
@ Certification Authority [Local] @f-‘«ctive Directory Users and Comput...  Microsoft Corporation
gfl.&ctivex Contral ticrozoft Corporation

ticrozoft Corporation
ticrozoft Corporation

r'.__r, Autharization Manager

iCerificate Templates

@ Certificates ticrozoft Corporation
@ Certification Autharity ticrozoft Corporation
-@ Component Services Microsoft Corporation j
—a
— Dezcription
— Description The Certificate Templates shap-in allows pou to create and manage

certificate templates.

Add... . Hemove Afaut.. | &dd | Cloge |

- | _

k.




I:m Consolel - [Console Root'Certification Authority (Local),Benson_CA'Pending Reguests]

i

File  Action “iew Favorites

Window

Help

=lolxl]
=11 ]

&

» BEnE @

[:l Console Rook
--[38] Certificate Templates
E@ Certificates - Current User

| Requesk Disposition Message

| Requesk Submis

7127 Personal

[ Trusted Root Certification Aut
[:l Entetprise Trust

{2 Intermediate Certification Auk
[:l Active Directory User Object
2] Trusted Publishers

{27 Untrusted Certificates

121 Third-Parky Root Certification
[ Trusted People

(L7 Certificate Enrallment Reques
{7 Certificates

G1-(53 SpC

b@ Certification &uthority (Local) !

<

EI--@ Eenson_C&

21 Revoked Certificates
(2] Issued Certificates
‘tﬁ Pending Requests |
7] Failed Requests

| H

<

Help

Refresh

Export Binary Data,..

View Attributes/Extensions. ..

Under submission

Is51e
Lery

|Contains operations that can be perfarmed on the object.

Copy this CA.

T Console1 - [Console Root'\Certification Authority {Loc

T Eile

Action  Yiew Favorites

Sindow

Help

« = |E@E BB 2

=

(] Console Riook

{3 Certificate Templates

= Certificates - Current User

EID Trusted Root Certification Aut

D Certificates

----- (2 Enterprise Trust

2] Intermediate Certification Aut |

i CI Certificate Revaocation Lis! §
L] Certificates

----- Cl Active Direckory User Object

----- (L] Trusted Publishers

= [ Unkrusted Certificates

o[l Certificates

=] (2 Third-Party Root Certification
L1 Certificates

----- (23 Trusted People

=-[C Certificate Enrollment Reques

D Certificates

BI-(E3 SPC

I'_—'I--@B Certification Autharity (Local)
EI@ Benson_CA

[ 1 Revoked Certificate

1 Pending Requests

L7 Failed Requests

&=z
Ela
=4
Els

El7

<]

MAILYILISR
MAILYILISR.
MAILILISR,
MAILIILSR
MAILYILSR
MAILYILSR

Request 1D | Requester (MEIHITEEE i

Certification Path |

Show: [ <all> |
Field | Walue ~
E\-‘ersion W3
[F]serial number 11 7c 90 51 00 0000 00 00 07
ESignature algorithm shalRsSA

Issuer

E\falid From
Flvalidta
ESubject

EPuinc ke

Benson_CA, mail.spam, test
Wednesday, November 25, 20...
Thursday, Movember 25, 2010,
benson@dlink,com, bensan, ts...
RSA (1024 Bits)

Edit: Properties, .. | Copy o File, .. |

B }=]
(3]




Certificate Export Wizard

Certificate Export Wizard




8. Download benson.pfx.

fti Consolel - [Console Root',Certificates - Current User’,Cerlificate Enrollment Request

=101

Bﬁﬂ File  Action View Favorites Window  Help

=12l x]

= BB XEFE| @

{38 Certificate Templates a]
EI@ Certification Authority (Local)
EI@ Benson_CA

[ ] Revoked Certificates
(27 Issued Certificates
(2 Pending Requests Cut

i Copy
Delete

benson

Eltest1111 Open

| Export...

: @ Certificates - Current User

S i R

Cl Certificates

[L] Trusted Rook Certification Authoriti
Cl Certificates

----- [:l Enterprise Trust

=121 Intermediate Certification Authoritic

E E:l Certificate Revocation Lisk

[0 Certificates

----- [:l Active Directory User Object

----- [L Trusted Publishers

[L Unkrusted Certificates

(7] Certificates

[_ Third-Party Roat Certification Auth
Cl Certificates

----- (L] Trusted People

=1L Certificate Enrollment Requests

“iq Certificates

Propetties

Help

< L E |

Expiration Date

11/30{2010
11/30{2010

|C0ntains operations that can be performed on the object, |

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected, IF wou wank ko export the private key with the
certificate, wou musk bype a password on a later page.

Do wou wankt to export the private kew with the certificate?

% Yes, export the private key

" Mo, do not export the private ke

Zance|

Mext =




Certificate Export Wizard

Certificate Export Wizard




_E Certificate Export Wizard Tl i E[

m File to Export
arkil Specify the name of the file you want to expaort

18

C
File name:

My Mebwork, Places
cdfiles
cdpki

%tls_testtll Jpfx

My Documents
wr

bp Computer

File name: |benzon | j I! Save !I

Save as lype: Perzonal Infarmation Exchange [ pkz) j Cancel

K




9. User Crypto4 convert application to export benson.key(private key).

Laak. jr: I @ Dezklop

My Documents ICheat
'_‘f My Cornpuker :benson. pfx
LAy Mebwork Places tIs_testEIl pFx

File name: benzon. pa - Open

i

Files aof type: I_IF'KES #12 Certificate [*.pfe." p12) jl Cancel

4
bl

b

Convert the certificate to different format

Select the file to load the certificate from and if neceszany. provide file pazsword

File Marme: I Browse. ..

F.ey M ame: I Browse...

s

m
=,

< Back et

@ Crypto4 PKI - Certificate Converter
Convert the certificate to different format _,:

Select the file to load the certificate from and if neceszany, provide file pazsword

File: M arne: IE:'&DDcuments and Settingzdministrator Y2K3ES Browsze. . |

Fassward: I’“‘“’1

¢ Back MHest > i E =it




Save I @ Dezktop

My Docurnents rr;']cal

:ﬂ My Compuker 123, cer

- My Metwork Places Elbenson.cer
cdfiles I:Is_testl]l J[CEF

cdpki
Clca
File name: Save
Save az twpe: | DER-encoded Certificate [*.cer) j Cancel

Convert the certificate to different format

@l

Select the file to zave the certificate to and if neceszan, provide file pazsword
File: M arne: II::"'.DDcuments and Setingsadministrator V2K 3ES Browse...

Ui

Ken Mame: II::'xD::u:uments and 5ettingzhdministrator W 2K 3ES B;nwse...

Export private key [

< Back Hest > E wit




My Documents Iji?]cal
' My Computer @EEE.kE‘;.-‘
Ly Mebwork Places

File name: benzon. key Save

Save as lwper | Private keys [* key) j Catizel

£

El Crypto4 PKI - Certificate Conve

Convert the certificate to different Format

W

Select the file to save the certificate to and if neceszam, provide file pazsword

File Marne: |I::"~D-:u:uments and Settings\Adminiztratar V2E3ES Browse. .

F.en Mame; |E:'\Dncuments and Settingz\Administrator V2K 3ES Browse. ..

it

Export private key [

< Back MHewt » E wit

@ Crypto4 PKI - Certificate Converter

Convert the certificate to different format @7
SNy

Select the file to zave the certificate to and if neceszam, provide file pazszword

File: Marme: IE:HDDcuments and Setings'dministrator V2K3ES Browsze... |
F.ey M ame: IE:HDDcuments and Settingzhadrinistrator VY 2K3ES Browse... |

¢ Back Hest > E xit




10. Import Benson_root_ca.cer, benson.cert and benson.key into DFL

2 DFL-1600
| g System

[EEE—

240 P Pools
- NAT Pools

General

f}' General

Mame: Ihenzun_rnut_ca I

Disabde CRLs {Certificate Revocation Lists)

%] Certificate Information

-7 VPN Objects
- HTTP Banner Files

| Rules
| gk Interfaces
| g% Routing
| @ DP [ IPS
-| gk User Authentication
~| =) Traffic Management
-| @ ZoneDefense

i e Bt 1 Bt it bl il

Certificate type: A
Public Ky Algorithm: Unknown

f_}' Options

{& Don't uplead amything
Don't upload anything right now

{7 Upload X.509 Certificate
Upload a previoushy crested X 509 Certificate, along with its private key.

{* Upload a remate certificate
Upload a certificate belonging to 3 remote pear or 3 CA servel




\ 2 Upload X509 certificate

%) General

IC:'-.Dncumentﬁ and Settings‘\benson'Desktop'\Benson_root_cd = Browse.. |

Upload ¥.509 certificate I

Choosze file

Look in: I @ Dezktop j
Ej by Documentz ﬂ Whdware W
3‘ ry Cornputer ?ﬁWish Corigs
- My Network Places 14K SIP Ca
-,5 Acraniz Disk Directar Server I e diles
,;f!" ActiveT ol Wish Conzole 205 5300450 27 EA-SPZ-Patchl Cica
=~ Adobe Acrobat 9 Pro |y DGE-B28T
8y Aptizia xLoad 4.20122. 25 EA, [ DGS-1216
A Aovina Anthir Contral Center Chiperf
Ixia Application Selector o | ~$st03051
i [ xia [Explarer [x05 5.30.450. 27 EA-5P2-Patchi _' b uze
5. Mero Home @1.ipg
(% Mero StartSmart Ll'ﬂ 2ipg
,; CluickTime Player Li_ﬂ Aipg
i Skype 5] 4.jpg

S Snaglt & 51 5ipg
File name: jBensu:un_n:n:ut_-:a.u:er j
Filez af type: Al Files 7.5 j




@ Upload X.509 certificate

# ] General

Upload ¥.509 certificate I

Chooze file

Look, in: I @ Dezktop

51 6.jpg

51 7pg

Lh:l H.ipg

51 %.jpg

m‘ 11.pzap

5 111.pa

." 980827 [0827171044) cap
d3ada.cer

g cdpki.zip

|ﬂ Central Site
Ere CesarF TP

Em Colazoft Pz
| %] canfig-200
| %] canfig-200
WpCs-2102.
%] DFL-210 b
| %] DFL-210+p
| %] DFL-800-p
| %] DFL-16004
E3DGE524T.
8 DHCP Ser
| dsn3200ic

Dw/L3140_

|_ benzon. cer !

H

File name:

Filez af type; Al Files 7.7




@ Upload X.509 private key

Hlow rploed o peinete by nsilchig e et apluavied cerifients

# ] General

t =

Upload X,509 privats key

Chooze file Ed
Look i I (2} Desktop j
51| Ejpa % cdpki zip
Lﬁﬂ T.ipg |ﬂ Central Site
L_i'ﬂ 2.ipg E’P CezarFTF
L."EI Qipg Eﬁ Colazoft Pe
u 11.pzap |ﬂ config-200°
£111.jpg | %] config-200
Desktop " 980827(0827171044).cap BpCs-2102
aaa.cel m DFL-210 be
' | %] DFL-210+p
AK] SIP CASE[102922580E). rar |ﬂ DFL-2800-ip
My Documents |~ avira_antivii_perzonal_en.exe |ﬂ DFL-1800-
EDGE-524T.
A DHCP Sen
| E2 ensnn_rt_u:a.u:er m dzn3200.ic
: DwL3140

=

x
File name: Ibensun.ke_l,l r
- I

RINEN

Filez u:ulf tpe: - I.-’-'-.II Files [*.7]

Lj Add -

Mame = ‘Type ™ Type ™
‘{;& benson_personal Ceartificate Local
‘1.'9:! benson_root ca Ceartificate Remote

W3 HTTPSAdminCert Certificate Local




11. Add a TLS_ALG.

—

= DFL-1600
Lg System
B Objects

29 NAT Poolz

% Schedules

-1 Authentication Objects
-4 VPN Objects

e HTTF Banner Filez
(- § Rules

- Interfaces

- General |

Q General

Mame: it|5_1
L

#] Certificates

Host certificate: Il:lEI'IEEII'I_FIErEEII‘IEl .\*4

Root certificate: IhEﬂEun_mut_ca .\*4

12. Add a TLS Service.

(2 DFL-1600

-\ g8 System

=[] Objects
Eﬂ--i;ﬁl,ﬁ.dd rezs Book

i?-TF’ Poolz

----- i NAT Pools

iy Schedules
o SR s =

#% |F Protocol Service
©

O Service Group

ia all_tcpudp
ey :



General

ﬂ General
Mams: | http-tls_service |
Type: |TCP v.i
Source: | 0-65535 |

Destination: | | 443 J

o Enter port numbers andior port ranges separated by commas. For example: 127-128 445

[ Pass returned ICMP =ror messages from destination
[ 5N flood protection (37N Relay)

i? Application Layer Gateway

An Application Layer Gateway (ALG), capable of managing advanced protocols, can be specified for this s
ALG: Fls_]’. S I

Max Seccions: |2|:||:| | Specifies how many concurrent sessions that ars permitt
| ]

R

13. Add SAT/ALLOW IP-Rules.

@ General
Mame: i http_tls_sat |

Action: i SAT iv_i

Sarvics: Irhttp—tls_s srvice  w

Schedule: ![Nune} !

ﬂ Address Filter

Specify source interface and source network, together with destination interface and destination network. All parametars haw

Source Crestination
Interizoe: | any _s,-:l | care _s::|
Metaark: |EI||'I'IEtE vi |wan 1_ip vi




tp_tis_sat

General | LogSeftings | NAT '| SAT [} Muttiplex SAT | SLB SAT | SLB Monitors

ﬂ General
Translate the
L SourcelF
{¥ Destination P
to:
MNew IP Address: | 192.168,1.2 |v||
New Port: 20 | @D mis value may onty be applied on TCP/UDP services with port set to

[T} Al-to-One Mapping: rewrite a1l destination IPs to & single P

http_tls_allow

General | LogSeffings | NAT | SAT

Q General
Mames: ] http_tls_allow
Action: |AI low
Service:

Schedule:  |[Mone)

@ Address Filter
Specify source interface and source network, together with destinstion interface and destination network. All parametars hav

Source Diestination

Interface: | any ﬂ | care

Network: all-nets vj wanl_ip vj

: o T
B all-nets 153 core = _i ) http-tls_service

5 L_“‘ lani_to_wani

14. Use HTTP_Client to connects https://10.1.1.12, if cusses, you can see HTTP_Server web

information.



